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About MIROW data quality assurance project

The Modeling of Immunization Registry Operations Workgroup (MIROW) of the American
Immunization Registry Association (AIRA) was formed to develop a topic-by-topic Best
Practice guidebook for various aspects of immunization information systems (IIS) functionality.
The MIROW Steering Committee conducted an assessment in April 2005 within the IIS
community to learn which functional components were problematic to deploy and could benefit
from a collective guidance.

The first topic selected for analysis and development of best practice recommendations was the
management of the “Moved or Gone Elsewhere (MOGE) Status of Patients and Other Patient
Designations”. Recommendations were developed during 2005, and the final guidance chapter is
available at the AIRA web site at
http://www.immregistries.org/docs/MIROW_MOGE_Chapter_Final 122005 revl.doc .

The best practice recommendations were presented at the 40" National Immunization
Conference (March 6-9, 2006, Atlanta, GA). Slides and the recorded presentation are available
at http://cdc.confex.com/cdc/nic2006/techprogram/P10124.HTM.

The second topic selected for analysis and development of best practice recommendations was
the vaccination level deduplication in IIS. Recommendations were developed during 2006, and
the final guidance chapter is available at the AIRA web site at
http://www.immregistries.org/pdf/AIRA_BP_guide Vaccine_DeDup 120706.pdf .

The best practice recommendations were presented at the 41st National Immunization
Conference (March 5-8, 2007, Kansas City, MO). Slides and the recorded presentation are
available at http://cdc.confex.com/cdc/nic2007/techprogram/P12532.HTM .

The current report represents MIROW efforts to develop best practice recommendations for the
third topic chosen, data quality assurance in IIS. The development process consisted of a
preliminary phase (web-based teleconferences, June—August 2007), face-to-face meeting
(August 21-23, 2007, Atlanta, GA), and subsequent post-meeting work on finalizing emerging
recommendations.

The National Vaccine Advisory Committee has included a recommendation to "Promote the
adoption of a guidebook and best practices for IIS as started by the CDC/NIP and
AIRA/MIROW workgroup to adopt consistent operational guidance and quality control
procedures that ensure good data quality." This guide is one example of addressing this
recommendation on data quality validations.
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Introduction

Why data quality assurance is important?

Immunization Information Systems (IIS) were developed to improve healthcare delivery by
moving immunization histories from paper medical records into electronic files. The advantages
of maintaining immunization data in an electronic format are tremendous. It allows practices to
print immunization histories without pulling medical charts; allows automated calculation of
“immunizations due” based on the child’s age, history, and the Advisory Committee on
Immunization Practices (ACIP) schedule; makes immunization histories transportable if the
patient seeks care elsewhere; and makes it possible for medical practices to assess immunization
coverage and generate recall notices at the practice level.

However, all these benefits depend on the quality of the information in the IIS. The information
in the IS should be a true reflection of what has actually transpired in the medical practice. For
the IIS to be useful to providers, providers must be able to have confidence in the data it
contains.

The accuracy of immunization records is a decisive factor in improving the health of patients, the
operation of healthcare clinics, and public health decision making. Immunization records lacking
quality may result in increased morbidity and mortality among the population. It is the
responsibility of the IIS and the submitters to ensure the reliability of data held in the IIS. Data
are loaded into the IIS from variety of external sources, and at this loading point it is especially
critical to establish standards for validating incoming data. This document discusses best
practices for maintaining data quality by focusing on validation checks that can be applied before
data get into the IIS. It reflects a belief that establishing generally accepted consistent approaches
for data quality is especially important as the IIS community moves toward data sharing across
systems and across states.

Accurate, complete, and timely data in IIS promote participation among healthcare providers,
insurance companies, and others. Higher participation results in more complete records for
patients. Following are some of the benefits of higher data quality:

e Increased provider trust

e Increased use of the data

e Improvements in clinical practices

e Improved the health of the patient
e Improved public health

Poor data quality results in a loss of confidence in the IIS and has been shown to lead to a
decrease in registry use and further incomplete data. The consequences of poor data quality
include the following:

e Incomplete picture of a patient's immunizations, and possible erroneous recommendations
e Incomplete and inaccurate data on patients

e Loss of provider participation

e Public policy decisions skewed by inaccurate summary data
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It is critical that registries adopt a consistent approach to data quality as the IIS community
moves towards increased data sharing. This guide can help the IIS look for common errors using
standardized rules for validation checks. These rules can be applied in all IIS environments
nationwide in an effective, consistent approach at critical points in the process, such as
precertification and pre-load validation.

A proactive approach for continuous quality improvement is also fundamental. It includes the
following steps:

e Inform submitters regarding data needed to properly carry out IIS functions.

e Interact with submitters to correct data that fail quality checks.

e Provide submitters with ongoing picture of quality indicators from the data.

Expected benefits

Best practices guidelines on data quality assurance will positively affect immunization registries

by providing the following benefits:

¢ Encourage common data validation practices, thereby improving overall data quality and
usefulness of registry information.

e Serve as a technology-neutral requirement guideline for information technology projects.

e Foster collaboration and aid in communication among IIS professionals.

Scope: data quality assurance in IIS

The main focus of this project is incoming data quality assurance in IIS. This includes
development of validation rules and procedures for incoming IIS data feeds, such as Vital
Records, provider health records, and electronic Medicaid or other billing data (Fig. 1). Not
included in the scope of this project are data quality assurance procedures and checks for the
existing data in the IIS or for data provided from an IIS to analysts. At the same time discovered
contradictions between incoming and existing data that could result in changes for data in the IIS
database are in the scope. Also not included are issues such as data reporting structures (e.g.,
HL7, Flat file, XML, X-12n).

Scope of the MIROW-IIS topic:
Data Quality Assurance Checks

Out of scope
*Data validation in the

In scope
*Incoming Data

|
|
m” V"fa/ Re : existing IIS database
Corg, «Data provided to analyst for
(¢ s I :
[ °§ I evaluation and research
3 Provider :.g
D e S
Health Records “g
[\ %
% ‘o
o

O
KT &2
o ?/\626\06\?\900‘
N
Figure 1. Illustration of the scope of the Data Quality Assurance topic
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The context diagram (Fig. 2) illustrates types of data quality validations for incoming data to IIS:
precertification, pre-load, and existing data validations. Precertification is the process of
evaluating the incoming data quality of new submitters before allowing them to regularly add
data to the IIS in order to ensure that the data sent are correctly formatted and complete. This can
help identify systemic data errors prior to data imports. Issues related to the precertification
process are addressed in the Chapter 6 "Pre-Certification and Providers' Profiles". Pre-load
validation consists of inspecting the data reported by certified submitters prior to loading that
data to the IIS. The core recommendations for the pre-load validations are located in the Chapter
4 "Principles" and in the Chapter 5 "Business rules" of this guide. Validation of existing data can
reveal additional data quality issues after data have been loaded and allow them to be addressed.

The pre-load validation process is a main area of best practice development efforts. Validations
are conducted at the file level, record level (cross-checks between data items), and data item
level (range/code checks). Validation of the existing data inside the IIS database is considered to
be within the scope of this project within first 30 days from the date loaded.

Data sources' profiles can help to identify systematic problems and patterns. For example, each
provider practice, depending on the age and type of population served, is expected to administer
a certain range of vaccine types, and in specific proportions. For each data source type, the IIS
can maintain an idealized profile, and compare incoming data for conformity to that profile.

The further details of the scope are presented on the process overview/project scope details
diagram (Fig. 3) in the Process Overview section of this document.
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Intended audience

This guide is designed to be read by both programmatic, technical and operational personnel
involved in creating or maintaining an IIS. The guide intends to bridge the gap between technical
and program staff so they can have a mutual understanding of the issue of data quality assurance,
and target actions to address these recommendations.

Intended use

This guide contains a set of recommended operational best practices (including a set of principles
and business rules to follow) that are intended for use as a basis for requirements in incoming
data quality assurance in IIS. Additionally, this guide can be used by IIS for staff training,
operational documentation, and communication purposes.

Validation rules presented here were deemed those most valuable in improving data quality, but
the intent is not to limit IIS data validation to this set of rules alone. The workgroup recognizes
that special situations in some registries may require validation techniques beyond what are
included here. As a result, registries may have additional requirements that address their
individual situation. For example, in the matter of minimal set of recommended data items the
workgroup realizes that there will be other variables needed due to state requirements, especially
in the Vital Records feed, so the set of mandatory data items in this guide represent a minimalist
approach.

The specific implementations of data validation rules could vary according to the vendors’
technology, application architecture, and specifics of a particular IIS.

The utilized approach and presented results are relevant for and can be used beyond
immunization information systems, e.g., for developing and documenting best practices and
operational requirements for domain-specific data validation applications in public health, health
care, and other areas.

Implementation independence

The IIS best practice recommendations are intended to be directed toward the
business/operational level and, as a result, are independent from particular IIS implementations
and technology solutions. This intention reflects the industry-wide strategic approach to capture
and maintain business knowledge, requirements, and policies/constraints independently of
implementation architecture and technical solutions. As a result, the best practice
recommendations will be able to support the wide variety of IIS implementations strategies on
different technological platforms.

The direct implications of this approach can be illustrated with the example of provider health
records submissions to an IIS. Regardless of how vaccinations are reported to an IIS—electronic
non-interactive transmission (batch), paper-based reporting, or interactive transmission such as
direct entry via the user interface —the data go through the same set of recommended best
practice validation checks. In the case of direct data entry, validation checks that are impossible
to implement due to constraints of the real-time environment are implemented after the direct
entry session is concluded.
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In other words, conditions (criteria) for data items that IIS validates should be the same
regardless of how these data items have been reported to IIS; actions resulting from evaluating
these validation conditions (e.g., accept, reject, research) could differ depending on the specific
method of reporting (e.g., direct user entry versus batch reporting).

Workgroup approach
This section contains a brief description of the methodology and process used by MIROW; see
Appendix C for the expanded description of the workgroup approach.

The workgroup used business engineering and facilitation techniques to analyze immunization
registration processes and develop recommendations. The group used a pragmatic results-
oriented approach that has been effective for modeling of immunization registration and cancer
registration operations. Initial preparatory off-line work (assembling pertinent materials,
producing preparatory notes, analysis of processes and development of preliminary drafts) was
performed by a group of business analysts and subject matter experts (SMEs). During a
subsequent face-to-face facilitated modeling session in Atlanta, GA (August 21-23, 2007) a full
(large) workgroup of SMEs used preparatory materials as a framing/scoping resource and began
development and formulation of consensus-based recommendations. The post-session work has
been aimed at finalizing the development of recommendations. The workgroup was divided into
two small groups of SMEs, each addressing a set of remaining tasks during a series of
teleconferences. Additional teleconferences were dedicated to reviews of the progress of small
groups by the full group of SMEs.

The workgroup used the following definition of a consensus among SMEs regarding the best

practice recommendations developed, which did not reflect 100% agreement, but rather meant *“J
can live with that and support it.”
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Chapter 1: Executive Summary

The Modeling of Immunization Registry Operations Workgroup (MIROW) was formed by the
American Immunization Registry Association (AIRA) in partnership with Centers for Disease
Control and Prevention / National Center for Inmunization and Respiratory Diseases
(CDC/NCIRD) to develop a Best Practice guidebook for immunization information systems
(ITS). The National Vaccine Advisory Committee has included a recommendation to "Promote
the adoption of a guidebook and best practices for IIS as started by the CDC/NIP and
AIRA/MIROW workgroup to adopt consistent operational guidance and quality control
procedures that ensure good data quality." This guide is one example of addressing this
recommendation on data quality validations.

This guide's topic—incoming data quality assurance—was selected on the basis of a survey
conducted by the MIROW Steering Committee within the IIS community. The workgroup, using
modern business modeling and facilitation techniques, conducted a 2-and-a-half-day meeting in
Atlanta, GA (August 21-23, 2007), as well as multiple pre- and post-meeting teleconferences to
analyze existing practices and to formulate consensus-based recommendations. These
recommendations are presented as a part of the emerging Best Practice guidebook in a section
titled “Data Quality Assurance in Immunization Information Systems: Incoming Data.”

Major accomplishments of the workgroup are listed below:

e Developed principles on which to base the incoming data quality assurance process,
business rules to follow, and specific scenarios that illustrate application of principles and
business rules.

e Developed and re-confirmed key definitions for data quality assurance.

e Described healthcare providers' precertification as a process of evaluating the incoming
data quality of new submitters, prior to allowing them to regularly add data to IIS in order
to ensure that the data sent are correctly formatted and complete, thereby helping to
identify systemic data errors prior to data imports.

e Recommended that there should be a general source profile for each kind of provider
(e.g., pediatric, geriatric) that the IIS should maintain to identify expected distributions of
vaccinations.

e Reached consensus among subject matter experts, demonstrating that despite differences
in immunization registry programs and a variety of perspectives among software vendors,
common approaches through consensus can be developed and agreed upon with use of
business modeling and facilitation techniques.

Best practices guidelines on data quality assurance will positively affect immunization registries

by providing the following expected benefits:

e Encourage common data quality assurance practices, thereby improving overall data quality
and usefulness of registry information.

e Serve as a technology-neutral requirement guideline for information technology projects.

e Foster collaboration and aid in communication among IIS professionals.

The results of this project are intended to support a consistent alignment of the data quality
assurance processes in immunization registries according to recommended guidelines.
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Chapter 2: Process Overview

The diagram in Fig. 3 places best practice recommendations developed by the MIROW in a
context of the process of getting data from a submitter to an IIS.

Before allowing new submitters to regularly add data to an IIS they have to go through a
precertification process of evaluating the incoming data quality (see Chapter 6 of this guide).
Precertification provides value by ensuring that the data sent are complete and by helping to
identify systemic data errors.

The process (Fig. 3) starts with a submitter (see Table 1) preparing data for a submission.
Prepared data are then transferred to the IIS (a transmitted package may contain one or more
Vaccination Event Submissions). At the IIS, the overall file is first checked for integrity and
format. Then each record is validated for a mandatory data set and each data item is validated for
a proper coding, range, and format. The identification of the patient and vaccination event
(vaccination level deduplication) should then be completed before the data quality cross-checks.
Validation cross-checks include: inter-item, inter-record, and inter-database checks, and checks
for data patterns in particular sources. After completion of all validation checks, reported data are
loaded to the IIS. On every validation step, decisions to accept, reject, conduct research (can
include a chart audit at the provider's office), or perform additional actions (that can result in
correction/editing of certain field value) are made.

According to the diagram in Fig. 3:

1) The primary area of interest for MIROW includes immunization-related data items
validations related to inter-item (within a record), inter-record, and inter-database cross-checks
and checks for data patterns in particular sources.

2) The secondary area of interest for MIROW includes demographics-related data items
validations related to inter-item (within a record), inter-record, and inter-database cross-checks
as well as validations of all data items (demographics and immunization) for coding, range, and
format and validation of the reported records for the mandatory/minimal data set.

3) Outside of the area of interest for MIROW are issues related to data preparation for I1S
submission, data transmission to IIS, and validation of the transmitted packages for the
integrity/format.
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Figure 3. Process overview / Project scope details
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Table 1. Comparative characteristics of validated data streams.

Characteristic Vital Provider Electronic Medicaid/
Records Health Records Billing Records
Source Office/Bureau of Healthcare provider. Medicaid, HMO, healthcare
Vital Statistics. provider (billing).
Purpose of reporting | To provide To provide immunization To provide administrative

denominator of the
population of
interest.

Voluntary or
statutory/regulatory
requirement.

data for clinical decisions,
population assessments,
historical immunizations.
This type of reporting adds
new residents to the
denominator (people that
were not born in the area
covered by IIS).

and financial information.

Data quality/ Definitive source Definitive source of the Inferior/secondary source of
reliability and of the birth dates. immunization data. immunization and
trustworthiness Provide updates for the demographic data.
demographic information
(e.g., address).
Submission/report Births, deaths, Report on a single Insurance/group plan
types corrections, immunization. information.
adoptions, legal Immunization history for a
name changes. patient.
(Can also include Report of client conditions
reports on HepB related to immunization
given at birth). (comments or reactions).
Methods of Batch file— Direct entry to IIS. Batch file—electronically or
reporting/access electronically or on | Batch file—electronically or | on physical media (e.g.,
physical media on physical media (e.g., tape).
(e.g., tape). tape); includes real-time

HL7 exchange.

Issues and barriers
affecting data quality

In practice it is
possible that wrong
birth date comes
from Vital
Records, but those
are rare occasions;
see principle P07
below.

Duplicate records.
Software may not support
latest vaccines and may not
include all data fields of
interest (e.g., manufacturer
and lot number).

Users' data entry errors.

Duplicate records.

Data not recorded and used
for clinical decision support
are not reviewed by
clinicians.

Billing data are designed to
generate revenue, not to treat
patients. Accuracy may be
compromised when clinical
practice is coded for
reimbursement purposes
only.
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Chapter 3: ACIP Recommendations Considerations

There is a clear intersection between the Advisory Committee on Immunization Practices (ACIP)
guidelines on vaccine administration and the data quality validation rules the MIROW was
charged to create. However, data that violate ACIP recommendations can and do arrive for
import into IIS, and should not be excluded on that basis alone. The ACIP guidelines prescribe
clinical standards for which immunizations should be given. The data in an IIS should show what
actually happened in the medical encounter, even if that conflicts with the ACIP
recommendations. This guide does not intend to document all of the algorithmic decisions based
on the ACIP schedule. For example, rules involving valid immunization intervals developed by
ACIP were not taken into debate by MIROW. A variety of principles and business rules were
defined and agreed upon to support this positioning of MIROW recommendations regarding
ACIP rules (see, for example principle P10).

All the incoming data should be checked against the ACIP recommendations. Overall, use of
ACIP recommendations helps to improve the integrity of the data collected through the IIS. The
workgroup has developed business rules for validations checks to be consistent with ACIP
recommendations. Additionally a subset of ACIP recommendations has been specifically
mentioned because the workgroup believed that it will provide the most value in identifying
potential data quality problems from submitting sources. Certain clinical validation checks were
also examined and presented as business rules throughout the document, e.g., consistency
between the route of administration and site of administration. It is important to periodically
examine and review ACIP recommendations and other clinical guidance because the
recommended schedules and the other clinical decision guidelines change.

All the incoming data should be checked against the ACIP recommendations. Overall, use of
ACIP recommendations helps to improve the integrity of the data collected through the IIS. The
workgroup has developed business rules for validations checks to be consistent with ACIP
validations. Additionally a subset of ACIP recommendations have been specifically mentioned
because the workgroup believed that they will provide the most value in identifying potential
data quality problems from submitting sources. Certain clinical validations checks (that are not
related to ACIP recommendations) were also examined and presented as business rules
throughout the document, e.g., consistency between the route of administration and site of
administration. It is important to periodically examine and review ACIP recommendations and
other clinical guidance because the recommended schedules and the other clinical decision
guidelines change.

The illustration in Fig. 4 represents scenarios that can lead to ACIP recommendations violations.
Reports inconsistent with ACIP recommendations, may indicate

e Actual clinical practices (judgments, errors, ...) or

e Data quality problems (documentation error, data entry, IIS errors, ...)
In many cases, it is not possible to distinguish between these two situations without further
investigation. It is worth noting that even if ACIP guidelines are not violated, this does not
necessarily mean that there are no data quality problems.
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Figure 4. Types of ACIP recommendations violations: cause and effect diagram
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Chapter 4: Principles

A principle reflects business guidelines, practices or norms that the workgroup recommends to
follow. It is a high-level direction that guides the development of more specific business rules
(see Chapter 5).

Table 2. Principles of incoming data quality assurance in IIS

# Principle Statement Comments

P01 | Consistency principle: Regardless of a data item’s source and the way the data have
The conditions (criteria) for been reported (e.g., direct user entry versus batch reporting),
validating data items should be the | the data item should go through the same set of data
same regardless of how these data | validation checks (conditions/criteria). Note: Business Rules
items have been reported to an IIS. | encompass both conditions (criteria) and actions to be taken

(see Chapter 5).
Related Business Rules: all.

P02 | Variable outcomes principle: For example, interactive exchange/method (user interface -
When conditions (criteria) of a UI) versus non—interactive exchange/method (batch
validation check are not satisfied, | reporting): If users fails to complete a non-mandatory field,
the resulting actions (e.g., accept, | they may be asked if they intended leave the field blank,
reject, research) may vary though in a non-interactive mode, the fact that the field is
depending on the data item’s missing might be ignored and no action taken.
source and the way data were Note: Business Rules encompass both conditions (criteria)
reported. and actions (see Chapter 5).

Related Business Rules: BR101, BR102, BR114, BR118,
BR119, BR120, BR122, BR126, BR128.

Definition of “UI” (user interface) method of submission:
interactive session when a Submitter conducts a direct data
entry in the IIS.

Definition of “Batch” method of submission: automated
non-interactive transmission of data to the IIS; could include
data on multiple vaccination events or on a single
vaccination event.

P03 | Rejected data principle: These are both notifications with the intent of correcting the

When information is rejected by
the IIS, the following actions
should be taken:
e If batch, then log the error
and notify Submitter.
e [fUI, then display an error
message and offer the
opportunity to correct.

error (resubmit, edit)

Example: when information is not accepted it still can be
held (in some buffer zone) for a further research or rejected
outright.

Related Business Rules: BR101, BR102, BR103, BR104,
BR105, BR106, BR110, BR112, BR116, BR125.
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Principle Statement

Comments

General recommendation: with a batch submission the IIS
should be able to stop processing and reverse previously
processed transactions within the batch.

It is a good practice to process vaccination events within a
batch one by one and then decide what part of the batch
submission to load (load the whole batch, or reject the whole
batch, or load the part of it), rather than load individual
vaccination events one by one immediately as they
processed.

P04

Internal consistency principle:
Characteristics of the vaccination
history should not contradict one
another. This includes reported
data as well as data already in the
IIS.

This principle is a basis for all cross-check validations.

This principle covers cross-validations between
characteristics of multiple vaccination events that comprise
immunization history, as well as cross-validations between
characteristics of individual vaccination events.

Vaccination history includes demographics, information on
all recorded vaccination events, and client conditions (e.g.,

allergy).

Example: vaccine type should match administration route.
Also, vaccine type should be paired with the licensed
vaccine manufacturer.

Related Business Rules: BR101, BR102, BR103, BR110,
BR114, BR115, BR116, BR118, BR119, BR120, BR122,
BR126.

P05

Accuracy principle:

The data recorded in the IIS
should match exactly what
happens in a clinical encounter,
whether or not it is clinically
appropriate.

When reported data contradict clinical guidelines, it might be
because of data entry error or IIS processing error, not
necessarily because of the actual clinical actions (see "ACIP
Recommendations Considerations" above).

Actions for business rules should be formulated in such a
way to allow recording of the actual clinical activity.

See P03 for a clarification mechanism—go back to sender
and investigate. Some usual business rule actions will have
to be overridden when deviation of the recommended
clinical practice is confirmed.
e Example: An individual goes to 2 different flu clinics
on the same day
e Example: Pediarix® along with polio or HepB or
DTaP (i.e., one of the Pediarix components) given on
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# Principle Statement Comments
the same day

Registries should periodically audit a random sample of
incoming data to verify that it matches clinical records.
Submitters should periodically audit a random sample of
data to verify that it is correctly stored in IIS.
Related Business Rules: BR112, BR113, BR114, BR117,
BR118, BR119, BR120, BR122, BR124, BR126, BR128,
BR129, BR130, BR131, BR132.

P06 | Appropriate vaccination principle: | In a pediatric practice, certain types of vaccines are used in a
The vaccinations reported by a certain proportion, €.g., a certain percentage of DTaP, polio,
provider should be appropriate for | Hib, and MMR is to be expected.
the population served at the clinic.

Related Business Rules: BR113.

P07 | Vital Records principle: In practice it is possible that a wrong birth date or death date
Vital Records is the definitive comes from vital records, but those are rare occasions.
source for There are other sources of the birth date beyond vital

e Date of Birth records, e.g., patient from another city.

e Date of Death Currently approximately 50%—80% of birth dates come from
vital statistics.
Death dates can be accepted from providers as well, but
Vital records would be a definitive source of this
information.
Related Business Rules: (none).

P08 | Validation priority principle: This principle provides priorities for the validation of a data

The importance of validating a
data item is related to the data
item’s significance in clinical
decision making, public health
assessments, and research.

item.

The critical data items (have to be validated as a high
priority) are:

e Vaccine Type

e Vaccination Encounter Date

e Patient Date of Birth

Additional data items could be important, e.g., for
epidemiologic surveys, school assessments.

Related Business Rules: (none). Classification of Business
Rules in Chapter 5 is based on this principle.
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# Principle Statement Comments

P09 | Maintain data integrity principle: Scenario: Billing data in the registry, new record from
Any modification of the data in provider arrives. IIS updates data in the registry, changing,
the IIS should not violate the for example, Date of Birth. As a result, some dates for
integrity of the existing data. vaccinations that are already in the registry might come

before the Date of Birth. So the change in the Date of Birth
would be wrong and should not be processed.

Another scenario: a modification to the vaccination
encounter date should not result in a future date.

Related Business Rules: (none).

P10 | ACIP recommendations principle: | See Chapter 3 "ACIP Recommendations Considerations",
Deviations from ACIP Table 4 "ACIP Recommendations-related business rules",
recommendations and US and Appendix D "ACIP Recommendations-related rules:
licensure may indicate data quality | implementation examples".
problems.

In general, doses should be valid per all of the ACIP
recommendations (intervals, ages, dose sizes, inter-group
conflicts). When ACIP recommendations are violated,
records should be investigated (flagged and researched).
This is a way to “fish" - meaning an examination that ...
hopes to discover information for a later proceeding
(Webster dictionary).

Related Business Rules: BR114, BR117, BR128, BR129,
BR130, BR131, BR132.

P11 | Timeliness principle: In order to be useful for clinical decision support and for
Data should be timely. Data health policymaking, immunization data should appear in
should be reported and recorded in | the registry soon after the clinical event occurs. Business
the IIS, as well as be available to rules may include specific standards.
users in a timely manner. See P05 for the accuracy principle.

See [1]: the Immunization Registry Minimum Functional
Standards, standard #4.
Related Business Rules: BR108, BR115, BR123, BR127.

P12 | Completeness principle: The minimum/mandatory set of data is necessary to support

The information submitted to the
IIS must contain the
minimum/mandatory set of data
items in order to be accepted by an
IIS.

the functionality of an IIS. Additional relevant data, if
available, are valuable when they improve the functionality
of IIS (we do not want minimum data, we want good data).
Additional data items could be important, e.g., for
epidemiologic surveys and school assessments.
The goal is to capture all relevant data on patients and their
vaccination events.
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Principle Statement

Comments

Minimum data are needed to accurately identify a person
and vaccine. See AIRA/MIROW deduplication
recommendations:

AIRA Modeling of Immunization Registry Operations
Workgroup (eds). Vaccination level deduplication in
Immunization Information Systems. Atlanta, GA: American
Immunization Registry Association. December, 2006.
http://www.immregistries.org/pdf/AIRA_BP_guide Vaccin
e_DeDup 120706.pdf

NVAC recommends a core data set, but IIS can accept a set
of data (record) less than NVAC recommends.

See P05 for the accuracy principle.

Related Business Rules: BR104, BR105, BR106.

P13

Supremacy of medical records
principle:

Medical records are a more
reliable source of immunization
data than billing records.

Clinical data are better (more reliable and accurate) than
billing data. Typically, CPT codes are used with billing data,
and CVX or CPT codes in clinical data.

IIS most likely will get lot number with clinical information.
Medical records will be more likely reviewed and corrected
as necessary, whereas billing data are not (unless rejected for
payment).

A distinction is made between billing data extracted from a
clinical practice management system, and billing data from a
system which is solely used for billing; clinic-based data are
more accurate.

Medicaid/Billing records are sometimes inaccurate,
particularly the Vaccine Encounter Date, as some billing
systems will incorrectly report the date billed as the date of
the Vaccination Encounter. This problem may go undetected
for some time since the date billed is the same or close to the
Vaccine Encounter Date. Note: Some health provider
systems will export data for a registry from their “billing
interface,” but this does not mean that their data fall into this
billing records category. This business rule is for reports
from systems that are primarily for billing purposes. Some
health provider systems (PMS) can only export using a
“billing interface” but the data represent accurate patient
health records.

Related Business Rules: (none).
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Chapter 5: Business Rules

A Business Rules approach
Business rules represent specific requirements regarding how the business should operate based
on the laws, policies, regulations, and chosen business/operational style.

The following notes reflect the MIROW approach to the development of business rules and
associated best practices:
e The developed business rules and associated best practices will need to change and
evolve over time as business requirements change.
e The focus was on those business rules that have the greatest potential for providing data
quality value and use across all registries.
e The rules represent an attempt to balance “ideal” possible practices with “pragmatic”
considerations of what will be possible to implement in the registries.
e The assumption for a business rule: If you have the data, you should use the validation
check.
e Each state will “tweak” the implementation of business rules (and associated best
practices) based on their needs and unique implementation concerns.
e The highest prioritized business rules should be implemented first as resources become
available to the registry
e The list of rules presented here is not exhaustive. Individual IIS may choose to implement
additional rules based on their unique requirements and insights.

A Business Rule as a set of conditions and actions

A business rule includes conditions (criteria) that have to be evaluated and actions initiated
depending on evaluation results. In other words, Business Rule = Conditions (Criteria) +
Actions.

The condition (criteria) stated in the business rule is not a ‘make or break’ requirement for
accepting data in the registry. The reader should refer to the action associated with the business
rule to see the consequences of the condition not being met. Figure 5 illustrates actions taken in
batch and UI settings when conditions of a business rule are violated. The major difference
between these two settings is that in the Ul case the IIS can prompt a submitter to correct a
questionable or inappropriate entry right away. The action resulted in a business rule
implementation for data quality assurance in IIS could be one of these:

1) If no problems: "Accept”. Proceed with loading to the registry.

2) If some problems exist that are tolerable:
a) For batch: "Accept and investigate". Flag for investigation/follow-up and proceed
with loading to the registry.
b) For UI - issue a warning to give submitter an opportunity to fix the problem
bl) if submitter corrects the problem - "Accept". Proceed with loading to the
registry;
b2) if submitter does not correct the problem - "Accept” anyway. Proceed with
loading to the registry.
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3) If some borderline problems exist (between "accept for investigation" and "reject") that
prevent loading to the registry:
a) For batch: ""Hold and investigate". Flag for investigation/follow-up and proceed with
the investigation.
b) For UI - issue a warning to give submitter an opportunity to fix the problem;
b1) if submitter corrects the problem - "Accept". Proceed with loading to the
registry;
b2) if submitter does not correct the problem - "Reject” (complete or partial).
Log the error and notify Sender.

4) If some problems that are intolerable:
a) For batch - "Reject” (complete or partial). Log the error and notify Sender;
b) For UI - issue a warning to give submitter an opportunity to fix the problem;
b1) if submitter corrects the problem - "Accept". Proceed with loading to the
registry;
b2) if submitter does not correct the problem - "Reject” (complete or partial).
Log the error and notify Sender.

Decisions to reject the submitted vaccination information completely or partially require a
certain degree of flexibility in the IIS processing. With a batch submission the IIS should be able
to stop processing and reverse transactions within the batch that already happened. It is a good
practice to process vaccination events within a batch one by one and then decide what part of the
batch submission to load (load the whole batch, or reject the whole batch, or load the part of it),
rather than load individual vaccination events one by one immediately as they processed.
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Business rules classification and presentation
Table 3 and Table 4 below contain business rules for cross-check validations. Each business
rule has been given:
e A unique identifier for reference, e.g., BR101, BR102.
e A priority. The prioritization scheme was defined as follows:
o A = Biggest impact, most practical and the most widespread
o B = Experts were split between A and C
o C = Lower impact, not as doable, impacts a small group
e A category. See Figure 6 and the discussion of the business rules classification scheme
below.

Figure 6 describes the classification scheme for categories of business rules. This scheme
roughly follows the domain diagram. It is built around major entities/attributes that characterize
the immunization registration domain (see Appendix A and principle P08): Patient (Date of
Birth), Vaccination Event (Encounter Date), and Vaccine (Type). Also, Vaccination Event
Submission and Provider entities from the domain model are incorporated into the classification
scheme to cover additional bases. The codes shown on Figure 6 (P, VE, P-VE, etc) are used in
the business rules table to indicate the areas/groupings covered by a particular business rule. For
example, code P indicates that a business rule is related to the Patient (Date of Birth) entity of the
domain model (single group), and P-VE code indicates that a business rule is related to both
Patient (Date of Birth) and Vaccination Event (Encounter Date) entities (across groups).

This classification scheme is used in Table 3 and Table 4 below. Additionally, in Table 3, the
business rules are color-coded to emphasize associations with three major data items (see
principle PO8): Vaccine Type (highlighted in beige), Vaccination Encounter Date, and Patient
Date of Birth (highlighted in blue); the rest of the business rules in Table 3 are highlighted in
green.

Figure 7 presents key data validation dates that are referenced in business rules.
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Figure 7. Key data validation dates
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Chapter 6: Precertification and Providers' Profiles

The Provider Precertification Process

Before loading data to the IIS, every provider’s data files must go through the process of
precertification. During precertification, source data are examined carefully for format, accuracy
and completeness. If possible, it is advisable to compare data with the chart to validate content.
Only when accuracy of data is established, should data be processed in production from that
provider. Every IIS should have this process in place. This will ensure that the quality of data
loaded to the IIS and will provide the opportunity to correct errors before loading. Cleaning
erroneous data from an IIS is difficult and resource intensive; it is much preferable to not allow
these data to be loaded in the first place.

During precertification, a data source gets a great deal of “individualized” attention, and many
otherwise difficult to identify issues can be isolated and addressed. The level of examination that
occurs in precertification is in-depth; it is generally impractical to have this process in place
during normal data processing.

Certification of data should occur not only when a new data source joins the IIS, but also when
electronic or billing systems are changed or modified, when the patient population for a provider
changes, when new vaccines are introduced and when the IIS’s data structure changes. In
addition, IISs should periodically recertify providers to ensure ongoing good data quality.

To have an efficient and good precertification process, an IIS needs to have a test environment
where it can process data for precertification.

All electronic data streams (Vital Records, Medicaid/billing data files, EHR files) should be
precertified. This process is very important as provider organizations increasingly use their own
software systems to track immunizations within their clinics and generally prefer to send batch
files rather than enter immunizations to the IIS directly.

Stage 1: Preliminary Test File Check for Format Compliance

The IIS may accept various formats for the data, often including a “flat file format” or an HL7
format. After a provider chooses the format, the IIS can then send appropriate specifications to
the provider, including any codes that need to be used. A test file of real data is then produced by
the provider and sent to the IIS in a secure manner in the chosen format. It is best to choose a
time period over which a good sampling of vaccine types would be included in the file. For
example, a large clinic could send all vaccinations entered for one week. A smaller clinic might
have to include a longer period of time if the vaccinations are infrequent. The submitted data
should be checked for appropriate format and then imported into a test database.
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Stage 2: In-Depth Test File Checks

The next step in the process is to perform checks on the data to make sure that expected data are
included. In addition to the field level and record level checks that are also performed on every
file that is processed through the IIS, additional checks should be done that include file level
checks. These would include a tabulation of all data values in the file to make sure that
appropriate codes are being used and that vaccinations match with appropriate age groups, as
well as examination for conformity to the vaccine distribution that is appropriate for this provider
type. The following are examples of checks that should be performed in the precertification
process:

A. Field-level and inter-field checks should be done as described in the business rules.
Assessments of plausibility of vaccine types relative to age of patient: (MMR,
varicella prior to age 1 year, PCV7 and Hib after 5 years of age, Td before 7 years of
age, etc.) can be made. If too many of these errors are seen, there may be a mis-
coding issue. Please refer to the business rules, and the end of this chapter for a
comprehensive list of business rules.

B. Whole file checks involve examination of the whole file for identification of data
anomalies such as “abnormal” data uniformities, and assessment of plausibility of the
data. The simplest way to perform this is to do a frequency distribution of values of
all fields: Are all DOBs in the file the same, are too many “John’s” in the file? One of
the most important file level checks is examination of the vaccine types in the file,
described in detail in the next section.

Vaccine distribution based on provider profile

This is one of the most important checks that occur in precertification. Each provider practice,
depending on the age and type of population served, is expected to administer a certain range of
vaccine types, and in specific proportions. For each practice type, the IIS can maintain such a
profile, and compare incoming data files for conformity to that profile.

This method can identify systemic problems such as:

-miscoding issues (crosswalk errors)

-missing vaccine codes — usually those that have been recently introduced

-systematic data entry error (e.g., entering a pneumococcal polysaccharide instead of a conjugate
vaccine)

This method can also identify unusual but accurate patterns that are due to temporary shortages,
a shift in the provider population, or unusual clinical practice.

The most useful types of provider profiles are for pediatric practices, or clinics that see all age
groups.

Profiles can be developed in different ways. Here are some suggestions:
1. Statistically develop provider profiles by averaging data in the IIS from all providers of

the same type, and compare a specific provider’s vaccine distribution to that of the
average distribution for that type of provider. Large deviations from the average profile
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may indicate problems, particularly errors or omissions in vaccine codes. See detailed
explanation in Appendix F.

2. Develop distributions based on the “ideal” vaccination pattern, i.e., if the population in
question receives all recommended immunizations, and compare each provider’s pattern
to that “ideal” distribution. See Appendix E for examples of such distributions.

3. Establish a provider-specific vaccine distribution profile. In this approach, each provider
would have its own distribution, which would be developed with IIS staff. It would
involve working with each and every provider to understand and quantify their clinical
practice and establish a provider-specific profile. Every data file would be compared to
that distribution to ensure that no deviations are observed.

The IIS can choose one or more of these methods to establish provider profiles depending on
resources available. Method 2 is somewhat “quick and dirty” because it establishes the profile
based on the recommendation schedule, which is not necessarily what the actual practice may be.
However it is the easiest method, and for all practical purposes it will identify most systematic
level errors in incoming data.

Stage 3: Chart Audit

Once a file passes the in-depth file checks (Stage 2), the best practice is to also conduct a chart
review to ensure that data do not only “look right” but they actually are right. This type of
quality assurance would involve taking a random sample of patients from the incoming file, and
comparing all reported data elements to the patient’s chart for accuracy and completeness. The
following steps would be involved:

Select a random sample of records from incoming file: N=100.

Send list of patients to the provider to do a chart pull.

IIS prints a copy of all data found in the file for each patient in the sample,

Validate each data element from the file against the data in the chart (chart audit).
Compare every element in the batch file for validation in the chart. In addition, for the
encounter dates reported in the file, examine the chart for additional immunization
events that may have occurred at the visit and were not reported in the file.

Report errors/omissions back to the facility for corrections.

Repeat process until IIS is satisfied with quality of data in the file.

moaQw>

Q

Note that this stage does involve significant burden to the provider, and not all providers may be
willing to provide the time and staff necessary to complete this stage.

Existing AFIX (http://www.cdc.gov/vaccines/programs/afix/default.htm) activities (if they are
taking place) can be leveraged.

Stage 4: Periodic In-Depth Data Checks
e Checks similar to Stage 2 are periodically run on a current subset of the IIS database to
identify patterns that indicate either systematic and widespread coding problems or actual
immunization practice problems. For example, a monthly report can be produced
examining all vaccinations input during the last month. Rules are applied and errors are
sent to the submitting providers along with details on who entered the vaccination data.
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e Invalid doses and other special reports can also highlight systematic data quality issues
that can be corrected by the source, as well as practice issues to address through
education.

e Recall notices sent out by clinics, public health departments, or the region can highlight
missing or erroneous data, which should then be fixed as close to the source as possible.

Table 6 contains a list of data checks that can be included in the precertification process. Some
checks can be done at all levels of data processing (precertification, ongoing and periodic).
Others are more appropriate for precertification because they require more effort. Some checks
are more appropriate as database checks because they examine the whole record of a patient, i.e.,
different submissions have to all merge together and the record is examined as a whole (e.g., X
number of immunizations prior to 6 months of age).

Table 6. Selected data checks that can be included in the precertification process

Data Checks Type of check BR# When

Minimum data set is present Within record check BR105, | Pre-, and
BR106 | ongoing

DOB<=encounter date Within record check BR101 Pre-, and

ongoing

All vax except HepB should be | Within record check BR114 | Pre-, and

> DOB+28 days ongoing

Vax name consistent with CPT | Within record check BR116 | Pre-, and

or CVX code ongoing

Historical indicator/vax type Within record check BR121 | Precertification

contradiction (e.g., NOS with
“administered” indicator)

Vax type consistent with route | Within record check BR119 | Precertification
and site
Encounter date < lot expiration | Within record check BR118 | Pre-, and
date ongoing
Encounter date within license Within record check BR120 | Pre-, and
date of product ongoing
MMR < 361 days Within record check/ ACIP | BR130 | Pre- and
periodic
Varicella < 361 days Within record check/ ACIP | BR130 | Pre- and
periodic
PCV < 6 weeks Within record check/ ACIP | BR130 | Pre- and
periodic
Hib < 6 weeks Within record check/ ACIP | BR130 | Pre- and
periodic
Td to child <7 years of age Within record check/ ACIP | BR130 | Pre- and
periodic
DT, DTaP to child >7 years of | Within record check/ ACIP | BR130 | Pre- and
age periodic
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Data Checks Type of check BR# When
Hib-containing vax to child >5 | Within record check/ ACIP | BR130 | Pre- and
years of age periodic
PCV to child >5 years of age Within record check/ ACIP | BR130 | Pre- and
periodic
PPV23 to child <2 yrs Within record check/ ACIP | BR130 | Pre- and
periodic
All vaccines are the same File level checks Pre-, and
ongoing
All DOBs are the same File level checks Pre-, and
ongoing
All vaccine dates are the same File level checks Pre-, and
ongoing
All names, etc. are the same File level checks BR124 | Pre-, and
ongoing
Same antigen containing File level checks BR117 | Pre-, and
vaccine given more than once ongoing
on the same day to the same pt
Compare to ideal distribution File level checks BR113 | Pre- and
for type of practice Periodic
More than50 vax for child <5 Database / ACIP BR128 Periodic
years
More than 35 vax for child<2 Database / ACIP BR128 Periodic
years
More than 70 vax lifetime Database / ACIP BR128 | Periodic
More than 3 doses Database / ACIP BR129 | Periodic
Hib/PCV7/DTaP at 6 months
Minimum interval violations Database / ACIP BR131 Periodic
Additional ACIP type rules Database / ACIP BR129 | Periodic
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Yes (see Fig. 9 on the next page)

Figure 8. Data quality process for batch data loaded into IIS
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Figure 9. Process for conducting a chart audit
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Chapter 7: Barriers to implementations

Barriers to implementation of the data quality assurance business rules occur at both the IIS and
data source/submitter. The following are barriers to implementation:

IIS

Limited resources and competing priorities for those limited resources

Underlying data structure does not support the data quality assurance business rules
Import process modifications are necessary

Lack of training

Data source/submitter
e Limited resources and competing priorities for those limited resources
No perceived benefits to the data source/submitter for fixing the data
Source may have a problem, e.g., some temporary inability to process data properly
Low level of commitment to quality reporting to the IIS
Lack of training
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Conclusions

Consistent use and implementation of these guidelines will help improve data quality assurance
practices in immunization information systems. The following summary is a brief description of
the key outcomes and accomplishments of the MIROW workgroup.

Major consensus-based accomplishments of the workgroup:

e Developed principles on which to base the data quality assurance process, business rules
to follow, and specific scenarios that illustrate application of principles and business
rules.

e Developed and reconfirmed key definitions for data quality assurance.

e Described healthcare provider precertification as a process of evaluating the incoming
data quality of new submitters before allowing them to regularly add data to IIS in order
to ensure that the data sent are correctly formatted and complete and thereby helping to
identify systemic data errors prior to data imports.

e Recommended that there be a general source profile for each kind of provider (e.g.,
pediatric, geriatric) that the IIS should maintain to identify expected distributions of
vaccinations.

e Reached consensus among subject matter experts, demonstrating that despite differences
in immunization registry programs, common approaches through consensus can be
developed and agreed upon with business modeling and facilitation techniques.

Primary process acknowledgments from the workgroup’s activities:

¢ In spite of differences in immunization registry programs, common approaches can be
discovered and agreed upon.

¢ Business modeling initiative provides an efficient way for collaboration and exchange
of ideas among peers.

¢ Business modeling and facilitation techniques help to reach a consensus and document
agreed-upon approaches.

e Facilitated sessions promote and organize brainstorming and allow groups to achieve
results.

e Business modeling promotes and organizes the analysis and improvement of
immunization operations.

The approach and results presented are relevant for and can be used beyond immunization
information systems—for developing and documenting best practices and operational
requirements for domain-specific data quality assurance applications in public health, healthcare,
and other areas.

The results of this project are intended to support a consistent alignment of the data quality
assurance processes in immunization registries according to recommended guidelines.

The National Vaccine Advisory Committee has included a recommendation to "Promote the
adoption of a guidebook and best practices for IIS as started by the CDC/NIP and
AIRA/MIROW workgroup to adopt consistent operational guidance and quality control
procedures that ensure good data quality." This guide is one example of addressing this
recommendation on data quality validations.
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Appendix A. Domain Model

Background

In developing the domain model presented in this section, the MIROW intended to define a set
of terms and definitions identifying concepts and data elements relevant for the data quality
assurance topic. The resulting set of terms and definitions, captured in the domain model,
provides a vocabulary for consensus-based best practice recommendations formulated by the
group. The MIROW took as a starting point an existing model constructed for the topic of
vaccination level deduplication (available for the download at
http://www.immregistries.org/pdf/AIRA_BP_guide Vaccine DeDup 120706.pdf ) and
expanded/modified that model to fit the needs of the data quality assurance topic. The model was
developed during the preliminary phase of this project, in a series of web-based teleconferences
among MIROW experts, and was finalized during the face-to-face meeting.

Domain model purpose and explanation
A domain is an area of knowledge or activity characterized by a set of concepts and terminology
understood by the business practitioners in the area.

A domain model captures a business vocabulary—terms and definitions. It ensures that all
terminology and concepts that will appear in the process description and business rules are
known and understood by the domain practitioners (agreed-upon definitions and meaning).
A domain model includes:
e A domain diagram that shows major business entities, their relationships and
responsibilities (Figure A-1).
e A table of entities and attributes that provides the full descriptive details of the
components represented on the diagram (Table A-1)

Entities and attributes shown on Figure A-1 are numbered; these numbers correspond to
numbering of rows in Table A-1, where entities and attributes are described.

Unlike a data model diagram, which depicts storage of information, or a workflow/process
diagram, which depicts the sequence of steps in a process, a domain diagram is a high-level static
representation of the main “things” (entities) involved in the immunization process, including a
description of how these “things” (entities) are related. It is important to note that the domain
diagram is not a technical specification. Instead, the domain diagram provides the foundation for
other modeling diagrams and materials.

How to read and interpret the domain diagram:
o Relationships between entities are visualized by connecting lines.

o Names associated with these lines describe the type of the relationship between entities.
Example: a relationship between Vaccination Event Submission and Vaccination Event is
shown as a connecting line with the word (label) “describes”. Such a relationship should be
read as “Vaccination Event Submission describes Vaccination Event”.
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o The general convention for interpretation of relationships between entities is to construct
such a description by reading clockwise, starting from the first entity name (Vaccination
Event Submission), then relationship name—describes (note that the name is shown on the
top of the line, supporting a clockwise reading), then the second entity name (Vaccination
Event).

o Ifwe need to read the same description in the opposite direction, from Vaccination Event to
Vaccination Event Submission, we would have to place a second name—*“is described” —
below the line. In this case, using the clockwise reading rule, a description would be
“Vaccination Event is described in Vaccination Event Submission.” In most cases just one
name for a relationship is employed (like “describes” in the example just considered),
assuming that it should be sufficient for a proper interpretation of a relationship in both
directions.

Description of the domain diagram

The entities and their characteristics (attributes) presented on the domain diagram (Figure A-1)
describe a limited fragment of the immunization domain related to the IIS data quality assurance
topic. Key entities are: Patient, Vaccination Event, Vaccine, Vaccination Event Submission, and
Submitter (the source of information about a vaccination event); details on all of these and other
entities are presented in the Table A-1.

Patient is getting vaccinated as a result of the Vaccination Event. More than one Vaccination
Event can happen during the Vaccination Encounter (office visit). In other words, Patient can
receive several vaccine shots during a single office visit; each shot would be represented by a
dedicated vaccination event. Accordingly, the relationship between Vaccination Event and
Vaccination Encounter is labeled with “1” for the Vaccination Encounter and “1...n”” (meaning
one or many) for the Vaccination Event.

Vaccine refers to a product that produces an immune response in a patient and is administered
during the Vaccination Event. It is described by a set of characteristics (attributes), such as
vaccine type, CVX code, trade name, lot number, etc. A single Vaccine can be related to
multiple Families/Groups. Vaccine that belongs to multiple vaccine Families/Groups is referred
to as a "combination" or "combo" vaccine. A single Vaccine can contain multiple Antigens, such
as tetanus, diphtheria, and pertussis.

Information about the Vaccination Event comes to a registry from a Submitter (also known as a
Source) in the form of a Report that contains several Vaccination Event Submissions. Typical
Submitters would be a vaccination Provider Organization and medical insurance company.
Characteristics (attributes) of the Submitter and the Vaccination Event Submissions are
important in evaluating vaccination data for data quality assurance purposes: there are different
levels of confidence in different sources and ways they report. For example, Documentation
Type and Method of submission affects the level of confidence in the immunization data (e.g.,
direct entry to the registry vs. electronic feed).

Vaccination Event Record (not shown on the domain diagram) includes information about the
vaccination event from all domain entities.
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Figure A-1. Domain diagram
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Appendix B. Data Quality Framework—Completeness, Accuracy, and
Timeliness

Accuracy is the extent to which the data recorded in the IIS match what happens in a clinical
encounter, whether or not the information is clinically appropriate (concordance).

In other words, accuracy is the degree to which the registry data reflect what occurred in the
visit. Accuracy of incoming data is hard to determine without comparing to the medical record,
which is a proxy for the visit.

There are two types of metrics for accuracy:

1) A good, but not always practical standard
In many cases the data in the IIS look okay, but they may not be. More precise accuracy
measures are done by comparing data elements in incoming data with the same data in the
medical record. In precertification, and periodically, a random sample of records (patients with
their immunizations) can be selected from the incoming data and compared to the medical record
or AFIX data. Metrics include:

e % of DOBs that match

e % of vaccine types (e.g., CVX codes) that match

e % of vaccine dates that match

¢ % of manufacturers that match

e % of names that match

e % of addresses that match

The IIS can use the elements it considers important to do this analysis.

2) A more practical approach
There are high-level (gross) accuracy measures that can indicate whether the data “look”
accurate—without referring to the chart. For example:
e % of patients with an unreasonable number of vaccination events in an encounter
% of immunization types in each file. Are some missing, over- or underrepresented?
% of records with DOB prior to immunization date
% of records with DOB or immunization date in the future
% of vaccine administered before the vaccine license date

A high percentage of errors would definitely indicate poor quality of incoming data. However, a
low percentage of these errors does not necessarily indicate high-quality data.

Completeness refers to the recording of full information on cases/events. There are two types of
completeness:

o Comprehensive reporting of all vaccination events that encompasses all vaccinations for
all patients from all providers

o Complete recording of all data elements for a particular event. This characteristic is
often monitored by tabulating the use of "unknown" and other non-specific codes.
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There are 5 levels of metrics for completeness:

1) All individuals within the targeted age range are reported (everybody, i.e., from vital statistics
and only immunized, from health care providers, insurance plans, etc.). To determine
completeness at this level, one has to do a comparison to the provider’s population. One way to
do this is to define a specific day or a specific week and generate a list of all patients that were
vaccinated during that week according to the IIS. Ask the provider to generate a list of all
patients who were vaccinated that week and compare the two lists. Determine

e % of individuals vaccinated in the clinic not reported to the IIS
e % of individuals not vaccinated in the clinic reported to the IIS (That would be an
accuracy issue)

2) All providers that administer immunizations in a jurisdiction report to the I1IS

3) All immunization events that are reflected in providers' records are reported to the IIS

This can be examined at the gross level to see if the files “look okay”: Vaccine distribution at the
file level: Are there types of vaccines characteristic of the particular practice type that are
missing? Are all of these vaccines represented in the transfers in the appropriate proportions?
This analysis would identify systematic errors due to miscoding or consistent data entry errors.

More subtle analysis would involve comparing records in the data file submitted with those in
the chart. For example, select a random sample of individuals in the file, and then compare to the
chart:

e % of immunizations found in the chart not reported to the IIS

Note that in the case 1 above all the people might be there but their events might not be. In this
case, all the events might be there, but people without events could be missing.

4) All elements of the immunization event are transferred to IIS:

Frequency analysis of the elements an IIS considers important will determine each element’s
completeness in the IIS

% of records with immunization date

% of records with CVX code

% of records with manufacturer

% of records with lot number

% of records with administering provider

Important distinction here is that this does not imply that all events are recorded (as in the case 3
above). In this case it just addresses the completeness of all events that happen to be found.
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5) All elements of the demographic part of the immunization record present

Timeliness reflects the degree to which the time between an event of interest to IIS and the
recording of this event in the IIS falls within recommended limits; this also applies to the time
between any intermediate events/stages of this process.

Delays may be introduced at several different points from the moment a vaccine is administered
to the point when it appears in the IIS. The IIS can have overall metrics (for overall timeliness),
and also have more specific metrics that measure specific delays in the journey of the
immunization record. All these metrics can be represented in terms of percentage of
immunizations in specific time ranges (% within 1 week, 1-4 weeks, >4 weeks, etc.)

e Number of days from DOB to when record appears in [IS—for Vital Records

e Number of days from vaccine administration to when it appears in the IIS

e Number of days from when record is submitted by the provider to when it appears in
IS

e Number of days from when a record is rejected to when the provider is notified

e Number of days from when a provider is notified to when a correction is reported
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Appendix C. Workgroup Approach

Process

The process used for a development of best practices is presented on the Figure C-1. This
process includes six steps described below. Responsibilities of parties involved in the best
practices development effort are described in Table C-1.

Step 1. Topic selection is performed by the Steering Committee.

Step 2. Selection of subject matter experts (SMEs) is performed by the Steering Committee
based on recommendations from the public health community.

Step 3. Preliminary work is performed by a small group of business Analysts and subject matter
experts (SMEs). This work includes gathering and analyzing current practices for the selected
topic. A goal is to develop materials that will serve as a basis for a productive face-to-face
meeting. Common products of this step include development of a domain model and related
glossary of common terms and definitions. Also, major areas of the collaborative work are
defined during this step, including modeling instruments and templates used to elicit and capture
information during the face-to-face session.

Step 4. The face-to face session is a culmination of best practice development efforts. It involves
a multidisciplinary team of experts, business analysts, facilitators, observers, administrative staff,
and sponsors (see Figure C-2). During the modeling session experts, acting in a focused,
structured, and facilitated environment, analyze existing "as-is" practices, brainstorm solutions,
and reach consensus regarding recommended best practices captured in the form of a "to-be"
model.

Step 5. The post-meeting phase is designated to finalize recommendations developed during the
face-to-face sessions. The major modes of collaboration during this phase are teleconferences
and e-mails. The duration of this step varies from a few weeks to a few months depending on the
amount and significance of remaining issues. Editors and external reviewers are involved in the
creation of a resulting best practices recommendations document.

Step 6. During the implementation phase, a survey instrument is used to conduct targeted
evaluation of IIS operations improvements resulting from utilization of the developed best
practices and, later, targeted efforts are initiated to promote and encourage compliance as
standards of excellence. Feedback from implementation efforts is analyzed, and best practice
guidance recommendations are updated accordingly.

Methods and techniques
¢ Business modeling techniques are employed to analyze IIS processes and to develop the
best practice recommendations.
e Facilitation and web-based teleconferencing techniques are used during the face-to-face
meeting session and conference call meetings.
e Standard Unified Modeling Language (UML) notation is the notation of choice for this
project. Subject matter experts do not need to have prior knowledge of this form of
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notation. It is intuitive and easily interpreted by either technical or non-technical
professionals. Necessary explanations of the UML notation will be provided during the
face-to-face modeling sessions.

e The definition of a consensus among subject matter experts regarding developed best
practice recommendations does not reflect an absolute 100% agreement, but rather it
means “/ can live with that and support it.”

e Best Practice Recommendations. Definition: A best practice is "a superior method or
innovative approach that consistently exceeds the standard level of performance as
determined by expert review, evidence of significant improvement vs. the standard

approach, consistently superior results, or agreement of multiple sources."

Yasnoff WA, Overhage JM, Humphreys BL, LaVenture M. A national agenda for public health informatics:
summarized recommendations from the 2001 AMIA Spring Congress. J Am Med Inform Assoc 2001
8(6):535-45.

Simply speaking, a best practice for IIS is the agreed-upon "most superior way" to
perform a particular routine operation(s).

Expected Products
Results of the analysis and the incremental, consensus-based recommendations development
process are captured in the following business modeling artifacts:
e textual descriptions of restrictions, rules, and operational policies (business rules
modeling)
e diagrams of the processes and process-related collaborations among parties (UML
activity diagrams)
e diagrams of entities involved in the processes and their relationships (UML domain
diagrams)
e other products in tabular and textual formats, as well as supporting sketches and
illustrations.
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Figure C-1. The process of developing best practice recommendations
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Table C-1. Process steps and participants responsibilities

Committee
Panel of

Steering
Experts

Analysis
Team
Facilitation
Team

Reviewers
Editorial

External
Team

Step 1:
Select the topic

Step 2:
Assemble experts

Step 3:
Preliminary work

Step 4:
Face-to-face meeting

Step 5:
Post-meeting work

Step 6:
Implementation

AIRA-MIROW DQA best practices guide 02-11-2008.doc

Heavily
involved

Somehow
involved

Not
involved

Page 92 of 100



Public Health Public Health
= Operational Topic, Operational Topic,
'ﬁ o Program 1 Program 2
lg 8
» © | documented in documented in
g2 v
o2
0 As-ls As-ls
(=] Business Model Business Model

1 2

Analyzed at

Contribute
knowledge of
public health

Facilitated
Session:
JAD

Brainstorm
solutions

SMEs
Subject Matter Experts

Capture consensus
"best practice" in

To-Be
Business Model

Reach
consensus

Best practices for
Public Health
Operational Topic

Provides expertise in
organizing and
conducting JAD
group activities

Contribute expertise
in systems modeling

Public Health
Operational Topic,
Program N

documented in

4

As-Is
Business Model
N

X

Facilitation Team

X

Business
Analysts / Modelers

Figure C-2. Facilitated modeling session
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Appendix D. ACIP Recommendations-Related Rules:
Implementation Examples

Table D-1. ACIP Recommendations-related rules: implementation examples
(The following are examples of ACIP derived rules and are not an exhaustive list. These rules are subject to
change based on ACIP recommendations, and therefore need to be periodically reviewed.)

Conditions (Criteria) for Business Rules BR# | Comments

Rules pertaining to min/max age

Any shot other than HepB given before 1 month of age BR130
DTP/aP, DT, Hib, Polio, PCV given at < 6 weeks of age BR130
3rd HepB given at < 6 months of age
MMR given at < 1 year of age BR130
Varicella given at < 1 year of age BR130
PPV23 given at < 2 years of age BR130
Td given at <7 years of age BR130
Hib containing vaccine given at > 5 years of age BR130
PCV at > 5 years of age BR130
DTP/aP, DT given at > 7 years of age BR130
Tdap BR130

e ADACEL® given <11 years or >65 years
e BOOSTRIX® given <10 years or >19 years

A measles, mumps, rubella-containing vaccine given to an individual born BR130
before 1957

Rules pertaining to minimum intervals between doses

DTP/aP, DT, Hib, Polio, HepB, PCV: Minimum interval between doses 1-2 < | BR131
28 days

DTP/aP, DT, Hib, Polio, PCV: Minimum interval between doses 2-3 <28 days | BR131

Minimum interval between 2 live vaccines (e.g., MMR and Var) < 4 weeks BR131

Rules pertaining to general ACIP schedule

More than 2 doses of DTP/aP/Polio/Hib/PCV given < 4 months BR128
More than 3 doses of DTP/aP/Polio/Hib/PCV given < 6 months BR128
More than 14 total shots given < 6 months BR128
More than 4 doses of DTP/aP/Hib/PCV given < 12 months BR128
More than 3 shots of Polio given before 24 months BR128
More than 20 shots given before 24 months BR128
More than 5 shots of the same vaccine given before 6 years BR128
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Appendix E. Examples: Utilization of Providers' Profiles for Analysis of
Reported Data Quality

This method compares the proportion of vaccines in the prospective clinic with the proportion of
vaccines in the ideal distribution (see section " Precertification and Providers' Profiles" of this
guide).

In a case study of a pediatric practice (Figure E-1), the ideal distribution is based on the
recommended childhood schedule. The actual percentages are compared with the ideal
percentages for each series. Because several vaccines are given in combination, all components
have to be broken down and added to the appropriate series: e.g., the number of Pediarix's® has
to be added to the number of DTaPs to come up with the total number of DTaPs given for the
DTP series.

The example of application of the same approach to the adolescent practice is presented on
Figure E-2. The comparison between the actual and ideal distributions does not work as well as
with children in this case. Part of the reason may be that many of the recommendations for
adolescents are new and often not adopted as readily as childhood recommendations.
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Appendix F. A possible statistical approach to an automated methodology for
utilization of providers' profiles for analysis of reported data
quality

Note: see Chapter 6 " Precertification and Providers' Profiles" of this document.

The IIS needs to be able to flag batches of data (incoming, precertification, or post-import
processing) that have administered vaccines that do not match what is expected for that kind of
practice. A possible solution is to use standard deviation and z-scores to determine batches that
fall outside the norm. Following is how that could be done:

1. First the registry categorizes their current providers into different groups based on what type
of population they are serving. These will be called PROVIDER GROUPS.

2. A set of antigens will be identified for each PROVIDER GROUP.

3. Queries are run on the registry's current production environment to determine the percentage
of administered vaccines with the indicated antigen. For each provider this percentage will be
termed the " Provider Percent." An average score for all the groups will also be determined using
the same method and will be called "Mean Percent ."

4. Using these values, a standard deviation will be determined for the percents in this group.
Standard Deviation = SQRT(SUM( (Provider Percent - Mean Percent) ~ 2 / (Number of
Providers)).

5. Using this standard deviation a Z-score can be given to each provider's batch for each antigen.
Z-score = (Provider Percent - Mean Percent) / Standard Deviation (Figure F-1)

6. When -1 <Z-score < 1 is true for a given provider, it can be said that that provider's reporting
of a particular antigen is within one standard deviation of the norm.

Using the standard deviations is then possible to focus on batches of data that fall outside the
norm. Batches that fall outside the norm should be reviewed. It may be that the provider does not
belong to the PROVIDER GROUP it was assigned to, providers may not be reporting data as
they should, or the deviation may represent a new practice that is not yet widespread.

This process assumes that the registry data is already accurate and is a good model in of itself.
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Using Z-Scores

Provider Type Pediatric
Antigen Name Hep B
in Registry Now Vaccines Administered

Hep B All Percent
Or Payne 149 480
Canyon Peds 45 1,100 4 1% 1.05
Crystal Waters Clinic 250 g,300 4.0% -0.16
Harbor View Place 2 &0 4.0% 0.15
Or Tobhins 34 200 4. 3% 263
Dr Lesley Honwizter 2588 g4 600 4.0% 0.21
All Providers 316 7,930 4 0%
Standard Deviation 0.10%

Barches Submitted Vaccines Administered

Provider Name Hep B All Percent Z-Score
DOr Lesley Horwizter 10 100 10.0% 5963
Canyon Peds 40 5,000 0.8% -31.57
Crystal Waters Clinic 200 & 000 4 0% 0.15

Z-Score Scale

The Proportion is the least

—— . number of providers whao
“< = 250008 < fall within the given z-
-3 < z-score = 3 88.9% score range. A batch
-4 =z-score =4 93.8% submitted with a z-score of
Hez-score<=h 96.0% = 30 can be said 10 have a
H=7-sroe<h a7 2% difference from the mean
J=z-score =7 00.0% that is greater than 99.9%
8 =zscore <8 98.4% of all providers.
O ezgoore <9 08 8%

-10 = z-score = 10 959 0%

-15 = 7z-score = 15 9% 6%

-20 = z-score = 20 99 3%

-2h < 7-5core < 25 90 8%

-30 = z-score = 30 95 9%

WARNING: The source data shown above are not real

Figure F-1. Z-Scores Illustration
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Appendix G. Vaccine Site/Route Guide

Adapted from the 2003 Red Book and ACIP General Recommendations (MMWR 2006:51
[No.RR-2]:15-18

Vaccine Route Site
DTaP IM L/R Anterolateral Thigh or Deltoid
Td IM L/R Anterolateral Thigh or Deltoid
DT IM L/R Anterolateral Thigh or Deltoid
Hib IM L/R Anterolateral Thigh or Deltoid
HepB IM L/R Anterolateral Thigh or Deltoid
HepA IM L/R Anterolateral Thigh or Deltoid
Influenza IM L/R Anterolateral Thigh or Deltoid
Pneumococcal Conj (PCV7) | IM L/R Anterolateral Thigh or Deltoid
Pneumococcal Poly IM or SC L/R Anterolateral Thigh or Deltoid
(Pneumo?23)
IPV IM or SC L/R Anterolateral Thigh or Deltoid
MMR SC L/R Anterolateral Thigh or Deltoid
Varicella SC L/R Anterolateral Thigh or Deltoid
Combinations:
DTaP-HepB-1PV M L/R Anterolateral Thigh or Deltoid
HepB-Hib M L/R Anterolateral Thigh or Deltoid
HepA-HepB IM L/R Deltoid
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