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Consumer Engagement for IIS Project

e @Goal: Increase consumer access to online immunization records and forecasts.

e Collaborative project between ONC, CDC, Audacious Inquiry (Ai), and Scientific
Technologies Corporation (STC).
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Consumer Engagement for IIS - Project Implementation

* Pilot an online portal that provides consumer access to immunization records after
they complete a registration and authentication process.

e Connect to lIS in each Pilot State (AZ, LA, WA, WV)
 Engage health care providers and consumers
 Promote MyIR through various marketing techniques to consumers

e Evaluate project activities and impact on consumers

o o

The Office of the National Coordinator for
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Consumer Registration Options — Years 1-2

Provider-Authenticate Registration: Consumer or Provider-Initiated

1. Register online at myir.net

» Consumer

» Provider

2. Consumer visits healthcare provider for in-person authentication
and approval.

3. Healthcare provider identity-proofs consumer and provides access
code to consumer.

4. Consumer enters access code to complete the authentication
process and obtain access to immunization record.

X

The Office of the National Coordinator for ™~
Health Information Technology 5



Evaluation Findings — Pilot Year 2

Provider-Initiated registration process
e Forgot to go online and complete steps (27%)
e Forgot/lost PIN (22%)

e Didn’t have time to complete (17%)

Consumer-Initiated registration process
* Didn’t know had to go to provider office to complete registration (37%)
e Waiting until next scheduled visit to complete registration (23%)

* Not willing to schedule a visit just to complete registration (19%)

o o

The Office of the National Coordinator for
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Overcoming Challenges

e Alternate approaches to increase consumer access:

» Implementation of Online Authentication May 2016

1. The Online Authentication registration method allows consumers to self-register online and have an
access code sent by SMS text or autodial to complete the authentication process.

2. In the event that a record is not found (matched), consumers may request authentication by their
healthcare provider/state health dept. to access their immunization record.

» Increase marketing efforts
» State-Assisted Registration

» Pharmacy pilot

The Office of the National CDordinatﬁ -
Health Information Technology



Scientific Technologies Corporation

Consumer Access
to IIS Records:
Secure Enrollment Techniques

Karl Moeller
VP Public Sector
Scientific Technologies Corporation (STC)



Connecting to Consumers

e Online Authentication
— All states except WV

— Connected through Phone number OR Address
e Text Message/Auto Dial Code
e Mail Code (only in LA/AZ)

— Most Popular
 Convenient

 Provider Registration
e State Assisted Registration

— Only in WA
— Good reception



ldentity-Proofing

e A personis who they say they are

e They are legally entitled to access the health
records of related individuals

e Anin-person visit to a healthcare provider was the
“Gold Standard”

e This standard was the original procedure for the

MyIR pilot project




ldentity-Proofing

STATE IMMUNIZATION REGISTRIES*
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Automating ldentity-Proofing

A new “two factor” method eliminates:
An in-person provider visit

Provider workloads, disincentives, etc. eliminated

An emailed link and login from home

" Factor 1: Something you “know”

Consumer’s family registration data

" Factor 2: Something you “own”

Consumer’s phone or physical mailing address




ldentity-Proofing

STATE IMMUNIZATION REGISTRIES*
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Online Authentication Workflow
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1. Registration Data

e Email address

* Self-assigned password
* First name

‘ * Last name

Something you know

e Phone number(s)
e Gender

* DOB

e Address

Consumer submits
registration data

 State

e Zip code

e Captcha

e Dependent(s) First Name
e Dependent(s) Last Name
e Dependent(s) Gender

e Dependent(s) DOB

for themselves &
dependents
to MyIR.net™




2. ID-Proof & Records Matching

Option 1

Consumer
Auto Match
selects

Access Code
“Auto Match” = Query to state IIS
! Sent by SMS
ID-proofing

Option

or Phone




3. Match Outcomes

Match Algorithm

If registration data & phone

number exactly matches
data in state IIS, Access Something

Code you
sent to consumer via SMS own
text or phone autodial —
consumer enters Access
Code

Match Algorithm
If registration data (but NOT
phone number) exactly
matches data in IIS,
Access Code sent to
consumer via mail —
Consumer enters Access
Code

Match Algorithm
If registration data does NOT exactly match data in

state IIS) consumer can submit ID-proof to State --
State may approve account




4. Consumer Access

Consumer has
anytime, anywhere,
any device
real-time access to
copies of their
official
Immunization
Records

Sew JOR e
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Registration

Register-

ogin  Help About

Your Immunization Record May
Not Look Complete

There may be some vaccines you or your family received that don't
appear on the immunization record in MyIR. such as the human
papillomavirus (HPV) vaccine. HPV vaccine is sometimes given by a
healthcare provider confidentially. Since MyIR doesn't know which HPV
vaccines were given confidentially or not, all HPV vaccinations are hidden
on immunization records in MyIR. Contact your healthcare provider if you
think you need a more complete record of your or your family's
immunization history

L@STC 2017 | Rack tn the fon | Cnntact s |

o '.;.E o

MyiR

Terms and Condifinns | @MuiR nef |

IMMUNIZATION @2 Healih

= e— (NFORMATION SYSTEM

Washington State Depariment of Health
Office of Immunization and Child Profile

immunization
action coalition

immunize.;}g
Immunization Action Coalition

Personal Testimonies about
Vaccine-Preventable Diseases

Real-life accounts of suffening and loss due to vaccine-
preventable diseases. Read these powsrful stories



|' (' | (0 @  httpsy//wa.myir.net/register/ 0% & || Q Search

ton MylR My State Register~ Login  Help  About

Register RegiSt ratiOn

We will use your registration data and attempt to match vour persenal information with what is on recoerd with your state immunization registry.

* An asterisk indicates that the field is REQGUIRED

New Password @ Repeat New Password 0

Gender*

Select Gender T

Phone 1 DText message enabled phone @
Phone 2 [F]] Text message enabled phone O
Phone 3 DText message enabled phone @

City Vashington El Zip

Add Family Member

& add dependent

How did you find out about Washington MyIR *
Referral option

Please choose an option... EI

Please enter the word below*

Reload for a new word

D | agree that | have read and accepted the Conditions of Use and our Privacy Notice.

w8 9 3 #




Online Authentication Option

Verification Required

You have successfully registered for MyIR! The next step is to have your identity verified and link your official state
immunizations records with your account. Choose one of the verification options below then click NEXT to complete

your registration.

Auto Match (instant
-
We will use your registration data and attempt to match your personal information

/ with your state immunization record. If we find an exact match, an SMS text
message or autodial will be sent to the matched phone number sending a

verification code to enter into MylR.

— . State Assisted Registration (may take up to a month)
‘ @ Health Care Provider Assisted Registration

Next

You can come back to this page anytime by going to Mylmmunizations and clicking on

‘Verification Options'

a Your information is safe and secure.



Matching Options

We have completed the auto match search

Results

Tommy Smith EXACT MATCH
Your verification code will be sent to the following number: 6026181473

When Online Authentication
works:

e note that only family members with an exact match will have their immunization

Disclaimer: P

records linked fyiR

ATET =

/3]

Monday, March 7 Auto Match Code
W :1(774) 768-5023 0047

Your Myir Verification Code is 0047




Matching Options

When Online Authentication fails, Mail Codes can
be sent:
We found a match! But we were unable to match your phone number. Would you like to

receive your verification ¢ ode by mail? You can also choose another option or try
anocther phone number in My Profile

i oo




ashington My[R ~ MyProfile  Mylmmunizations  Send Records~  Help  About  Logout

You and your family
Add New Family Member
\View!Print FirstName  Last Name DOB (MMWDDIYYYY) | Gender Age  Delete | Status
John Srith 03/06/1979 Vele || Fyeas |2e

Show me my immunization records Certificate of Immunization

For email assistance click here

NOTE: If you notice that any immunizations are missing, in error, or not up-to-date, please contact your healthcare provider

Looking for official Washington Immunization certificates?
0.\ } « If your family’s status in the table above shows a ¢, they have access to the official state iImmunization database and can receive official
— — documentation certifying school and daycare immunizations
0 \ -
0 l « If your family member needs an immunization certificate, click the - Certificate of Immunization | button.
MyIR Be informed! To review your family's immunization schedule according to state recommendations, click the | Personal Cerfificate With Schedule
button.

| ©STC 2017 | Back to the tap | Contact Us | Terms and Conditions | ©MyIR net |
BSTC's EMylR, the state's authorized record access system for you and your family's immunization records
MyR V20



You and your family

" Add New Family Member

View/Print | First Name Last Name DOB (MM/DDIYYYY) | Gender
4 John Smith 03/06/1979 Male
s Tommy Smith 01/01/2017 Male

For email assistance click here

Age Delete | Status
v | | 37 years 1+

+ | | 1 month v

Certificate of Immunization

MOTE: If you notice that any immunizations are missing, in eror, or not up-to-date, please contact your healthcare provider.



Smith Family
“aceinations on Record for John Smith Age 37 years

‘Waornine Hame Dioes 1

Patient Vaccination and Forecast Record

Tdsn Juiy 11, 316

“accination Schedule

Thiss tatie Shows so-io-date, pastdus, and Bpcoming vaccinalions.

Wanpine Family Doce Apheduted Dats inimum Vadid Dads BHetue
AU 1 Hepl. 5, 1979 Bepl &, 1973 FealDo=
OO B Sy 1, 2 July 11, 2031 g oDt

e

.—_% f

v

“accinations on Record for Tommy Smith Age 1 month

Wansing KHeme Doce 1 Doce 2
HEPE ZDO8E Jam 1, 3T Mach 1, 27
eccination Schedule

This tabiie skows up-io-take, pasttos, aad Spooming Vaccinations.

Wesoing Family Doce Soheduled Dale Sinimum Vadid Dads HMatuc
DRPDTT 1 Mlaoci 1, J017 Feou 12, 2097 Doz Mow
HEB 1 Mo 1, 2017 Feb 12,2017 Doz Mow
PREURSD PCVI 1 Ml 1, 2017 Pl 12, 27 Drase: Moww
POLD 1 Mseci 1, 2017 Fen. 12,207 Doz o
ROTVRGE 1 Mk, 01T Feo 12, 27 Dz Mo
AU 1 Jury 1, 397 Jury 1, 2017 U o Diste:
HEF-E 3DOEE. | oJuly 1,207 Jane 18, 2T Up bo Dt
Lo 1 Jamm 1, 2018 dem, 1, 2018 Uip oo Diade:
SARACELLA 1 Jam. 1,208 Jem 1, 2018 Ui o Dt
HY 1 Jmm. 1, 2023 am 1 2006 Lip o Duater
MEMMG 1 Jam. 1, 2025 Jem, 1, 23T U to Dt

S __-_--_-_—__————-___
—_“"'-—-.______--\‘_“_\___

\__5_____




al State-Specific Record

O et |@w Certificate of Immunization Status (CIS)| resewe™ "™

Diate 03052017

DOH 348-013 January 215 | “Sjgned Cert. of Exemption on fie? O Yes ENo
Please print_See back for nstructions on how to fill out this form or get it prnted from the Immunization Information System.
Child’s Last Mame: First Mama: Middle Initial:  Birthdate [mmiddiyyyy): Sex: [ | give permission to my child's school to share
Smith John 03061979 M immunization information with the Immunization
5 " " > " Information System to hedp the school maintain my
Symbols below: % Required for School and Child Cars/Preschool | | s2rtify that the infarmation pravided anthis I ooe e g
e S
8 Recommended. but not required Parent/Guardian Signature Required  Date | FarentiGuardian Signature Required Date
- Date Vacei Dos Date If the child named on this 15 had chickenpox
Vaccine | Dose — [ Day | vear accine € [ moamn | ey | vear disease (and not the vaccine), disease history
PE ® Pneumococeal (PCV, PPS must be verified.
# Hepatitis B (Hep B) : (PCV, PPSV) Mark option 1, 2, OR 3 below (see # 5 on back)
1 3 1) O Chickenpox disease verified by printout from
2 the Immunization Information System (IS}
3 3 Murst be marked by printout (not by hand) to be valid.
4 2) A Chickenpox disease verified by healtheare
Hep B - 2 dose alternate schedule for tes 5 provider (HCP)
ortep - i e  Foke VY, OFY) If you choose this box, mark 24 OR 25 below.
: 28) O Signed note from HCP attached OR
2 1 2B) O HCP sign here and print name below:
® Rotavirus (RV1, RVS) F]
1 EY Licensed healthcare provider signature Date
7 2 {MD, DO, ND, PA, ARNFP)
3 Printed Name:
# Diphtheria, Tetanus, Pertussis (DTaP, DTP, DT) # Measles, Mumps, Rubella (MMR) 33 Chi{:luenpl_u d_isease -reriﬁ_ed by school staff
1 3 from the Immunization Information System
2 2
3 If the child can show immunity by blood test
4 (titer) and hasn’t had the vaccine, ask your HCP
5 to fill in this box.
~ Di P =iz (Tdap) * Varicella |::hcllenpux;i Documentation of Disease Immunity
= 107 ik 2016 2 | certify that the child named on this CIS has
— laboratory evidence of immunity (titer) to the
® Tetanus, Diphtheria (Td) ® Hepatitis A A) diseasas marked.
i 107 11 2016 1 Signed lab report{s) MUST also be attached.
2 2
® Haemophilus influenzae type b [Hib) ® Human Papillomavirus (HPV) — does not 0 Diphtheria 2 Mumps | O Cther
1 print from the IIS; write dates in by hand 1 Hepatitis A | 2 Polio
1 3 Hepatitis B 1 Rubella
2
d Hib 2 Tetanus
3 2 O Measies 3 Varicella
4 3
u Influenza (flu, most recent) ® Meningococeal (MCV, MPSV) Licensed healthcare provider signature Diate
1 {MD, DO, ND, PA, ARNF)
2 Printed Name:




Measurement

e Weekly metrics count consumer
choices and outcomes

e Consumers may still choose to visit a
provider for in-person ID-proofing

e Targeted promotional campaignhs will

be tracked through a registration data
field in MyIR™



THANK YOU

Karl Moeller
VP Public Sector
Scientific Technologies Corporation (STC)

karl_moeller@stchome.com



Washington State MyIR: Experience from the Field

Challenges Getting Started

1. Recruiting providers
2. Competition with EHRs
3. State DOH Resource Limitations

Alternative approaches
1. Build upon existing infrastructure
2. Provide alternative registration options

=

The Office of the National Coordinator for
Health Information Technology

HPV Vaccine is Cancer
Prevention

Personal Testimonies about
Vaccine-Preventable Diseases

Real-life accounts of suffering and loss due to vaccine-

3; :
Your Immunization Record May oA
Not Look Complete o~ \_.‘T

There m;
appe

your Tamily received that don't

f Washington State Department of
P Health



Washington State MyIR: Alternative Approach #1 - Records Requests

The Office of the National Coordinator for
Health Information Technology

WASHIGETEON STATE m—

ﬂﬁé&iif}{ IMMUNIZATION

ACODY OF THIS COMPLETED ORIGINAL DOCUMENT IS CONSIDERED THE SAME AS THE ORIGINAL

AUTHORIZATION TO RELEASE IMMUNIZATION RECORDS
Washington State Immunization Information System, PO Box 47843, Olympia, WA 98504-7843
Phone: 1-866-397-0337 | Fax: 360-236-3590 | E-mail: WATISRecords@doh.wa.gov

Patient/Child Information (if requesting records for more than one patient or child, see side 2 of this form):

Patient/Child First Name Patient/Child Middle Name Patient/Child Last Name
/ /
Patient/Child Date of Birth (MM/DD/YY YY) Patient/Child Previous Name(s)

Parent/Guardian Information:

( )
Parent/Guardian Full Name (if patient is less than 18 years old) Patient/Child or Parent Phone Number (include area code)
Address (including apt. #, if applicable) City State Zip Code
/ /
Parent/Guardian E-mail Address Parent/Guardian Date of Birth (MM/DD/YY YY)

I request and authorize the Washington State Immunization Information System to release the system’s immunization
information for the patient/child named above and on side 2 of this form to the person or agency named here:

( )
First and Last Name Agency (if applicable) Phone Number (include area code)

Records requested by e-mail, fax. or postal mail will be sent no later than 15 business days (usuvally withm 3 to 5 busmess days) after
receipt of this signed authorization. If choosing to register for @MyIR. records will be available immediately upon completion of
registration. Choose all that apply:

[] E-mail records to-

[] Faxrecordsto: ( )

[] Mail records to:

Mailing address, mcluding apt. # city, state, and zip code

~

=[] Access my and/or my child’s records online via ©@MyIR

Unless earlier terminated as provided for on the back of this form, this authorization expires 18 years after it is signed or when

)

Washington State Department of

Health



Washington State MyIR: Alternative Approach #2 — Marketing and Promotions

> Promotional webpage (doh.wa.gov/immsrecords) > cChild Profile Health Promotion mailings

Home Newsroom Publications About Us

@) Health

i= Topics A-Z Search.. Go

You and Your Community and Licenses, Permits and Data and Statistical Emergencies For Public Health and
Family Environment Certificates Reports g Healthcare Providers
Home » You and Your Family » Immunization » Child Profile Health Promotion » For Parents » Access your Family's Immunization Information @p,im
.y oy . . .

Breastiecding + Access your Family's Immunization Information

Family Planning v

Food Safety v There are a few ways you can access your family's immunization information:

Healthy Agini . . .
i v * Option 1: Sign up for MyIR to view, download. and print your family’s

RIS X immunization information

liness and Disease

@ Already have an accoum‘?. Log |n. to .MyIR

* Option 2: Request a complete immunization record from your healthcare provider

4

. Inject more
R j B

vENIE

»

Adult -
Children - * Option 3: Request a complete immunization record from the Department of Health into your family's
e reomes munization records:
i Option 1: Sign up for MyIR to View, Download, and Print o
- - - - S
For Parents . Your Family's Immunization Information P ‘,,,,gmw*”“
. ad P TRt . O
ACCESS your Family's ) . . ro¥ A MY
Immunization Information MyIR allows you to manage your family's immunization records securely online. Once you register, o
Frequently Asked Questions you can access the records any time you need them. You can also print your child’s Certificate of
For Partners - Immunization Status (PDF) for school and child care entry You can do all of this without an extra
For Providers trip to your healthcare provider or school. Fill out an Authorization to Release Immunization
Health Promotion Materials Records (PDF) or an Autorizacion para entregar documentos de vacunaciones (PDF). Mail, fax, or
Resources e-mail the form to
gf”""gesm:::ts i . Washington State Immunization Information System
F'S“"“:P“m'f“:;:n“ ; PO Box 47843
S1ms and Fuseatons Olympia, WA 98504-7843
Immunization Information System Fax 360-236-3590
Immunization News. L -
——— . E-mail: WAIISRecords@doh.wa.gov
School and Child Care Once we receive your signed form, we'll register you in MyIR and send you a temporary PIN and
Travelers instructions on what to do next. When you're done, you'll have immediate access to your family's
Vaccine Safety immunization records to view, download, or print as often as you need. If you have any questions,
Inmunizacisn - please contact us at 360-236-3595 or 1-866-397-0337 or by e-mail at WAIISRecords@doh.wa.qgov.

Infants, Children, and Teens A

Injury and Violence Prevention »  Option 2: Request a Complete Immunization Record from Your

Marijuana - Healthcare Provider
l Washington State Department of
The Office of the National Coordinator for / Health

Health Information Technology



Washington State MyIR: Alternative Approach #2 — Marketing and Promotions

" g 4" oo yur il maitionrocdiht vhenyou nod e,
* Pilot Ad Campaign in Seattle Metro Area M‘""’"‘%&*’gf"’% , O . WAMyIR net :

Dashbaard Qrganize - My Invitations - My Tools -

» Champion — Dr. Wendy Sue Swanson
http://www.king5.com/news/health/childrens- Thanks or Particiating! .
healthlink/ask-dr-swanson-what-we-know-
about-vaccines/119953103 SK Race Volunteers

Haba
GOTR-OG & wary aeenad for tha and of saacon Bk ot Anacactia Fark on Moy 100k In oeci v mak this
Gl & GO, | 1 i 1 it

» Online ad campaign with outlets such as:

Flease Sign up Below:

. gPAlSpes () My Spots 0] . % 'm;l;rt.‘jy &
— Seattle Times Diirinn e
Hidia Full Spons # Hide P Spots I
Wil et i P o o b el i ot e B
— Volunteer Spot i ok ot N
¥ Satlue 4, D006 TODG & (1531 ) op
P o wmmiraticn br acboel e mapred dpaiics
£ B SetUpCrew 7:30arm - 3:00ans ‘g e bl e govier
: Hethes
— Parent Map [ e e sdelnii st F eesiriss vy

*Treparing [orfareign thvesl s mers!

— Parenting/Mommy Blogs

oy | Shuttls Loading 4 Loading T:Mlam - 3:0am
This 5 & QP2 job far £30Y TISES W0 0% nt Wish % atmeed T 29 0

WA.MyIR.net

o Washington State Department of
The Office of the National CDordinam - ’ Health
Health Information Technology


http://www.king5.com/news/health/childrens-healthlink/ask-dr-swanson-what-we-know-about-vaccines/119953103

Engaging New Partners in Washington

1. Outreach to School Districts RITE C/R ed. o o .
CAID iIClinic

2. Rite Aid and RediClinic Pilot MultiCare 43

(Seattle and Tacoma regions)




Rite Aid Pilot Planning and Implementation

e Pilot Period: February 2017 —July 2017
* Pilot Area: Seattle-Tacoma Region

* Process
» Integration with the Washington IIS
» Training pharmacists

» Marketing

— In-store distribution of flat-panel cards with instructions on
how to sign up for MyIR

e Targeting Rite Aid customers who receive in-store
immunizations

—~

The Office of the National Coordinator for
Health Information Technology

“The MyIR service is a great tool
that helps to initiate an important
discussion between pharmacist
and patient. In addition, it
highlights the important

services that pharmacists provide
as part of the healthcare

team. We have been using this
service to help provide
immunization record access to
patients but then further
parlaying this interaction into a
full discussion about the patient's
vaccination needs.”

-Rite Aid Pharmacist Testimony




Rite Aid Pilot by the Numbers

# of Rite Aid Stores 27

# of RediClinics 11

# of Pharmacists Trained 65

# of Nurse Practitioners Trained 33 (training on 3/14)
# of Consumers Registered 27

# of Consumers Fully Activated 15

RiteAid.myir.net Sessions (since Feb 1, 2017) 124

t\

The Office of the National Coordinator for
Health Information Technology



Evaluation — Sources of Information

1. Weekly Metrics
2. Consumer Survey Data

3. State Key Informant Interviews

et 1

The Office of the National Coordinator for
Health Information Technology 37



Metrics

Registered Activated Registered Activated

Provider 12,050 1,600 2,213 147
(Success Rate) (13%) (7%)
State-Assisted 3,411 2,457 781 587
(Success Rate)

(72%) (75%)
Online Authentication
(Implemented 5/6/16) 20,931 6,746 10,736 3,538
(Success Rate)

(32%) (33%)

=N

The Office of the National Coordinator for
Health Information Technology



Consumer Registration and Activation by Project Year

Consumer Registration and Activation

35,000

30,000 28,691

25,000

20,000

15,000

10,000

5,000 3,196

Year 1 Year 2 Year 3 Year 4
B Registered M Activated

—_—

The Office of the National CDordina® -
Health Information Technology 39



Evaluation Summary

e Since program inception (2013 — April 2, 2017),
across all 4 pilot sites:

» Record pulls to date: 77,074 FULLY ACTIVATED ACCOUNTS BY
REGISTRATION METHOD (9/30/15 -
» # of accounts that have gained access to their 8/15/16)
immunization records through provider or state- Gt o,

assisted authentication: 4,057

» Total accounts that have completed the Online {

Authentication registration and authentication weln amateri N Online
o { Authentication,
process: 6,746 % 53%
— Note that Online Authentication was implemented 5 d
rovidaer
in May 2016 and has surpassed the provider Registration,
registration method. e
The Office of the National CDordz;ﬁ -
40
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Evaluation — Consumer Survey Respondents

Consumer Survey Respondents

Fully Activated Respondents (n= Incompletely Activated Respondents
212) (n=303)

2 (<1%) 20 (7%)
Louisiana 21 (10%) 58 (19%)
Washington 188 (89%) 221 (73%)

West Virginia 1(<1%) 4 (1%)

=

The Office of the National Coordinator for
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Consumer Surveys - Purpose for Consumer Registration

Purpose for Consumer Registration Individual Records Requested (Fully and
300 Incompletely Activated Accounts)
257 450
420
250
400
202
w 200
= 350
E
@ 295
5 150 300
— "
© @
* 100 5 250
c
5]
© 200
50 o
12 20 16 **
150
. - I e
My healthcare | wanted to view | wanted to print | wanted to print Other 100 91
provider immunization immunization immunization
recommended records for me records required records required 50
that | register and/or my family by daycare, by an employer
school or camp 0 6
Purpose My child(ren) Myself My spouse Other

The Office of the National Coordinator for ™~
Health Information Technology



Consumer Survey Respondents Satisfaction

Fully Activated Consumers Satisfaction Registering for and Using MyIR

| would recommend MyIR to my friends and relatives | N 11 Y [ —— |

Electronic access to immunization records is important to me IS 7
The information included in the immunization records is accurate I 11 Y |
It is easy to find the information | need I 16 a5 IS

Overall, | am satisfied with the registration process I 14 Y- D |

The registration process was convenient I 14 a5 IESTSS—S—S—_..

The registration process was fast to complete 10 s T

The registration process was easy to complete |6 S 2
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B Strongly Disagree M Disagree Neither Agree nor Disagree W Agree  HStrongly Agree

—

The Office of the National Coordinator for ™~
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Impact of Use of MyIR on Consumer Behaviors

ACTIONS TAKEN WHEN A VACCINE WAS NEEDED

Called my healthcare
provider to make sure the
vaccine was really needed,
9%

Called my healthcare provider
to report that the vaccine had
already been received and that
the record contained an error,
7%

Have not taken any action
yet, 33%

Scheduled a visit with my
healthcare provider to
receive the vaccine, 29%

Waiting to discuss it with my
healthcare provider at the
next scheduled visit, 22%

The Office of the National Coordinator for ™~
Health Information Technology



Consumer Survey Respondents — Marketing

oclay only. sawe 503 on Sunday Home Delivery + Dbl Acvess. | Learn more 3

HOW DID YOU HEAR ABOUT MYIR? T S—

Ecitoriah  Letsers  Kaie by Wors Higgine  Brier Duchey  Jarstben Martin Thueh Tan

Magazine/Newspaper Television
2% 1%

Mailing

6%

Healthcare
Provider
23%

Top stories

Health Dept
3%

2014 Volkswagen

ars are still a reality in
re | Eciborial °

SportWagen

Sound Transil

& mazs-transil

Editorial o el enoasgh | Leanard Fites [r. |
End coal’s l!lj-bonﬂillg S Swndicated colummist
| Editorial

Washington Sen. Marla Cantwell is

. vl ver | Dhavicd Broceks. f

e colummist

pressing for answers about coal
mines self bonding for reclamation,
which turms to dust in bankrupicy.

Friend
4%

Save Time By Getting Your Family’s Immunization
Records Online!

April 2, 2016 - by

If you don't need to see the doctor wouldn't you love thatl Nothings worse then taking
time out of your day to sit in the waiting room for who knows how long then to finally get
in ONLY because you need some immunization records. Even making the phone call
down there takes time out of your day. They typically wont mail them or fax them to you
so you have to make the trip to their office whether you like it or not.

Internet
39%

What if vou could change all that?

What if YOU had control and access to vour families
Media records?
— (V)
2%

The Office of the National Coordinator for ™~
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-3 CareDox

arent Access in Partnership with

Schools




Agenda

1 The CareDox Approach
2 Metrics

3 Challenges

4 Process

5

Q&A




S0,000,000 Students

Public Schools are
the largest

health system

In America

th




1| The CareDox Approach

KX CareDox CareHub System
B - . B

Parent Portal Student Health Nurse Portal District
Secure Portal for Cloud-Based Records &
Enroliment, Record Medication Mgmt. Datlz::gg:)?rlting
Health Alerts and Updates System

& Analytics

g o> ; %

Providers Insurance Medicaid, ACOs Research




2 Metrics

E CareDox 36 States
1,500,000 children

IN ACTION NATIONWIDE

250,000

Growth in parental records access from
40,000 within the year

500,000

Health records with link to IIS

/7,357,440

Immunization records (33% are from
11S)

282,974

. . . B d c
Immunizations two way sent back in 2 . E 82 < hon B

states




3 Challenges

Problem: why is it hard to engage patients

2 =

Credibility Value
Parents don’ t know Parents don’ t wake up
who you are thinking about this unless...

6 Illl
Privacy Efficiency
Authenticating identity and child Laborious task. [IS" s
guardian relationship already over worked —

f | -~
more OO



3 Challenges

SO

ution: why schools can work

v

Credibility Value

Through the schools — they Schools creates triggers

know it and rely on it
llll

Privacy Efficiency

School authenticates both the Ease of accessibility with
parent and its relationship with child seamless workflow




Value to Parent

# [t' s right there with everything
else

+ NO need for new password
# A trusted source

= A =
= L iR et



4 Process

Immunization Data CareDox Workflow

Nurse Verifies

. Compliance
Correct Child Report
‘ -

v

Immunization Validation




4 Process

Nurse/School Health Staff View

With a reqistry relationship the nurse can call the state database, ensuring they have the most up to date
shot records

Vaccine Group Mext Dose st 2nd 3rd 4th Sth 6th Tokal
dtap oFf7/2014 05/04/2015 01/07/2016 ozfoz/2016 03f02/2016 Sof4
polio o07f17/2014 05/04/2015 02/02/2016 3of3
mmr 07f16/2014 12f28/2015 o1fo1/2016 3of2
hepb oFfT/204 02/02/2015 05/04/2015 3of3
varicella 12f27 2015 042972016 20f1

| a Her 79:07
ADD IMMUNIZATION LSk /812017, 9517 PW SAVE & RECALC IMMUNIZATIONS

| RECALCULATE IMMUMNIZATION STATUS || UPDATE FROM IMMUNIZATION REGISTRY = | RULE BREAKDOWN




4 Process

Family health profile overview

Parents & guardians can view their child” s immunization status via the CareDox family view

My Family

) An, Joy Health Profile o
u Feb 01, 2010

Kindergarten Registration

CareDox K-12 School

=» Continue Enrollment | W

Summnary Health Profile Immunizations Enrollments Dacurnents / Care Plans Visit History Medications Screenings

Immunizations below entered by school staff

Immunizations status: Valid

Vaccine Group Next Dose 1st Znd 3rd 4th Sth 6th Total
dtap 07/17/2014 05/04/2015 01/07/2016 02/02/2016 03/02/2016 2ebd
polio 07/17/2014 05/04/2015 02/02/2016 2ok
mmr 07/16/2014 12/28/2015 01/01/2016 Zeok
hepb 07/17/2014 02/02/2015 05/04/2015 Eoed
varicella 12/27/2015 04/20/2016 2of1

K



-

Value to Registries

 Easier way to engage parents

- Designed to start with little
extra work from IS

. A trusted source
. Additional robust data source




My Vaccine Record:
Online Access to Immunization
Records in the Citywide
Immunization Registry

NYC Department of Health & Mental Hygiene
Bureau of Immunization, Division of Disease Control
#AIRA2017

K



Citywide Immunization Registry (CIR)

* New York City’s Immunization Information System (lIS)
* Started citywide since 1997

* Mandatory reporting of immunizations for children 0-18 years; reporting for
adults >19 years (verbal or written consent|

* 6.5 million patient records; 88 million immunizations
* > 2,400 facilities report; >90% report regularly

* Web-based access previously limited to health care providers, authorized
agencies (i.e., MCOs, WIC, schools, child care)

* My Vaccine Record: NEW! Online access for parents, legal guardians or
custodians, and Individuals

. >© I



Purpose of My Vaccine Record Web Application

* Goal: Give the public convenient access to their own and their
children’s Immunization records
— Access was previously limited to mail, fax, walk-in

— Mail could take up to 2 weeks

* Other lISs currently offering online consumer access: Alaska, Arizona,
Louisiana, Minnesota, Washington, West Virginia, Wisconsin, Puerto
Rico, and more

KB



Legal considerations

* Parents and patients are authorized CIR users by NYS law and
NYC Health Code
* Parent, guardian, custodial relationship, or self

* User must find a unique match

* Verify relationship using birth record or healthcare facility
reporting information

I > I



User Identity Verification and Authentication

® |[ssues:

* Need more than a user ID and password to initially establish identity; e.g.
medical record number

* People forget user IDs and passwords and NYC population is 8.4 million
* Considered SSN; no budget for per-transaction cost
* Solution: IDNYC municipal ID program

* |[dentity and address verified when person gets card

* Authentication using first name, last name, DOB, and IDNYC card number




My Vaccine Record Development

* Application workflow and Web page design

* IDNYC built card holder verification Web Service and CIR integrated it into
Web application

* Re-used existing two-step search process from HL7 Web Service and
Online Registry Web application

* Step 1: Combination of exact match queries
e Step 2: Probabilistic match

* Development, finalizing screens and language, testing, security scans, and
[aunch

e > I



My Vaccine Record
nyc.gov/myvaccinerecord

Promoting and Protecting the City's Health Health @ Select Language v Text-Size

“ About Accessing Records FAQs Contact Us Search Q

Welcome

Guardian

My Vaccine Record
Use this site to look up immunization records for yourself or your child.

£ You will need an IDNYC (& card to complete your request. (more...)

©» If you are searching for a child's record, you must be listed on the birth certificate or your
information must have been reported to the New York City (NYC) Health Department by the child's
health care provider. (more...)

©» If you are searching for your own record, your immunizations must have been reported fo the NYC
Health Department by your health care provider. (more...)

< Most of the records in the Health Department’'s Citywide Immunization Registry (CIR) are for people born in New York City after >

1995.

g
B




Legal Requirements: Certification Statement — Step 1

n About Accessing Records FAQs Contact Us Search Q

Welcome Certification 1

Guardian

Certification Statement

©» Please read this Certification Statement carefully. You can proceed only if you can agree to the accuracy of the statement. If not, exit the
application and call 311.

| am the parent, guardian or other person in parental or custodial relation to the child whose information is entered for the immunization record search,
and, as such, | am authorized to view this information; or, | am the individual to whom the immunization record relates. | understand that submitting
false, untrue or misleading information to the Department of Health and Mental Hygiene is a violation of New York City Health Code §3.19 (PDF) & _ |
further understand that each incident of such violation is punishable by civil penalties of up to $2,000 pursuant to New York City Health Code §3.11
(PDF) @

] 1agree to the above statement.
| certify that | am the (choose one of the following):

(O Parent or guardian, or other person in parental or custodial relation to the child
O Individual to whom the record relates

(O Other relationship to the child. Please describe your relationship to the child:

X provous | Nex
e > I



Parent, Guardian, Custodian Verification — Step 2

n About Accessing Records FAQs Contact Us Search Q

Welcome Certification 1 Parent /

Guardian

Parent/Guardian exit session

%3 Please enter your information below. Your information will be used to verify your relationship to the child. If your health care providers have not
reported your information to the NYC Health Department, you will not be able to retrieve a record.

First Name Last Name IMiddle Name

Date of Birth IDNYC Card Number [IShow Entry  About IDNYC Enroliment (&
Address

House Number Street Apt. City

State New York ZIP Code Country |United States of America V|

Email Address

Phone Numbers
Home ### #4# ##HH Cell 43 ### #HHHH

[0 By checking this box, you are consenting to send your name and date of birth to the New York City Human Resources Administration to verify your IDNYC
card. The NYC Health Department will not save your IDNYC card number. If you do not consent or do not have an IDNYC card, you will not be able to proceed
with the immunization record search. You may visit IDNYC | or the My Vaccine Record FAQs for more information if you are unable to proceed.




Immunization Record Search - Step 3

Welcome Certification 1 Parent / Search

Guardian

Immunization Record Search exit session
3 Please enter your information below.
First Name Last Name Middle Name
Date of Birth Sex Assigned at Birth O Male O Female
IDNYC Card number CIshow Entry  About IDNYC Enroliment (5
Medicaid Number AAFERHA (oplional) CIR Number [optional)

2 Please enter your mother's information:
Mother's First Name Mother's Maiden Name (last name before first marriage)

Mother's Date of Birth

3 Please enter an address reported to the health care provider at the time of vaccinations:
House Number Street Address Apt. City
State |New York ZIP Code Phone Number ### ### #H#4#

If current address is different, please enter ZIP code, if in the U.S.:
If current address is outside of the U.S., please choose the country: |United States of America
[ By checking this box, you are consenting to send your name and date of birth to the New York City Human Resources Administration to verify your IDNYC

card. The NYC Health Department will not save your IDNYC card number. If you do not consent or do not have an IDNYC card, you will not be able to proceed
with the immunization record search. You may visit IDNYC = or the My Vaccine Record FAQs for more informaticn if you are unable to proceed.




Results - Step 4

Certification Parent /

Guardian

Results

Enroliment or Update form (FDF) @ .

Health

Bureau of Immunization

CIR 1D: 578007887
Name: MINNIE MOUSE
DOB: 101072005
Age: My 5m

Sex Assigned Female

at Birth:

Results

2 Sign up to receive immunization messages from the Health Department when this feature becomes available.

Text Messages: ® Yes O Mo CellMumber 3473962400
Email Messages: ® YesD Mo Email Address test@health.nyc.gov save

exit session

2 This report contains immunization data that have been reported to the Health Depariment's Citywide Immunization Registry (CIR). Review this
report with your health care provider for completeness and accuracy. Records may be updated by completing and mailing the Immunization Record

Citywide

L
c I R Immunization
Registry

42-09 28th Street, Sth Floor, CH 21
Long Island City, Ny 11101-4132
email: cir-records@ health.nec.gov
wewnw nyc.gov health/cir

Immunization History
Diate 020772017 02:08 PM

Vaccine Vaccine Name Date _'-"f . Next Due/Recommendation
Vaccination
|Inﬂuenza Due on 0012017 Influenza |
Influenza 00/2372014
Influenza, 113, Adjuvantsd,IM 08/25:2018
{==G8yrs)
* Influenza, W3, IM 12/05:2018
|HepEI- Completed Vaccing Seres |
DTaP-Hep B-IPV {Pediariz) 1210:2005
DTeP-Hep B-IPV {Pediarix) 02A13/2008

DTaP-Hep B-IPV {Pediarix) 05M0:2008 ﬂ

Download or Print.
Enter cell phone
number and or email
for future messages
from BOI.




Sample Printed Record

Health
Bureau of Immunization

CIR ID:
Mame:

Doa:

Age:

Sex Assigned

Immunization History
Date  OBME2016 0241 PM

Citywide
Immunization

Registry

cx

42-05 28th Street, Sth Floor, CN 21

Lang Island City, NY 11101-4132
email: cir-records@ health.nyc.gov
www.nye.gov/health/eir

CIR ID Mame DOB
Pediatric Preumococcal (PCV & PPSV) Recommended for high fisk groups
PCVT (PrevnarT) 12/05/2008
PCVT (PrevnarT) 0271142009
PCVT (PrevnarT) 0400772009
FCVT (PrevnarT) o200
PCV13 (Prevnar 13) 0372412011
Polio Complated Vacoine Serles
Pallo, injectable 017142009
Pollo, injectable 031112009
Pollo, injectable O4/0TI2009
Polio, injectatis 051212009
* Polio, Injectabls 1252013
‘MMR Complated Vaczine Serles ‘
MMR 10052009
MMR 10622
lvmta Completed Vaccine Serles ‘
Varicalla (chickenpox) 1V0Si2009
Varlcalla (chickenpix) 125013
‘Hﬂpﬁ Completed Vacoine Serles ‘
Hep A, pediatric, 2-dose 011202010
Hep A, pediatic, 2-dose s g
[Maﬂlngnmcml (MenACIY) DUE 10/03/2019 MenACWY NOS ‘
Hurnan Papliiomavius DUE 100313019 HPY ‘
lMItP'nHmummal (PCV & PPSV) Mat recommendesd ‘
i |
HiN1 11/0942009

Vaccine Vaccine Name Date of Next
Wacecination
Influenza DUE NOW Influenza
Influenza, injsciable 10M05/2009
Influenza, injsciable 11/04/2009
Influenza, injectable A2eE01 0
Influenza, Intranasal 10M G 2
Influenza, Intranasal 102533
Influenza, intranasal 1110452014
Influenza, IV4, P-free 11052015
|HapE Completed Vaccine Serles l
Hep B, pedatric 011412009
Hep B, pedatric 031142009
Hep B, pedatric 051212009
|Rﬂla\-ku5 Completed Vaccine Serles I
Fotavinus (FiotaTeq) 121052008
Rotavirus (RotaTeq) 021142009
Rotavirus (RotaTeq) D4072009
lDTP DUE 10032048 Tdap I
DTaP 12052008
DTaP 021 1/2009
DTaP D407 2009
DTaP 0202010
DTaP 10 EM2012
Hib Completed Vacoine Serles
Hib (ActHIB) 12105/2008
Hib (ActHIB) 021142009
Hib (ActHIB) 051212009
Hilty (ActHIB) 11/04/2009




Other languages: Spani/sb, Chinese (TC, SC)

\ 4

Promoviendo y protegiendo la salud de la ciudad Health $ Seleccione el idioma Tamaifio del texto

n Acerca de nosotros Acceso a registros Preguntas frecuentes Comuniquese con nosotros Buscar Q

Bienvenidos - acié 5C3 esultado enta 5

Mi registro de vacunacion
Utilice este sitio para revisar su registro de vacunacion y los registros de sus hijos.

© Necesitard una tarjeta IDNYC (B para completar su solicitud. (mds...)

© Si estd buscando el registro de un menor, el nombre de usted debe aparecer en el certificado de
nacimiento o su proveedor de atencion médica debe haber proporcionado su informacion al
Departamento de Salud de la Ciudad de Nueva York. (mds...)

© Si estd buscando su propio registro, su proveedor de atencion médica debe haber proporcionado Ia
informacién sobre sus inmunizaciones al Departamento de Salud de la Ciudad de Nueva York. (mds...)

La mayoria de los registros gue se encuentran en el Registro de Vacunacion de la Ciudad (CIR, por sus siglas en inglés) del

Departamento de Salud pertenecen a personas que nacieron en la ciudad de Nueva York después de 71995.

E GumiEn ©  FHAL

Wiolie & DjnlE BREIN E Q

F A BE 11 H i %
R 2 R A T EOE T R T

O EFEREA—FIDNYC QD FRELEHFR. (FFTHEHN.....)

O MBEREETHCR, KL% ETHELTEEOE. FABEFFFREE LT &G B
FEHLA(NYC) PEH. (FLHFERF....)

O MREERELGCHER EHESFTRFIERE L TEHENRRGERTZERE T IEN. (FEiF
)

PEEHLTH EHE WS R (CIR) FHARFER AL 1996 SELUR FALHLEHAF DR

=




Promotion

My Vaccine Record

Vaccine Records
at Your Fingertips

Access your or your child's official
records from the Citywide Immuniation
Registry (CIR) for free.

Visit P 0T EH A TG R to learn more,

Easy. Convenient. Secure.

My Vaccine Record My Vaccine Record

Kaep track of your or your child's vaccinas Kaap track of your or your chids vaccines
using My Vaccine Racord. uzing My Vacecine Record.

Acoass official records anytime to give to Aocass offici records amytime to give to
chid care centars, schools, camps, colages chid care centars, schools, camps, colleges
or for imtarmational traval. The sarvica is fraa or for intamational traval. The sanica is frea
and secura. and secura,

Visit nyc.gov/ myvaccinerecord to Visit nyc.gov/myvaccineracord 1o
learn more. learn morea.

Most records in My Vaccine Record am for Most records in My Vaccine Record am for
people bom in NYC after 1995, I you cannot pecple borm in NYC after 1985, I you cannot
usa My Vaccing Record, you can access your uza My Vacoing Record, you can access your
or your child's record by maling a completed oryour child's mcond by mailing a completed
Call 311 to requast to a copy of the Call 311 to request to a copy of the
application or visit nyc.gowhealth applcation or visit nye.gowhealth

and search immurization record request. and search immunization record request.

S back: for Traditioral Chirasa.
See back for Smplified Chiness,

Press release Jan.17, 2017:
El Diario NY

DOHMH Facebook
DOHMH Twitter

IDNYC

Letter to Providers and
forwarded press release
Child Care Centers

Sample one-page
iInformation sheet for office
display with tear-off in
English, Spanish, Chinese
(TC and SC)



Results




Record Requests Before Identity Verification
Jan. 19, 2017 to April 5, 2017; N =741

450
400
350 -
300 -
250 -
200 -
150 -
100 -
50 -

0

Parent, Guardian, Self Other
Custodian
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Initial Usage Results by Age -Jan. 19, 2017 to April 5, 2017

Total Found Not Found
0-18 years 166 (50%) | 164 (99%) 2 (1%)]
>=19years | 166 (50%) | 89 (54%) 77 (46%)
Total 332 253 /79

*Among 320 verified IDNYC card holders

. '+ I




Challenges

e > I



IDNYC Verification -Jan. 19, 2017 to April 5, 2017

Requests
IDNYC Verified 320 (45%)
IDNYC Not Verified 387 (54%)
Other 1 (<1%)
Total /708

Reasons for IDNYC verification failure:

1. Misspelling of first name and/or last name

2. Typing errors in 14-digit IDNYC

3. IDNYC registration error: Middle initial included in
first name field

e © I



Usage Results - Jan. 19, 2017 to April 5, 2017

IDNYC Verified Requests
Relationship
Verified 253 (77
Relationship Not
Verified 76 (23%)
Total 329

Parent/qguardian/custodial relationship established via
contact information entered in MVR matches CIR data

. I



Immunization Record Search Results - Jan. 19, 2017 to April 5, 2017

Immunization Records
Patient
Found 253 (76%)])
Patient Not
Found 79(24%)
Total 332

& 125 records downloaded

& 136 records printed

. > I



Future Improvements

* |ncrease public awareness of MVR, such as schools, child care centers, and
pediatric care providers

* Improve identity and relationship verification
* Cell phone and E-mail verification and authentication

* Add survey to the feedback page

* Translate into additional languages




Contact Information

Citywide Immunization Registry

NYC Department of Health and Mental Hygiene
Angel Aponte
Shirley Huie
nyc.gov/health/cir
Tel: (347) 396-2400
cir-records@health.nyc.gov

nyc.gov/myvaccinerecord

. >° I


mailto:cir-records@health.nyc.gov
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