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ALERT IIS Background

“Traditional” hosting model
• Own physical servers
• Hosted and supported offsite by vendor
• Existing servers purchased in 2011
• Reaching end of life
• Asked vendor for options to replace:

– New physical servers
– “Cloud” option
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What is cloud computing?

NIST Definition (2011):
• Cloud computing is a model for 

enabling convenient, on-demand 
network access to a shared pool of 
configurable computing resources 
that can be rapidly provisioned and 
released with minimal management 
effort or service provider 
interaction.

Key Concepts:
• Still physical hardware somewhere
• Resource pooling
• Rapid elasticity
• Promotes availability
• Cloud computing concept still evolving
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What is Oregon moving towards?

Infrastructure as a Service (IaaS)
• Virtual servers
• Separates logical resources from physical resources
• Removes management of infrastructure details
• Continuing with vendor support of IIS
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Virtual servers

• Our existing server…

• Our new server appears like
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Virtual servers

But actual 
hardware 
might
look like

or
even
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Virtual Private Cloud

Characteristics
• Operated solely for a single 

organization
• Different from public clouds, such as 

DropBox, Google Drive, etc.
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Virtual Private Cloud

Benefits – Perks
• More easily expanded/contracted
• Increased fault tolerance
• More robust disaster recovery
• Lower risk of end-of-life issues
• Lower implementation costs 
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Virtual Private Cloud

Potential Drawbacks – Perils
• Higher ongoing hosting costs
• Don’t own servers
• Control of back-end infrastructure limited 

to the vendor
• SLA considerations
• Security considerations
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Virtual Private Cloud

Procedural Drawbacks – Pitfalls
• Cloud is a new concept – Greater project scrutiny
• Oregon cloud computing policy under 

development while trying to implement –
rework to address changes

• Oregon changes in IT procurement policy
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Cloud Policy and Readiness Assessment
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Security considerations

Cloud Policy and Readiness Assessment:
• Confidentiality
• Business Continuity, Data Integrity,

and Exit Strategy
• Service Management
• Incident Management
• Intellectual Property and Licensing

• Data Ownership and Rights
• Public Records Management
• Audits and Controls
• Change Management
• Risk Management and Insurance
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Oregon VPC Summary

Perks:
• Avoid repeated end-of-life hardware 

issues
• More easily expand as needed
• Lower up front costs
• Overall costs comparable on 5-year 

time frame, when considering 
hardware replacement in 
“traditional” model

Perceived Perils:
• Security considerations need to be 

addressed, but manageable
• Cloud workbook added more rigor to 

decision – converted peril into perk

Procedural Pitfalls:
• Greater project scrutiny
• Changing IT procurement environment 

has been challenging
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Resources

State of Oregon IT Policies: 
https://www.oregon.gov/das/Pages/policies.aspx#IT

Oregon Cloud Computing Policy:
http://www.oregon.gov/das/Policies/107-004-150.pdf

Cloud Planning and Readiness Assessment:
http://www.oregon.gov/das/OSCIO/Documents/Cloud%20Policy_%20Planning%20a
nd%20Readiness%20Assessment.xlsx

https://www.oregon.gov/das/Pages/policies.aspx#IT
http://www.oregon.gov/das/Policies/107-004-150.pdf
http://www.oregon.gov/das/OSCIO/Documents/Cloud%20Policy_%20Planning%20and%20Readiness%20Assessment.xlsx
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Contact information

Michael Day
michael.r.day@state.or.us

Oregon Immunization Program
800 NE Oregon Street, Suite 370

Portland, OR 97232
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