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Background

In 2015, AIRA launched an Interoperability Testing Project to determinethelevel of alignment
between current Immunization Information Systems (11S) and the community's interoperability
standards. The project is heavily informed by IIS Functional Standards and Operational Guidance
Statements. The testing process connects with IS pre-production systems directly where
possible, and submits sample messagesto thesellS development platforms. Transport
Assessment is thefirst officialmeasurement area for [ISAssessment, a measurement and
quality improvement process designed to assist 11Sin more closely aligning with standards. The
baselinemeasurewastakenin Quarter 3of 2016. This is thefirst remeasurement — for all phases
of assessment, re-measurementsare planned every quarter.

When any two systems connect to exchange data, they must useanagreed upon transportlayer
toconnect. To thisend, a CDC-led expert panel wastasked with selecting a transport layer and
defining a technical specification.In 2011, the panel selected SOAP and defined a formal
specification commonly referred toasthe "CDC WSDL."2

This report containsthetesting conformanceresults of the community’s CDC WSDL
implementation where it was installed and where AIRA was ableto connect with test systems.
The conformancetesting utilized the National Institute of Standards and Technology (NIST)
Immunization Test Suite Validation Tool. This tooling provides consistent conformance based
resultsforall participants.

This report providesinformationfor IISjurisdictional use forimprovements and internal
distribution asneeded. AIRA willnot redistribute any individual IISresults outside of their
respectivejurisdiction and self-selected sharing settings within the Aggregate Analysis Reporting
Tool, or AART.3

Conformance Tests
An Advisory Workgroup of [IScommunity members and partners crafts themeasures and tests
forlIS Assessment.*Message transport® isassessed with three measures:

Measure 1: ThellS supports the Connectivity Test Operation as defined in the SOAP
Standard Interface 1.2 specification, Web Services Definition Language (WSDL), as
endorsed by CDC.

T http://www.cdc.gov/vaccines/programs/iis/func-stds.html

2 http://www.cdc.gov/vaccines/programs/iis/technical-guidance/soap/services.htm!

% http://ois-pt.org/dgacm/home

4 http://www.immregistries.org/resources/aira-initiatives/assessment/measures

5 http://www.immreqistries.org/events/IIS Assessment_Measures and_Tests - Transport_-_final.pdf
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Measure 2: ThellS supports the Submit Single Message Operation as defined in the SOAP
Standard Interface 1.2 specification, Web Services Definition Language (WSDL), as
endorsed by CDC.

Measure 3: ThellS supportsthe Security Fault as defined in the SOAP Standard Interface
1.2 specification, Web Services Definition Language (WSDL), as endorsed by CDC.

The Connectivity Testoperationisa "ping-like" featurethat allows EHRs and other sending
systemsto performa simple test withan IIS to verify the two systems can at least "see" each
otherwithout having to worry about the semantics of HL7 and/or authentication.

The Submit Single Messageoperation isthe primary function of the CDC WSDL designed to carry
anHL7 V2.x message, along with theauthentication (username, password, facility ID) parameters
tomake data exchangepossible.

The Security Faultshallbethrown by the lISif the initiating system failsto authenticate. (e.q.,
when a bad username password combination occurs).

Conformance Results

The following table highlights the possibleresults of each of the conformancetestsinthe above
descriptions.If any of the conformancetests failed, then further details were outlined in individual
reportswith individual siteresults. If an lISconforms with the standard specified above, itis
reported as “Fully Meets” for a specific test. “Deviates fromStandard” occurs whenan lISwas
close to meeting the standard, but haswork to doto fully meet the standard. AnlISthat “Does
Not Meet” the standard may have substantially changed the CDC WSDL or chose not to
implement theentire CDC WSDL.

Submit Single

Message Security Fault

Connectivity Test ‘

Deviates from Deviates from Deviates from
Standard Standard Standard

Summary Results

58 IS (which includes all 50 states, plus CNMI, D.C., Guam, New York City, Philadelphia, Puerto
Rico, San Diego, and the Virgin Islands®) were encouraged to voluntarily participatein the IS
Transport Assessment. Of the 58,47 [ISoptedto participateinthellS Transport Assessment for
the snapshot measurein quarter4of2017. Thisis anincreaseof 7 IIS over theinitial baseline
measurementin quarter 3of 2016.

6 Note that the six Pacific Islands were not initially targeted for measurement due to limited transport
technology. As capabilities and participation expands, Pacific Islands will beincluded in this report.
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Quarter 4 2017 Transport Assessment Participation
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Of those 47 IIS participating in thetransport baseline measure, 37 had a SOAP Web Services/CDC
WSDL end point availablefortesting. Thisis anincreaseof 16 lISsince thebaseline
measurement in quarter 3 of 2016. Specific results for each test wereas follows:

Connectivity Test ‘ Submit Single Message Security Fault

Of the 37 1IS witha CDC WSDL end point available for testing:

e 161ISmet all threetests,and thus met themeasure overall.

e 16 1ISmet twoout of threetests, with all 16 cases missing the security fault test. Itis
importanttonotethatthe 16 [ISthat passed allmeasures except the Security Fault are
interoperable withthe CDC WSDL standard aslong asthe correct authentication
parametersaresent. Forthis reason, thesesites are functionally compatible for
production use when authentication succeeds, butimproperly indicate authentication
failurethroughtheuseof the Security Fault.

e FourllSmet one out of threetests.

e OnellSmet zero out of threetests.
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Finer detailson thetestingresults where IS deviated or did not meet the standard can be seen in
Appendix A.

The next snapshot willtake placein Quarter 1 of 2018, and wehope to show increasesin both
participationandin IISwho fully meet measures and tests for transport. Participation settings
canbeupdatedin AART atany time.

Summary of Progress

Transport Layer Trend Line
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Since the initial baselinemeasurement in quarter 3 of 2016, thefollowing progress has been seen:

e Aligned with CDC WSDL specification: 16 1IShavea fully compliant WSDL. This is 11 more
thanthebaseline.

e Nearing Alignment: 16 additional IISmeet two of the three testsand arelikely
interoperablein production. Thisis 4 more thanthebaseline.

e Known CDC WSDL implementations: 37 [IShavea CDC WSDL implementation. Thisis 16
more CDC WSDL implementations since the baseline.

e Assessment participation: 47 lISare participating in Transport Assessment. Thisis 7 more
IIS since the baseline.

e Updated resources: AIRAand CDC haverefreshed their CDC WSDL content to be easier for
EHR and1ISto use and align with.

Limitations of Report

One limitationis noted in thisreport. This report is based on conformancerequirementsthat align
fully withthe standard, but it isnot meant to suggest IIS can't achieve interoperability outside of
this standard. For example, many [ISdo not meet conformance on the Security Fault test, but this
does notimply thellSis unabletointeroperate using the Submit Single Message operation when
authentication passes. It specifically meansthe [ISdoes not conformtothe CDC WSDL when
throwing a Security Fault during authentication failure. However, full conformance to standards
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acrossthellSand EHR community will smooth interoperability and speed onboarding going

forward.

General Recommendations for All 1S

1)

Review conformancetest resultsand work toimprove areas of non-conformance. In
doing so, itis important to consider if the changes to conform will break existing
connections. If thechanges will break existing connections, it may be bettertoleave
theexisting non-conformant connection operationaland providea new endpoint
which conforms withthe CDC WSDL. This will providean easy and naturaltransition
strategy totheconformantCDC WSDL as new and existing providers/EHRs develop or
upgradetheirinterfaces.

Utilize conformance tooling provided by NIST when developing and/orimproving
implementation of the CDC WSDL. The tooling can aid the software development
process. Thetoolis located at https://hl7v2-izr1.5testing.nist.gov/iztool/#/home and
is free to use without installation or registration.

Publishand makeavailablealltransport layer requirements for use by potential
trading partners. Almost all IS publish their HL7 guide, but only a limited number
publishtheirtransport layer requirements for use by trading partners prior to
beginning the on-boarding process. Waiting untilon-boarding may delay or
unnecessarily burden the on-boarding process. The earlier a trading partner can
access therequirements; the better chancethey haveat developingtothe
requirements.

Consider sharing your Assessment resultsin AART with othersincluding EHRs. This
canbe helpfulfor asthey preparetoexchangewithyourllS. Sharing settingscan be
setin AART.

Questions and/or Comments

Pleasedirect questionsand/or commentsonthisaggregatereporttothe AIRA Technical
Assistance Team.
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Appendix A

The following appendix provides the specific details on the reasons why assessment participants either
deviated from or Did Not Meet the CDC WSDL standard across the three tests. In some cases, an IS may
havemore than one reason they deviated or didn't meet the test.

Connectivity Test

Deviates from Standard

(One 1IS) Required Authentication: Oneimplementer
modified the CDC WSDL by adding WS-Security’to
their Connectivity Test requirements. The
Connectivity Test defined by the CDC WSDL does
notrequire authentication asitis designed to be a
‘ping-like” test to verify to systems can “see” each
other. While using WS-Security is based on
standards, itis different than the definition of the
CDC WSDL. Sending systems would be required to
adhere to WS-Security requirements to successfully
exchangedata.

(Three IIS) Changed Request and Response
Construct: ThislISmodified the request and/or
response construct of the connectivity Test
operation. This varied from changing the operation
nameto adding parameters to changing thereturn
construct to be different than the CDC-defined
connectivity test. The functional requirementsare
the same, butare implemented technically different.

Submit Single Message

Deviates from Standard

(One IIS) Authentication Differences: One
implementer modified the CDC WSDL by adding WS-
Security to their WSDL requirements. The
authentication parameters defined by the CDC
WSDL were ignored in favor of a different way to
perform security. While using WS-Security is based
on standards, it is different than the definition of the
CDC WSDL. Sending systems would be required to
adhere to WS-Security requirements to successfully
exchangedata.

(One IIS) Changed Response Construct: One
implementer modified the response (e.g.:
information being returned) construct of the XML
ever so slightly, butnotbased on any understood
business requirements. The CDC WSDL returns
information (e.g.: the ACK or the RSP) in an XML
element called <return>. This implementer renamed
this from <return>to something like
<submitSingleMessageResponse> or <hl7Response>
with the sametechnical requirements. This change
results in non-conformant XML with unexpected
XML tagsfor the initiating system.

(One [IS) Base64 Encoding/Decoding: One
implementer requires the HL7 message (VXU or
QBP) be base64 encoded. Further, the response
(ACK or RSP) will be returned base64 encoded and
will need to be base64 decoded. While baseb4
encoding/decoding isbased on standards, itis
different than the definition of the CDC WSDL.

7 https://en.wikipedia.org/wiki/ WS-Security
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Sending systems would be required to base64
encode submissions (VXU orQBP) and base64
decode return messages (ACK or RSP) to have
meaningful communication between two systems.

Security Fault

Deviates from Standard

(13 1IS) Non-Conformant Fault ThellS throws a (Eight11S) Does Not Throw a Fault: The lIS properly
faultas required by the standard, but the fault catches an authentication failure, but returns the
thrown by the IS does not conform to the fault authentication failure whereonly HL7 responses are
defined by the CDC WSDL. supposed to be returned rather than throwing a

SOAP fault dedicated to authentication failures.
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