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GENERAL OVERVIEW

Audience:  IIS Program Administrators and Staff

Intention:  High level guidance on common IIS security issues to help IIS administrators 
engage in security discussions with IT staff and vendors

Document Organization: Risk Analysis/Risk Management approach with overview of 
the various security issues, best practice recommendations, resources for more 
information (e.g. NIST, ONC), actionable checklists 

Sources: Research and interviews with security subject matter experts



SECURITY EXPERT INTERVIEWS 

NIST – Matt Scholl, Computer Security Division (Data Encryption, Data Destruction/Disposal)

Utah DOH – Francesca Lanier, Security/Privacy Officer (Risk Analysis, Data 
Monitoring/Breach Detection, Recovery)

Center of Applied Cybersecurity Research (U of IN) – Anurag Shankar (Risk Analysis, general 
best practices)

CDC – Roderick Duff, Information System Security Officer (Contingency Planning, general best 
practices)

Louisiana DOH – Quan Le (Contingency Planning and Recovery)

Texas Children’s Hospital – Shenny Sheth (Data Encryption)

IIS Vendor Interviews (Envision, HPE, STC)



DISCLAIMER

The information contained in this document represents a point-in-time review of current 
industry standards and best practices. Readers should be aware that standards and 

practices evolve over time. This guide should not be interpreted as a mandatory 
requirements or standards document. It contains a set of recommended guidelines that 

can be implemented for improving the security of immunization information systems. The 
information in this document is not legal advice. Each IIS should contact appropriate 

individuals within their own agency who are responsible for the interpretation and 
implementation of federal, state, local and territorial laws as they develop new and/or 

update existing security policies.



DOCUMENT OUTLINE

Introduction

Review of Data Security and Applicable Rules and Policies

IIS Risk Assessment 
 What it is, how to perform, what to include, who should participate

Administrative and Technical Considerations (see next slide)
 Prevention, detection, response, recovery, routines
 Best practices, informational resources, conversation starters

Conclusion

Appendices



PRIMARY SECURITY TOPICS

User Management

Data Backup

Data Retention and Destruction

Data Monitoring/Breach Detection

Contingency Planning/Emergency Operations Mode

Disaster Recovery/Data Restoration

Hardware Protections and Disposal

Software/Network Protections

Data Encryption/Decryption

General Administrative Considerations



IIS SECURITY RULES & STANDARDS

CDC IIS Functional Standards 2018 -2022

HIPAA Privacy, Security and Breach Notification Rules

NIST Special Publications Series



CDC IIS FUNCTIONAL STANDARDS
3.0   The IIS implements comprehensive account management policies consistent with industry 
security standards. 

 3.1 The IIS has a comprehensive written account management security policy or policies that are consistent with 
industry standards and reviewed and approved by the appropriate state or local authority.
 3.2 The IIS requires unique log-in credentials for every IIS user who accesses the IIS through the user interface.
 3.3 The IIS ensures that each authorized site or information system (i.e., health information exchange) has unique 

credentials for electronic data exchange.
 3.4 The IIS establishes defined user roles and grants access to each individual user based on his or her role.
 3.5 The IIS creates and stores audit information, including the date, time, and the IIS user or site taking the action, 

when individual-level data in an IIS record are created, viewed, or modified.

 3.6 The IIS identifies and inactivates user and site accounts when they are no longer active and/or no longer 
authorized to access the IIS.



CDC IIS FUNCTIONAL STANDARDS

4.0  The IIS is physically and digitally secured in accordance with industry standards for 
protected health information, security, encryption, uptime, and disaster recovery.

 4.1 The IIS has a comprehensive written physical and digital security policy or policies that are consistent 
with industry standards and are reviewed and approved by the appropriate state or local authority.
 4.2 The IIS assures that demographic and vaccination information and authentication credentials are 

encrypted while in transit and while at rest.
 4.3 The IIS has written and implemented service-level agreements between the program, the entity 

providing information technology support, and other contractors as appropriate.
 4.4 The IIS establishes backup and recovery plans identifying the required equipment, procedures, and the 

maximum allowable downtime for recovery from adverse security events and disasters.
 4.5 The IIS assures data and supporting software are backed up according to a written policy and 

schedule.



CDC IIS FUNCTIONAL STANDARDS
4.0  The IIS is physically and digitally secured…  Continued.

 4.6 The IIS assures that the system recovery and backup processes are tested and validated regularly.

 4.7 The IIS assures that the hardware and/or data center are physically and digitally secure.

 4.8 The IIS assures that the hardware and/or data center have backup power.

 4.9 The IIS has an identified point of contact for IIS security.

 4.10 The IIS assures employees and business associates who will be administering or accessing the IIS data or 
infrastructure are familiar with applicable security policies and procedures.

 4.11 The IIS assures that a risk analysis is performed on a regular basis.



HIPAA RULES

HIPAA Privacy Rule
 See AIRA’s “Confidentiality and Privacy Considerations for IIS” (October 2016)

HIPAA Security Rule
 Applies to all ePHI “created, received, maintained or transmitted by an organization”
 Where possible, entities should “implement reasonable and appropriate security measures to protect 

against reasonably anticipated threats or hazards”
 Note: Suggested good practices regardless of whether IIS is a Covered Entity

HIPAA Breach Notification Rule
 Requires CEs and BAs to provide notification following a breach of unsecured PHI
 “has not been rendered unusable, unreadable, or indecipherable to unauthorized persons through the 

use of a technology or methodology”
 Breaches >500 records have additional reporting requirements



NIST SPECIAL PUBLICATIONS

National Institute of Standards and 
Technology – Computer Security Division

NIST Special Publication Series 800: 
Computer Security

Published guidelines represent current 
industry standards.  Should be applied 
by IIS to the extent that is practical.



KEY MESSAGES

Prevention, Detection, Response, Recovery

Do NOT assume that current security measures are adequate/appropriate

Threats, technologies, and standards evolve rapidly

Maintain documentation and test often

Strengthen policies and procedures as appropriate (IT and IIS Program)

Security should be a practice, not a theory



RISK ASSESSMENT

Risk Analysis
 Begin with custom review of the IIS: people, workflows, data 

flows, processes
 Identify threats and assign a risk rating to each threat H/M/L

Risk Management
 Address each security vulnerability (Accept, Prevent, Eliminate, 

Transfer)
 Implement appropriate administrative and technical 

safeguards and controls 



SECURITY CONTROL CATEGORIES

Prevention– Prevent or deter an attack

Detection – Identify an attack

Response– Impede an attack or investigate the source/impact

Recovery – Restore IIS data or operations

Routines– Ongoing security maintenance activities



“By failing to prepare, you are preparing to 
fail.”

-Benjamin Franklin



PREVENTION (PRIORITY #1)

Prepare, Plan, Document, Test!

Network and system protections 
 Firewalls, segmented networks, virus protection, patch management, make IIS less interesting

Data protections and encryption
 Block cypher, hashing, HTTPS

User/account management
 Account assignment and revocation, password management, system controls, active management

Special HL7 QBP considerations
 Return only what is minimally necessary, do not disclose/confirm match criteria, set caps based on 

expected behavior



“Anything that can go wrong, will go wrong.”

- Murphy’s Law



DETECTION (PRIORITY #2)

Intrusion Detection and Alerting Software

IIS Audit Logs (user activity, sign-in 
attempts, record modifications)

Manual record review and diligence

Physical safeguard review (key code logs, 
surveillance video)



“Life is 10% what happens to you and 90% 
how you react to it.”

- Charles R. Swindoll



RESPONSE
Response Planning
 Determine what elements have been affected, assess the damage, activate recovery and restoration

Contingency Planning
 Failover Environments
 Plan B (and Plan C)

Intrusion Prevention Tools/Attack Mitigation (automatic)

Breach Notification (HIPAA)



“I always tried to turn every disaster into an 
opportunity.”

- John D. Rockefeller



RECOVERY

Restoration of system and/or data (Data and Database Backups)

Review fail points

Update documentation, policies, and technical controls as needed



“Security is not a product but a process.”

- Bruce Schneier



ADMIN POLICIES & ROUTINES

Data Retention and Destruction

Hardware Management

Facility, Workforce and Contracted Service 
Considerations

Security Maintenance Routines



APPENDICES

Suggested Reading

Conversation Starters

HIPAA Security Standards Matrix

Potential IIS Threats



WHAT YOU CAN DO RIGHT NOW!
1. Compile and review documented policies and procedures that relate to IIS security.

2. Identify the agency’s Security Officer, IT Administrator, and other key players to begin the 
conversations about IIS security policies and practices.

3. Conduct a Risk Assessment of the IIS through a tabletop exercise with key players.

4. Identify known gaps and establish a plan to implement appropriate security controls.

5. Review IIS configurations and feature functionality to ensure they align with current security 
standards.

6. Request copies of existing Business Associate Agreements (BAAs) and Service Level 
Agreements (SLAs) related to the hosting and support of the IIS and review these 
documents for security protections that are/are not covered under these agreements.



FOR MORE INFORMATION

For more information on this project contact:

Mary Beth Kurilo

AIRA Policy and Planning Director

Main: 202.552.0208

mbkurilo@Immregistries.org or info@immregistries.org

mailto:mbkurilo@Immregistries.org
mailto:info@immregistries.org


Q&A



QUESTIONS, COMMENTS, DISCUSSION?



THANKS SO MUCH!
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