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Executive Summary 

Background 

Electronic Health Record (EHR) systems that wish to certify as supporting Meaningful Use (MU) Stage 2 

objectives must be able to demonstrate support for seven identified test scenarios for sending immunization-

related data. These test scenarios were developed in the summer of 2012 with cooperation from experts within 

the Immunization Information System (IIS) community. EHR system vendors are now building support for these 

scenarios and are beginning to deploy these upgraded EHR systems.  These changes are good news to IIS 

who have looked for EHRs to consistently and fully support immunization data reporting.  

Status Check Project 

Now that EHR systems will soon be sending upgraded messages to IIS, it is important to ensure that IIS are 

ready to receive these messages. The IIS Interoperabililty Status Check project was designed to connect with 

IIS across the US, submit sample MU Stage 2 messages, and verify that the messages can be accepted.  

Participation 

Interest in participating in the project was high. In total, 

45 out of 56 targeted IIS indicated that they would like 

to participate in the status check. Of these, 33 were 

reviewed before the end of the project.  

Process and Analysis 

Seven National Institute of Standards and Technology 

(NIST) test messages were submitted to each IIS and 

the results reviewed to determine if the message was 

accepted. If the message was rejected, changes were 

made to the message, and the message was resubmitted. After all the messages were accepted, the results 

were reviewed to determine if the changes made were anticipated by NIST testing. If there were any changes 

made that the EHR would not have had to support for MU Stage 2 certification, then the IIS was determined to 

have “local requirements.” This label simply means that an EHR would need to make local considerations and 

changes to the standard message for this IIS.  

Results 

About two-thirds of IIS were found to have local 

requirements (21 out of 32). While most IIS are close to 

supporting a common national standard, there still remain 

small but important differences between IIS. The most 

common reasons for local differences are: 

 Local requirements for identifying the sender of the 

message.  

 Inability to correctly handle vaccination refusals or 

history of disease (Varicella in the test case). 

 Rigid enforcement of minor technical requirements 
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based on local interpretations of current or previous standards. 

 Problems correctly accepting or ignoring certain types of vaccination information. 

Recommendations 

The IIS community has a long history of working together to build a common standard. This status check 

project found that there is a great deal of commonality between IIS and that only a few critical steps remain to 

ensure national interoperability.  

Short Term for 2013 

 Create a companion document to the CDC Implementation Guide that details known local 

requirements.  

 IIS should provide EHR vendors with regular and ongoing access to the IIS test system.  

 IIS should work towards reducing local requirements and aligning to the national standard, particularly 

in areas that do not directly impact local IIS policies and project requirements.  

Medium Term for 2013-2015 

 IIS community should discuss and harmonize standards for authenticating and identifying submitters. 

 IIS community should discuss and harmonize the format and contents of Acknowledgement (ACK) 

messages.  

 IIS should continue adopting the national transport standard recommended by the Transport Layer 

Expert Panel.  

Long Term for 2013-2020 

 IIS Interoperability Status Check should be conducted on a regular basis.  

 The process of identifying local requirements and aligning them to national standards should continue, 

either by encouraging the adoption of national standards at the local level or by defining and creating a 

national standard to support the common local usage.  

 Certification standard for IIS HL7 interfaces should be developed. 
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Background 

Indian Health Service IIS Profiling Project 2012 

In 2012, Indian Health Service (IHS) began a small project to connect IHS facilities with IIS and collect 

technical information about conformance to the latest HL7 2.5.1 specification.  In December of 2012, the IHS 

team assisted the IISSB team by providing information, materials, and connections to use for this new project, 

the IIS Interoperability Status Check. 

DQA Tester 

Connections to the IIS were established both in the original IIS Profiling Project and this Status Check project 

using an open-source software called the DQA Tester. This application helped manage connections to each 

IIS and assist in establishing a standard interface for rapidly checking each IIS. 
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IIS Participation 

There was a large amount of interest and participation from IIS. Level of participation can be broken down into 

four categories: 

 Participated: The IIS worked with the team, and a status check was completed.  

 Willing, In Process: The IIS worked with the team but a status check was not completed due primarily 

to constraints on the project timeline.  

 Willing: The IIS expressed willingness to participate and may have even begun the process of 

completing the status check or providing access, but was unable to participate completely because of 

other technical conflicts at the IIS. The most common reason was because the IIS test system was 

being upgraded or rolled out during the time of the status check.  

 Unknown: The IIS did not respond to requests to participate, did not follow-up on a request, or 

indicated that they would not be interested in participating.  

From a total of 56 IIS, 45 indicated a willingness to participate, and 33 were evaluated. The remaining 12 IIS 

were not evaluated either because the status check conflicted with IIS upgrades or because the testing could 

not be completed before the end of the project.    
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For simplicity, the map below shows the “Willing” and the “Willing, In Process” indicated together as “Willing.” 
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Status Check Method 

Each IIS was given the opportunity to choose one of two status check methods. IIS were encouraged to pick 

the method that would take the least amount of time from the IIS staff. The two basic options were: 

 Connected: The IIS gave the team real-time access to their HL7 test system. The team conducted the 

status check. 

 Self Check: The team sent the IIS a Word document containing instructions and the seven test 

messages. The IIS conducted the status check and returned the results to the team for final analysis.  

 

Connecting to IIS 

The goal of the project was to connect directly with as many states as possible using the DQA Tester. This was 

done for the following reasons: 

 To evaluate the transport capabilities in current use. 

 To evaluate the level of effort needed to connect with the IIS directly. 

 To provide an avenue for conducting the status check again in the future. 

By the end of the project, the team was able to receive access credentials to 20 different IIS test systems and 

was able to connect directly to 16 of them using the DQA tester. Because of time constraints, the team was not 

able to connect directly to every IIS using the DQA tester. In these cases, the tests were run manually or 

directly by the team using whatever interface or process the IIS made available to accept the status check 

messages and review the results.   
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Self Check Process 

Many of the other IIS could not give the team a direct account for reasons including: 

 IIS did not have a test system available for the team to access.  

 IIS had a test system, but it was not available externally. 

 IIS did not have policies or procedures in place to allow the team to connect.  

 The status check team did not have the time to finish connecting directly.   

For self check, IIS were given the following instructions: 

The process for performing the status check is very simple. You are going to 
pretend to be a certified EHR system that is submitting the seven NIST 
messages to your IIS. The status check is designed to document what changes 
the provider would have to make to their messages in order to be accepted by 
your IIS. The messages for this status check were acquired from the NIST 
website that EHR systems must use to certify for Meaningful Use version 2 in 
2014. http://hl7v2-iz-testing.nist.gov/mu-immunization/  

This document contains the seven NIST messages and you should copy and 
submit each, one-at-a-time, recording how your IIS handles each message. If a 
message is rejected, modify the message to meet your IIS standards and 
resubmit. Stop resubmitting when either you receive a positive 
acknowledgement or when no other changes are possible to meet the IIS 
standards. Be sure to record every change you made to the message in order to 
come to the final message.  

Please only change the messages enough to meet the minimum standards for 
your IIS to be accepted for processing. You do not need to make changes to fix 
“warnings” or “soft errors”.  You also do not need to verify if any or all of the data 
in the message was processed correctly by the IIS, this is beyond the scope of 
this status check. However we would encourage all IIS to incorporate the NIST 
test messages into their testing process and work towards accepting all data that 
is included in these NIST test messages.  

The following diagram summarizes the ideal process for performing the status 
check: 

 

 
 

 

 

http://hl7v2-iz-testing.nist.gov/mu-immunization/
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NIST Test Messages 

The status check process used seven messages that the National Institute of Standards and Technology 

(NIST) created in the process of developing a certification test for Meaningful Use Stage 2. A certified EHR 

must be able to demonstrate support for seven basic scenarios: 

1. Admin Child: Submitting a report of a vaccination administered to a child. 

2. Admin Adult: Submitting a report of a vaccination administered to an adult. 

3. Historical Child: Submitting a report of a vaccination given historically to a child.  

4. Consented Child: Submitting a report of a vaccination given historically to a child with an indication to 

the IIS that the child was consented to be included in the IIS.  

5. Refused Toddler: Submitting a report of a vaccination administration that was refused for a child.  

6. Varicella History Child: Submitting a report of a child who is known to have had Varicella previously.  

7. Complete Record: Submitting a report of a vaccination given historically, a vaccination administered, 

and a combination vaccination administered to a child.  

The NIST certification process requires the EHR to not only generate HL7 2.5.1 compatible Vaccination 

Update (VXU) messages, but, for every scenario, to transmit key data defined in the test scenario. In this way, 

the NIST certification tests not only the Required (R) data fields, but also the Required But May Be Empty (RE) 

data fields.  

As auxiliary artifacts of this test process, NIST created a set of three test messages for each of the seven 

scenarios. Each message tested the same functionality and is equivalent except for the actual data in the 

message.  These three messages tested essentially the same function, but the duplication allowed testers and 

implementers two extra sets of test cases to use. For the purposes of the status check project, only the first 

messages of each set of three were used, for a total of seven test messages.  

It is important to remember that these messages were originally designed to test the functionality of EHR 

systems and not IIS. The use for this project is secondary in order to determine how prepared an IIS is to 

receive messages from a certified EHR, so they do not necessarily test or verify all aspects of IIS data 

interface. The possible conclusions on the results are therefore limited to what is in these seven test 

messages.  

Analysis of Results 

After the status check information was gathered, it was analyzed by the team to give the following information: 

 A list of fields or data that are required by the IIS. 

 A comment with a determination of whether the requirement was supported by NIST certification.  

 A recommendation about what next steps the IIS or the immunization community should take 

concerning this local requirement.  

If the team found local requirements that were not supported by NIST certification, the IIS was categorized as 

having “Local Requirements.” This designation did not necessarily indicate that the IIS interface was not 

operating properly according to national standards, but only that there were additional considerations that must 

be made locally during integration.  

The local requirements fall into three basic categories: 

 Requirements that are driven by specific local needs, such as supporting VFC program operations, 

state law, or health department policy.  
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 Requirements to solve technical problems that are not standardized in the CDC Implementation Guide 

but are allowed or acceptable under HL7 standards.  

 Requirements that are inconsistent with the CDC Implementation Guide and/or HL7 Standards.  

Each local requirement was identified but was not specifically categorized. However, the team did make 

recommendations for each local requirement, which fell into three basic categories: 

 Local requirements that need to be documented so that national vendors will be aware of local variation 

they will encounter in some jurisdictions.  

 Common local requirements that the community should discuss for inclusion in the national standard.  

 Local requirements that are inconsistent with the CDC Implementation Guide and/or HL7 standards and 

that the IIS should take steps to conform to the national standard.   

The results of the test, the recommendations, and the categorizations were documented in a Word document, 

which each IIS status check in a separate document. The format of the document followed the Self Check 

document. In most cases, the data collected during the status check was saved in the Self Check document, 

and the recommendations and categorizations were added to the first or second page of that document. As 

each document was completed, it was sent to the IIS for comments or feedback. If the IIS responded back with 

additional information or clarification, this information was included in the document and the IIS was given 

another chance to review.   
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Results and Determinations 

The status check project was focused on determining if the seven NIST messages would be accepted by each 

IIS, and if not, what changes would need to be made for the messages to be accepted. Each of the changes 

was evaluated to determine if the EHR could reasonably be expected to support this local requirement based 

on the NIST certification process. If the IIS required a change that was not supported by NIST certification, this 

was labeled a “local requirement.”  

The status check process identified a large number of IIS with local requirements, with 67% (22 out of 33) IIS 

having local requirements.  

 

Warning about Limitation of Determinations 

While this method is a good first indicator of how ready an IIS is at accepting messages from a certified EHR, it 

does have important limitations: 

1. The NIST test messages are a secondary artifact of the development of the EHR certification process 

and were not designed specifically to test IIS functionality.  

2. The status check project only verified if the messages were accepted at the application level by the 

software of the IIS. The status check project did not verify that all or any of the data was accepted as 

expected, nor did it look at warnings that may have been generated in the process.  

3. The status check project did not verify if the messages submitted met the expectations of the IIS project 

staff. The IIS may impose additional requirements that were not identified by the status check. 

4. The results are for a particular point in time. The IIS are continuing to make changes and improvements 

to their IIS.  Some of the IIS will soon eliminate their local requirements through configuration changes 

and software upgrades. Improvements should be expected.  

Because of these limitations, the results of this status check should be interpreted very carefully. In no way 

should the results be used to definitively label a particular IIS as ready or not ready to accept HL7 messages 

from a MU Stage 2 certified EHR. Because of the inherent limitations of the status check, the following 

statements must be understood: 
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 There are most certainly other local requirements that were not identified. 

 Not all local requirements have equal impact; some are for scenarios that are relatively uncommon.  

 A good number of EHR systems support many of the local requirements identified. 

Results and Determinations by IIS 

 

Findings 

 Local requirements pose a significant impediment to interoperability; rollout of Meaningful Use Stage 2 

certified interfaces is likely to be a difficult process unless improvements are made to many IIS 

interfaces. 

 Quite a few states may not be ready to support Meaningful Use Stage 2 messages. Providers may ask 

for exclusions in these states.  

 Integrating with all IIS is a complicated process because of minor differences in how the national 

standard is implemented. 

 Most of the differences at the IIS level are not related directly to differences in business logic or local 

public health needs. Rather, they stem from different interpretations of the standard or decisions made 

where the standard did not give specific enough direction.  

Recommendations 

 Some of the common local requirements may be considered for adoption by the entire community. 

 A training program should be developed to give instruction and information to software developers and 

technicians who build and support IIS interfaces to help them understand and implement the standard 

in the CDC Implementation Guide.  

 Many of the IIS have local requirements that are not linked to specific business rules or program needs, 

but rather stem from technicalities. These IIS should be encouraged to make changes to remove local 

requirements and to align with the national standard.  
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 The status check process should be repeated on a regular basis to determine if IIS are implementing 

the latest standards.  
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Barriers Encountered on Project 

A secondary goal of this project was to gather information about barriers and issues encountered when 

working to integrate with IIS. In this way, the Status Check project mirrored some of the effort that EHR 

vendors must engage in to interact with IIS. During this process, the team uncovered many barriers that 

slowed progress: 

1. Documentation for each IIS varies and most is contained in large specification documents. The 

technical staff did not have time to read every guide during integration.   

2. Support from IIS is mainly focused on engaging providers and not vendors. Requests for testing 

accounts by project staff were confusing to some IIS who didn’t understand why the team wanted to 

test when it did not represent a specific immunization provider in their jurisdiction. Thus, many of the IIS 

did not have a formal process in place to give external vendors access to their test system. 

3. Most IIS did not have a real-time interface for testing, or this interface was not externally-accessible.  

4. Some IIS asked the team to fill out user agreement forms that could not be filled out because they were 

written for providers who submit real patient data to production. One, for example, wanted to collect 

Social Security numbers before giving access to their test system. 

5. The process for determining if a file was accepted without errors was different between IIS. While most 

supported an HL7 acknowledgement message, the format and structure of these messages was often 

hard to interpret without asking the IIS for confirmation and guidance. 

Recommendations 

1. IIS local guides that are over twenty pages are very likely to never be read by a busy implementer. 

Most interfaces were largely the same with only minor differences. Differences between IIS should be 

narrowed as much as possible, but where they can’t be, they should be documented in such a way that 

doesn’t repeat what is common to all IIS. A shorter, more targeted document for every IIS would be 

more useful to EHR vendors. 

2. Every IIS should provide an externally-accessible test system that is open for any nationally-based 

organization (such as EHR testing groups) to request access. This process will allow an external 

system to verify that the software is ready for distribution to clients rather than preparing to submit data.  

3. There needs to be further discussion about ACK messages to understand and explain how 

acknowledgement messages should be formatted for common situations. 
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Analysis of Transport Standards 

On a technical level, connecting directly with each IIS took an unpredictable amount of time or was not feasible 

because of several factors: 

 Many of the IIS did not have a real-time interface.  

 There were two different standards being used: POST and Web Services. 

 Only a few IIS followed the CDC-defined WSDL for Web Services. 

 Many of the Web Services interfaces required use of specific certificates or other additional two-factor 

authentication that was locally specified. 

 Some IIS support a real-time interface that requires the installation of third-party applications on the 

sending system.  

The goal of the status check project was to connect with IIS where possible to gain insight into the issues the 

EHRs encounter when connecting to IIS. It became very clear during this process that while connecting to 

some states is very easy, in aggregate, dealing with the variability would take more time than was allotted to 

the Status Check project.  

Status Check Method 

The type of connections that were made can be placed into three basic categories: 

 Connected: The IIS had a real-time interface and gave access to the team to complete the status 

check.  

 Self Check: The IIS staff followed the Self Check process; the team did not gain direct access to the 

test interface. 

 Access: The IIS had a real-time interface, but the DQA tester was not configured directly with the 

interface; instead, the team connected directly and performed the tests using the Self Check process.  

In the end, 52% (17 out of 33) of the IIS provided access credentials to their interface and the team was able to 

access these IIS directly to perform the status check 
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Estimate of Effort 

Based on the effort to connect to IIS, it is possible to make an estimate of the effort that a typical EHR would 

need to expend in order to connect clients to all IIS. This effort includes some or all of these items for each IIS: 

 Request and review documentation from IIS on how the transport interface works.  

 Access and review additional documentation related to the transport standard to understand how to 

enable EHR software to support the IIS standard. 

 Request a testing account with the IIS for the purposes of verifying ability to connect. 

 Alter software or enable software to connect to the IIS.  

 Test and verify the software is able to connect. 

 Create documentation for EHR system administrators on how to configure the EHR to connect to the 

EHR transport.  

 Support EHR system administrators when there are problems connecting to the state by providing 

technical information and guidance.  

It is estimated that just connecting to an IIS in real time will require an EHR vendor to dedicate about one week 

of staff time for each IIS. The process for supporting real-time connections was found to be very inefficient and 

unsustainable on a national level. 

Recommendation for Improvements 

In order to move toward sustainability, the transport interfaces need to become more standardized so 

efficiency of effort can be gained. The recommendations are: 

 IIS should move towards supporting the CDC WSDL defined by the Transport Layer Workgroup 

(TLEP). 

 Two-factor authentication should be discussed by the community, with the goal of further harmonizing 

current local efforts.  

 IIS should provide a simple and standardized process to allow EHR vendors to connect to test systems 

to verify both support for the transport standard and message format. 



INTEROPERABILITY STATUS CHECK Page 19 

 

Interoperability Recommendations 

Short Term Recommendations for 2013 

Many IIS are either running their current version of HL7 2.5.1 or are completing their upgrade process.  

Likewise, EHR vendors are in the middle of or nearly completing their upgrades. EHR vendors will soon be 

deploying Meaningful Use Stage 2 certified interfaces and providers will attempt to connect to IIS. As a result, 

in the short term there is not enough time to make changes to the standard.  But a few things can be done to 

mitigate the problems caused by local requirements: 

1. Create an addendum, companion document, or web page for the CDC Implementation Guide that 

details the known local requirements. Consider a format that can be quickly updated as new information 

is discovered. This document could be used by EHRs to prepare for connecting to IIS with local 

requirements. It could also then be used as a source for items to be considered as part of the national 

standard.  

2. Encourage IIS to offer or establish a procedure for giving EHR vendors permanent access to their test 

systems. EHR vendors who have regular and easy access to a test system are more likely to be able to 

create an interface that meets local requirements.  

3. Many IIS could make some minor changes to their interfaces that would remove the local requirements. 

These are changes not tied to local business rules, but are rather minor differences from the national 

standard. Each IIS was given a copy of their results with the recommendations from the Status Check 

team. These IIS should be encouraged to make these changes as soon as possible.  

Medium Term Recommendations for 2013-2015 

While most of the IIS have local requirements, most of these were addressing problems common to all IIS. 

Many of the local incompatibilities could be addressed through minor changes and improvements to the 

national standard. Work should begin now to make these improvements: 

1. The process for identifying the sending system and authenticating the connection are not consistent, 

yet every IIS has very similar needs. Typically authentication is handled outside of the HL7 message 

and is therefore not addressed directly by the CDC Implementation Guide. For this reason, every IIS 

has implemented intelligent but different ways of addressing the problem. Authentication and 

provider/submitter identification needs to be discussed more by the community.  

2. The format of Acknowledgement messages varied widely, and interpretations of critical fields were 

inconsistent. Currently, it is not possible for an EHR to determine if data was accepted by the IIS 

without being familiar with how a particular IIS messages this information. Many IIS expect EHR 

systems to inform the clinical users if data could not be transferred, but this is not possible at a national 

level. The meaning and format of Acknowledgment messages needs to be better defined in the CDC 

Implementation Guide.  

3. Transport remains a very critical issue. Some IIS have implemented the WSDL recommended by the 

Transport Layer Expert Panel, but many have not. Real-time connectivity will not be possible for many 

EHR-to-IIS connections. Transport needs to be addressed again within the community.  

Long Term Recommendations 2013-2020 

1. The IIS Interoperability Status Check or an equivalent exercise should be conducted on a regular basis. 

The information from the project is both a critical third-party review of an IIS interface and a national 

review of capability. Now that the first status check project has finished, repeating this process will take 
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less time and resources, as many of the connections have been established and the IIS are familiar 

with the process. Without this type of project, there is no way to measure the effectiveness of national 

policy and standards.  

2. Quite a few local requirements could be aligned with national standards, either through enhancements 

to the national standard or by helping local IIS align to the national standards. While there are some IIS 

that have critical local requirements that cannot be addressed nationally, most of the local requirements 

this project found could be aligned under a national standard as they were solving problems common to 

all IIS. The national standard should continue to work towards eliminating as much local variability as 

possible.  

3. A certification standard should be developed. This standard would specify the minimum requirements 

for an HL7 interface and would explain how to verify it. This standard could be used by IIS who are 

upgrading or improving their HL7 interface or could be used by a national standards party to verify an 

IIS interface. This standard should mirror the certification requirements of the EHR HL7 interface.  
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Technical Recommendation Details 

Items for Discussion by IIS Community for a Common Technical Solution 

These are items that need to be further discussed by the IIS community in order to come to a common 

understanding: 

Field Comments Recommendation 

ACK 
Messages 

There is a wide variety of 
understanding of how to create and 
interpret an HL7 message.  

Need to discuss an HL7 acknowledgement 
message and indicate how it should be coded. 
Some of the items to consider: 

 What do an AE, AA, and AR indicate, 
and when should they be used? 

 How should warnings be reported? 

 How should errors be reported? 

 How does an EHR know if the problem 
means the messages should be 
resubmitted?  

 How does the EHR know which issues 
should be brought to the attention of the 
EHR user?  

Sender 
Identification 

IIS are taking many different tactics to 
identify the sender, ranging from 
OIDs to a value in MSH-4 to nothing 
in the message itself.  

Continue current discussion in the community 
around the use of MSH-4 and MSH-22. Ensure 
that the common solution will meet the needs 
that were identified by the status check.  

PID-3 Patient 
Identifier List 

Most IIS look for and record the 
primary ID assigned to the patient by 
the submitting system. This ID is 
used to uniquely identify the patient in 
future transactions such as queries. 
As a result, this ID has a particular 
meaning apart from the other IDs that 
may also be sent in this segment. 
Furthermore, many IIS require this ID 
to be tightly managed by the EHR 
and take steps to manage it so it can 
be used as a strong identifier. 
However, the current standard does 
not define exactly how this ID should 
be recognized in the PID-3 repetition 
of IDs. The NIST test places this ID in 
first repetition and gives it a type of 
MR. This is commonly understood 
and recognized by IIS, but not all do 
it.  

Discuss and define a standard for how EHRs 
should encode this ID so that IIS can 
consistently find it. The process for giving a list 
of IDs is already standardized, but IIS had 
different requirements about how the sending 
EHR’s medical record number for the patient 
should be coded. This field is critical for IIS to 
support in order to ensure that bi-directional 
interfacing works correctly, as this ID is used by 
many IIS for matching.  

MSH-6 
Receiving 
Facility 

A few IIS required a specific value in 
this field.  

Discuss the possibility of making a stronger 
statement on the use of MSH-6.   

MSH-12 
Version ID 

Several of the IIS had only one local 
requirement, and that was that the 

The community should make recommendations 
about how to be prepared for future versions of 
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message should be labeled using a 
specific version. If they dropped this 
requirement, they would be able to 
process HL7 2.5.1 messages. HL7 is 
built to be backward-compatible by at 
least 2 versions. This means that the 
HL7 2.6 and HL7 2.7 standards 
should work on old HL7 2.5.1 
interfaces. It is clear that many IIS 
are taking a very hard stance on 
version numbers and locking their IIS 
into only accepting a very narrow set 
of versions. This is hindering 
interoperability.  

the standard. At some point, IIS will have to 
upgrade past 2.5.1, and this should be done in a 
smooth and organized way. The community 
should discuss how this will happen and what 
current HL7 2.5.1 interfaces should be doing 
now to be ready for that change.  

MSH-11 
Processing 
ID 

This indicates whether the message 
is in Production (P), Training (T), or 
Debugging (D). IIS interpret this field 
differently. 

The community needs to discuss this issue, in 
consultation with international HL7 experts, and 
give a clear message in the Implementation 
Guide about the meanings of the different 
processing IDs in context of immunization 
messaging.  

Items to be Included in the Local IIS Requirements Addendum 

It is recommended that an addendum to the Implementation Guide, a companion document, or a web page be 

created to track and document known local variations. Here are items that should be added to it from the start: 

Field Comments 

IN1 & IN2 
Insurance 
Segments 

At least one state requires these segments and at least one other state was 
considering these as well. The current standard lists these as optional. While most IIS 
do not need this information, those that do need the information require it as a critical 
component to fund vaccine purchases. 

PD1-3  
Patient Primary 
Facility 

At least two IIS are looking for EHRs to send a value here. This is currently listed as 
optional in the CDC Implementation Guide and so was not covered by NIST testing.  

MSH-6 A few IIS required a specific value in this field.  

PID-3 SSN The Social Security number is a very sensitive field; some IIS need it, while others 
can’t collect it. In one case, there is an IIS that prohibits EHRs from even sending it. 
This conflicts with the NIST requirement that EHRs be able to send the SSN if it is 
known.  

Consent The use of the consent field is supported by the common standard, but each IIS sets 
specific guidance for the use of this field. For some IIS, the consent field may be 
required for adult records and/or child records. The exact requirements for each state 
that requires this field should be documented.   

Sender 
Identification 

IIS are taking many different tactics to identify the sender, ranging from OIDs to a 
value in MSH-4 to nothing in the message itself. 

No 
Vaccinations 

Some IIS will reject a message if it has no vaccinations in it.  
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Items that IIS HL7 Interface Vendors Should Consider  

These are issues that were seen by more than IIS, and have been summarized here from the analysis of each 

IIS interface.  

Field Comments Recommendation 

Coded values The biggest changes in standards 
are around incorporating new code 
values and retiring old values. 
Often, messages are rejected when 
unrecognized code values are 
used.  

For maximum interoperability, interfaces need the 
following support: 

 Coded values should not be “hard coded” into 
the interface but should be pulled from a 
location that the IIS can quickly and easily 
modify. In this way, codes can be changed 
without problems. 

 Sometimes code values are replaced with 
new sets, such as when the race codes went 
from one character to the number format. The 
best solution is to make sure new interfaces 
can support both code sets to make a clean 
transition. It is better to give warnings when 
using older codes than rejecting them 
outright, particularly when reading values that 
are not absolutely required.  

 Code values that are not recognized should 
not necessarily cause a message to reject. 
The decision to reject a message must be 
based on the importance of the field. If a field 
is optional, an unrecognized value should be 
mapped to a blank or empty value for import 
into IIS. For example, if an IIS allows 
providers to submit a language code but does 
not require it, the message should not be 
rejected if an unrecognized language code is 
submitted. This allows for support of new 
codes that are sent but the IIS is not ready to 
accept.  

Code table 
names 

HL7 indicates the code table that 
the code value was pulled from so 
that the coded value has some sort 
of context. For some code table 
names, there have been different 
ways to indicate the same table 
name. These are being 
standardized through the NIST 
testing, but variances in practice 
remain. 

Code table names can change as standards are 
improved. It is good practice to avoid hard coding 
table names into receiving interfaces. The IIS should 
have the ability to quickly update code table names. 
In addition, the IIS interface should be able to 
support more than one code table type to support 
moving from an old code table specification to a new 
one. This should all be easily configurable to the IIS.   

Refusals Refusals are messages using an 
RXA segment.  They are identified 
as not having been administered 
and the reason for that is indicated.  

All IIS should be able to recognize a refusal and, if 
possible, read the refusal. The IIS should not error 
the message out, although the IIS may generate an 
error or warning to indicate that the refusal cannot be 
processed.  

CVX 998 For message structure purposes, a IIS should recognize an RXA 998 as having patient-
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patient-level OBX cannot be sent 
unless it follows an RXA. This RXA 
is sometimes called a “dummy” 
RXA because it does not indicate 
anything has actually been 
administered. This RXA is identified 
as having a CVX code of 998. 

level information and should not process it is as 
normal RXA. If patient-level information is ignored, 
the interface should skip the RXA and all the OBX 
underneath it. If the IIS chooses, it could indicate 
using an error or warning that patient-level 
observations are not supported but should not 
indicate the message was improperly formed.  

OBX OBX are segments that message 
their meaning in OBX-3. The latest 
CDC Implementation Guide 
includes a number of new LOINC 
codes that may be sent in OBX-3 to 
message new fields. Some IIS do 
not currently recognize these fields 
and are rejecting these messages.  

IIS should ignore OBX with observations that are not 
recognized. There are an unbounded set of potential 
observations that an EHR could report, and the IIS 
should ignore ones that are not pertinent. Doing this 
will aid in future interoperability, as EHRs move to 
adopt new standards.  
In addition the IIS staff should be able to easily add 
new LOINC codes to the current list of known values 
so that the IIS is not incorrectly reporting that the 
LOINC codes are invalid.   
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Appendix A – Status Check Participation 

IIS participation in the Status Check project: 

State IIS Participation Comments 

AK VacTrAK Participated  

AL ImmPrint Participated  

AR IMC   

AS Web Tamalz 
Registry 

  

AZ ASIIS Participated  

CA CAIR Participated  

CA Imperial 
County 

  

CA RIDE   

CA SDIR   

CO CIIS Participated  

CT CIRTS Willing In the process of implementing a new HL7 interface, participated in 
the project but there are no results to share because new system was 
still being deployed.   

DC Imm Registry   

FL Florida 
SHOTS 

Willing In the process of deploying new systems. Willing to participate once 
new systems are in place.  

GA GRITS   

GU WebIZ Willing Interested in participating but in the process of deploying new 
system.  

HI IIS Willing, In 
Process 

Very interested in participating, worked very well with team, but team 
ran out of time to integrate web service before project was 
completed.  

ID IRIS Willing, In 
Process 

Very interested in participating, system was in transition during 
testing and team did not have enough time to review before project 
was completed.  

IL ICare Participated  

IN CHIRP Participated  

KS WebIZ Willing, In 
Process 

Interested in participating and allowed use of previous IHS 
connection but had technical issues in connecting that the project 
team did not have time to resolve before the end of the project.  

KY KIR Participated  

LA LINKS Participated  

MA MIIS Willing Discussed with project team member but timing was not good, they 
are in the middle of rolling out a new system.  

MD ImmuNet Participated  

ME ImmPact2 Participated  

MI Michigan Participated  

MN MIIC Participated  

MO ShowMeVax Participated  

MS MIIX Participated  

MT imMTrax Willing Interested in participating, in the process of rolling out a new system.  
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ND NDIIS   

NE SIIS   

NJ NJSIIS Willing Technical staff were interested in project and took the test messages. 
They are in the middle of creating a new interface and so were not 
able to give results in time for this project. 

NM SIIS Participated  

NV IIS Participated  

NY CIR Participated  

NY NYSIIS Participated  

OH Impact Participated  

OK IIS Participated  

OR Alert Participated  

PA PASIIS Participated  

PA Phil KIDS 
Plus 

Participated  

PR IIS Willing Interested in participating, team sent the status check document.  

RI KIDSNET Participated  

SC IIS Participated  

SD SDIIS   

TN WIS Willing, In 
Process 

Interested in participating. Started discussions towards the end of the 
project and did not have enough time to discuss and setup access.  

TX ImmTrac Participated  

TX SAIRS Participated  

UT USIIS Willing Interested in participating but did not have staff resources to dedicate 
to project within the time frame of the project.  

VA VIIS Participated   

VT IIS Participated  

WA IIS Participated  

WI WIR Participated  

WV SIIS Participated  

WY WyIR   

 

 



INTEROPERABILITY STATUS CHECK Page 27 

 

Appendix B – HL7 Training for Immunization Information System Interface 

Specialists 

On April 11th 2013, a training session was held at the Chicago O’Hare Hilton for 17 Immunization Information 

Systems (IIS) interface specialists. The group consisted of 17 individuals, half of whom were primary software 

developers and the other half interface analysts.  

Section 1 – Training Presentation 
The training session began with a presentation to the entire group covering the following subjects: 

 Overview of IIS standards 

 Resources provided by IISSB 

 Meaningful Use and NIST Certification 

 Transport standards 

 How to read an HL7 message 

 Review of the IIS Interoperability Status Check project 

Section 2 – Exercise Introduction 
Before the meeting, the participants completed a survey to determine their technical skills and their current 

responsibilities. From the results of the survey, the group was split into two focus groups: 

 Quality Assurance: Concerned primarily with ensuring that IIS interfaces work correctly. 

 Development: Concerned primarily with ensuring that IIS interfaces are built correctly.  

The training group was told that everyone would be broken into groups of two (or perhaps three if needed) and 

that these groups would be given a technical task to complete. The development teams were told to create a 

software system or application that could process an HL7 vaccination message and return an 

acknowledgement looking for a limited set of issues in the HL7 message. The training continued by walking 

through the requirements and answering questions. 

Section 3 – Quality Assurance Break Out 
Once the assignment was explained, the quality assurance focus group spent an hour and half in a 

walkthrough of the CDC Implementation Guide. Because the group was smaller, they were able to informally 

engage with the presenter and ask questions. 

Section 4 – Development Begins 
While the quality assurance focus group covered the CDC Implementation Guide, the development focus 

group formed into four teams and began the process of developing a solution to the problem.  

Section 5 – Quality Assurance Teams Form 
After lunch, the quality assurance focus group broke into four teams and began creating their testing plans. 

The teams were given no template and were asked to create their own process, complete with example HL7 

messages to use for testing.  

Section 6 – Testing 
During the last hour of training, the quality assurance teams were assigned to a development team and asked 

to test the new interfaces. Each development team was asked to implement 30 different validation or data 

quality checks on the incoming HL7 messages, and the teams were able to complete at least half the tests.  
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Training Results 

As a result of this training, the participants were able to: 

 Understand how standards are developed nationally and how to write systems that are consistent with 

these standards. 

 How to write applications that can be easily tested by quality assurance teams. 

 How to quickly and efficiently test interfaces for compliance with current standards.  

 Learn from other professionals details of how to successfully implement and test HL7 interfaces.  

Training Feedback 

A week after the meeting, a short survey was sent out and 13 of the 17 original participants responded as 

follows:  

1. Which group did you identify with during the training? 

 
Count Percent 

 Quality Assurance 6 46% 
 Development 7 54% 
 I didn't attend meeting     
 Total 13 

  

    2. Was this training useful to you? 
  

 

Count Percent 
 Definitely 7 64% 
 Yes 5 45% 
 Somewhat 1 9% 
 Probably not     
 Definitely not     
 Total 11 

  

    3. Would you recommend this course to other professionals in the IIS community? 

 
Count Percent 

 Definitely 8 73% 
 Yes 4 36% 
 Somewhat 1 9% 
 Probably not     
 Definitely not     
 Total 11 

  

    4. What went well? 
   

    The review of the implementation guide with Robb Savage. Getting the opportunity to develop 
test plans and the HL7 message. 

For the amount of time we spent there I'm amazed we got as much done as we did. 
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Collaborating with others that aren't using the same systems and methodologies as we are. 

I enjoyed the hands-on aspect of the training. While I had worked some with HL7 development 
before, creating my own parser from scratch helped me understand the high-level process 
better. 

HL7 background was very informative and hands-on exercises "forced" us to understand 
concepts being introduced 

Meet other HL7 teams 

Very good exersise to get an HL7 parser built in a short time. Small group made it easier to get 
through a lot more material. 

It was a full day of very productive data. It was nice to learn how data quality and development 
work are inter-related and depend on each other. HL7 use case really made us think about how 
to corrupt a good message and how the development team addresses these corrupted messages. 

Overview presentation was nice. The exercise session also went well. 

I enjoyed the presentation by Nathan with Rob's input and liked the small group discussion of the 
specification document during the QA group time. I liked the knowledge that both Nathan, Rob, 
and Eric brought to the group. 

Collaborating with my colleagues around HL7 message testing and quality assurance. 

Creating a parser was interesting, and I learned a lot about how to look up info in the 
documentation. It was also good to make connections with developers from other states and 
learn what we were doing the same or differently. 

I came away with a better understanding of the HL7 messaging. Having Nathan Bunker and Rob 
Savage there was a major plus in my book. I was able to write my test plan and then have a 
developer verify the correct message displayed. Excellent conference and appreciate the 
opportunity! 

    5. What could have been done better? 
  

    Create more detailed, but generic test plans that could be used by any IIS. 

When we split into two groups the noise volume from the working developers made it hard to 
hear the speaker for the QA group. 

Longer lead time before meeting, and perhaps at least one more day would have been extremely 
beneficial. 

I would have liked more time to do development and built something more complete. Though, 
the short timeline made it a little more exciting! 

Limited options for food Maybe another day of topics 

Focus more on bi-directional interface. 

Developmers also would like to learn about Q/A and more in-depth review of HL& 2.5.1. Maybe 
instead of building a parser one can be provided so we can look at the code and logic and the 
extra time can be spent by developers on HL7 & Q/A. Thanks for putting it together!!! 
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A two-day training would have been better. Also, dev. and QA teams worked independently. I 
would be interested in knowing how the Dev. team was implementing the business rules to get 
the full picture. There should have been more time for the interaction between two teams well. 
In any case, the training was well worth the trip. I learned about some nice tools that I can now 
use to do my work better. Thanks 

It would have been better if the training were for two days so that we could elaborate more on 
the training exercises and discussions about the different scenarios of HL7 messages. 

I think that a little bit better instruction might be needed for the break out sessions. I think 
having a two-day or day and a half training would make the long trip more worthwhile. I think a 
half-day or more of presentations on MU, HL7 spec, etc... would be beneficial. Sharing what 
other States are doing might be useful as well. Maybe a more central location, say Denver or 
Dallas might be better as well, and later in the year....say mid-May to help avoid bad weather. 

I was only able to complete half of the work. 

I don't use a laptop for development at my job, and though we were asked to bring a laptop, we 
weren't told we would need development software. This was important to know ahead of time. 

2 days instead of one. Other than that, excellent conference. 

 

 


