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Welcome

All phone lines

are muted

This meeting is being recorded 

and will be posted on the 

AIRA repository



Welcome

How do I ask a question?

• There will be time allotted for Q&A following 

the presentation, to unmute your line press 

*6

• Via WebEx:

Select the chat icon next to the host 

and type question into the chat box.

Select the hand icon next to your 

name and you will be called on.



Today’s Topics

• What is currently happening across 
the IIS community re: policy 
documents?

• What key aspects should you 
consider when developing policy?

• What is the on-the-ground/in-the-
wild policy experience? 

Press *6 to unmute your line
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Today’s Policy Landscape

AIRA sent out a questionnaire to the IIS community on policy 
issues

• IIS programs were asked to submit one response per 
jurisdiction

• 50 respondents (Thank You!) representing 50 
unique jurisdictions

• Questions asked what data exchange was 
actively happening, and what policy documents 
facilitated these exchanges

• MUCH more detail will be shared at a session at 
the AIRA National Meeting



Results - Vitals

• 44 of 50 (88%) receive data from Vital Records

• Out of those 44 respondents, a variety of policy documents 
define the terms of data sharing
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Results – Health Plans/Health Payors

Do you exchange data with Health Plans/Health Payors (check 
all that apply)? 

11, 22%

30, 60%

14, 28%

6, 12%

Yes, we receive data

from Health

Plans/Health Payors

Yes, we share data with

Health Plans/Health

Payors

No Other (please specify)

0%

10%

20%

30%

40%

50%

60%

70%



Results – Health Plans/Health Payors

If yes, what policy document supports this exchange (check all 
that apply)?
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Today’s Speakers

• Jennifer Bernstein, JD, MPH, Deputy Director, 
Network for Public Health Law – Mid-States 
Region

• Heather Roth, Deputy Immunization Branch 
Chief, Colorado IIS Program Manager

Press *6 to unmute your line



IIS Policy Documents

Jennifer Bernstein, JD, MPH

Deputy Director, Network for Public Health Law

Mid-States Region



What is a law?

Law is a system of rules that are created and 

enforced through governmental institutions to 

regulate behavior by subjecting a party to criminal 

punishment or civil liability.

»Statute

»Regulation / Administrative Rule

»Executive order

»Case law



Law governs every aspect of data 

UseCollection

Sharing Protection



Variation in Law Across Jurisdictions

All levels of government have the power to enact 

laws as well as different jurisdictions, such as 

federal, tribal, state and local governments. This 

allows for a great amount of variation in legal 

frameworks.



What is a policy?

A statement of intent, effectuating a 

deliberate system of principles, meant to guide 

decisions and achieve rational outcomes. 



What is governmental policy?

Governmental policy outlines a government’s 

goals and the methods and principles the 

government will use to achieve those goals. A 

governmental policy document is not a law but 

it will often guide the implementation of a legal 

framework to achieve governmental goals.



What is organizational policy?

The collection of mechanisms, processes and relations 

by which organizations are controlled and 

operated. Governance structures and principles identify 

the distribution of rights and responsibilities among 

different participants in the organization, including 

interactions with entities outside the organization. 

Policies also include the rules and procedures for 

making decisions in organizational affairs.



Role of organizational policies

• Provide general guidance about the 

organization's mission

• Provide specific guidance toward 

implementing strategies to achieve the 

organization's mission

• Provide a mechanism to control the behavior 

of the organization



Organizational policy documents

»Memorandum

»Guidance documents

»Policy manuals

»Contracts and agreements

• DUA

• MOU

o Interagency agreement

• User agreement



What’s in a name?

»Data sharing agreement

»Data use agreement

A legally enforceable agreement that 

operationalizes the (electronic) sharing of data 

among different parties, including organizations and 

individuals, while protecting data rights including 

privacy and confidentiality rights.



What’s in a name?

» Memorandum of understanding

A legally non-binding agreement between two or 

more parties that outlines terms, scope and details 

of a mutual understanding, noting each party's 

requirements, roles, and responsibilities. It often 

avoids a lengthy contract review process and is 

therefore easier to execute.



Interagency agreement

»An interagency agreement is a document, generally 
between government agencies and/or departments, that 
defines cooperative work between them

»It is subset of MOUs specifically between two or more 
government agencies

»May be easier to enter into than other types of 
agreements

»Also be subject to state legal requirements and 
limitations in statutes, regulations, or guidelines



DUA vs. MOU
» Memorandum of understanding expresses a 

convergence of will and understanding between 

parties, indicating an intended common line of 

action

» MOU most often is used in cases where parties 

do not intend to imply a legal commitment to 

each other, but do wish to engage in an 

agreement of principle



»State law applies – variation among states

»General vs. specific authority to exchange data

»Scope of sharing: prerequisites, conditions & 

limits

»Within a state – applicability of multiple laws, need 

to harmonize 

»Variety and changing systems, manner of 

exchange, technological capability

General barriers to exchange



1. Establish facts

2. Identify law

3. Apply law

4. Establish & document terms for sharing

Your attorney should be a part of the team from 

the very beginning.

Develop a data sharing relationship



1. Establish facts

-- Data

-- Participants

-- Flow

2. Identify law

3. Apply law

4. Establish & document terms for sharing

Determining exchange authority



Apply law

»What does law allow?

»What prerequisites, conditions, limitations apply

Balance: Maximize benefits, minimize risks

»Data management and statistical controls to 

provide the most meaningful data possible while 

protecting privacy



Special Considerations for IIS

»HIPAA covered status

»State law

• Consent: affirmative, implied

• Opt-in, opt-out



»Data sharing agreements & MOUs can share 

similar terms and provisions

»Sets out legal authority, terms for sharing, 

provides for monitoring and accountability for 

compliance with terms

Establishing and documenting terms of sharing



» Parties

» Name all known parties

» Provide for the ability to add additional parties after initial agreement is operational

» Purpose

» Articulate the overall purpose of the data sharing collaboration

» Articulate each particular use of the data

DUA/MOU elements 



» Legal Authority

»General authority

» Specific authority

DUA/MOU elements 



» Communications

» Publication and dissemination of results

» Public disclosure of data, de-identification requirements

» Communication standards between parties to the agreement

» Definitions

» Any entities or elements that are unique to this data collaboration or require a 

definition for shared understanding

» Terms used within the agreement that might not have a shared meaning or 

understanding across sectors

» Naming conventions and standards for data elements

DUA/MOU elements



DUA/MOU elements 



» Data to be provided + description of data

» Elements

» Data provider, data recipient

» Frequency

» Format

» Method of exchange

DUA/MOU elements





» Privacy and security requirements

»Custodial responsibility and data stewardship practices

»Roles and responsibilities of the parties to agreement

» Permissible use, linking, sharing and disclosure

»Governing law – HIPAA, FERPA, 42 CFR Part 2, state law

» Policies and procedures for reporting data breaches or unauthorized 

disclosures

DUA/MOU elements



» Privacy and security 

requirements

DUA/MOU elements 



» Disposition of data

» Period of agreement

» Termination

DUA/MOU elements 



»Boilerplate

»Entire agreement

»Severability

»Limitations on liability

»No third party beneficiaries

»Modification

»Warranties

DUA elements (not likely MOU) 



I          LAWYERS

Jennifer Bernstein, JD, MPH

jbernstein@networkforphl.org

Thank you!
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•Overview of current data use policies and documents

•Current data use partners and structures

Outline



1) Dataset Use and Research Statutory Authority document:

• Helps programs understand how CO statutes govern their activities

• Provides a framework for programs

• Describes program-specific statutory charge

• Describes program-specific statutory reporting, confidentiality and authorized 
disclosures

• Identifies instances when individually identifying data can be disclosed under 
Department’s Public Health Authority

• Describes program-specific abilities to engage in research

Division-Level Policy Documents









2) Data Release and Linkage Policy and Procedures

• General responsibilities of program staff

• Colorado Open Records Act requests

• Requests for de-identified, aggregate or statistical data

• Requests for access to and use of confidential data

• Requests for data linkage

• Data that are reviewed in-house by an external party

• Engagement in human subjects research

• Shared list of data elements considered confidential by Department

Division-Level Policy Documents





Current Data Use Partners and Structure

Data Partner Data Exchange Document 

Type(s)

Document

Drafters

Signatories Review 

Frequency

Vital Records Daily birth and 

death 

certificate data 

to IIS

Interdivisional 

MOU

• Registries and 

Vital Statistics 

Branch 

Manager

• Deputy 

Immunization 

Branch Chief

• Registries and 

Vital Statistics 

Branch 

Manager

• Immunization 

Branch Chief

Annual

Initial MOU was 

reviewed by 

department’s 

Legal Director

Communicable 

Disease

Query interface 

between IIS and 

electronic 

disease 

reporting 

system

Intra-divisional 

MOU

• Public Health 

Informatics, 

Reporting and 

Refugee 

Branch 

Manager

• Deputy 

Immunization 

Branch Chief

• Communicable

Disease Branch 

Chief

• PH 

Informatics, 

Reporting and 

Refugee 

Branch 

Manager

• Immunization 

Branch Chief

Annual

Initial MOU was 

reviewed by 

department’s 

Legal Director



Current Data Use Partners and Structure

Data Partner Data Exchange Document 

Type(s)

Document

Drafters

Signatories Review 

Frequency

Health First 

Colorado 

(Medicaid)

• Medicaid 

enrolled 

provider data 

(for VFC 

program)

• Medicaid-

eligible

children (for 

VFC program)

• Medicaid 

immunization 

claims

• IIS data to 

support HEDIS

Interagency

Agreement 

covering various 

programs

Each public 

health program 

included in IAA

drafts its own 

section in 

collaboration 

with their 

Medicaid 

partner 

program.

• Health 

Department 

Executive 

Director

• Medicaid

Executive 

Director

• State 

Controller

Annual, unless 

an amendment 

is necessary 

during 12 month 

agreement 

period



Current Data Use Partners and Structure

Data Partner Data Exchange Document 

Type(s)

Document

Drafters

Signatories Review 

Frequency

Women, Infants 

and Children

WIC client

demographic 

data sent to IIS

Interdivisional 

MOU

• WIC Program 

Director

• Immunization 

Branch Chief

• IIS Program 

Manager

• Prevention

Services 

Division 

Director

• WIC Program 

Director

• Disease 

Control and 

Environmental 

Epidemiology 

Division 

Director

• Immunization 

Branch Chief

Indeterminate

Initial MOU was 

reviewed by 

department’s 

Legal Director



Current Data Use Partners and Structure

Data Partner Data Exchange Document 

Type(s)

Document

Drafters

Signatories Review 

Frequency

School-Based 

Health Centers

• SBHCs report 

data to IIS

• IIS generates 

biannual 

adolescent 

immunization

coverage rates 

for SBHC 

clients

• Data Use 

Agreement

• Statement of 

Work

• Confidentiality 

Agreement

• Privacy Officer

• Health 

Services and 

Connections 

Branch Chief

• Deputy 

Immunization 

Branch Chief

• Apex 

Evaluation 

(Business 

Associate of 

SBHCs)

• Health 

Services and 

Connections 

Branch Chief

• Immunization 

Branch Chief

• Apex 

Evaluation 

President

• Apex

Evaluation 

staff (Conf)

• Deputy 

Immunization 

Branch Chief 

(Conf)

Indeterminate

All DUAs are 

reviewed by 

department’s 

Privacy Officer



Current Data Use Partners and Structure

Data Partner Data Exchange Document 

Type(s)

Document

Drafters

Signatories Review 

Frequency

Child Fatality 

Prevention

• Immunization 

data for infant 

deaths from 

IIS to Child 

Fatality 

Prevention 

System to 

improve the 

quality of data 

obtained 

through child 

fatality 

reviews

• Data Use 

Agreement

• Statement of 

Work

• Confidentiality 

Agreement

• Legal Director

• Privacy Officer

• Epidemiologist

and Data 

Visualization 

Manager

• Deputy 

Immunization 

Branch Chief

• Violence and 

Injury 

Prevention –

Mental Health 

Promotion 

Branch Chief

• Immunization 

Branch Chief

• Deputy 

Immunization 

Branch Chief 

(Conf)

• Child Fatality 

Prevention 

Program Staff 

(Conf)

Indeterminate

All DUAs are 

reviewed by 

department’s 

Privacy Officer



Current Data Use Partners and Structure

Data Partner Data Exchange Document 

Type(s)

Document

Drafters

Signatories Review Frequency

Health Plans • Immunization 

claims to IIS

• IIS data to 

health plans 

to support 

HEDIS 

reporting

Letter of 

Agreement

• Deputy 

Immunization 

Branch Chief

• Health Plan 

Representative

• IIS Program

Manager or 

designee

Indeterminate

All LOA templates 

are reviewed by 

department’s Legal 

Director prior to 

implementation

Participating 

Providers and 

Schools

• Immunization 

and/or

demographic 

data to IIS

Letter of 

Agreement

• Deputy 

Immunization 

Branch Chief

• Provider/School 

Representative

• IIS Program 

Manager or 

designee

Indeterminate

All LOA templates 

are reviewed by 

department’s Legal 

Director prior to 

implementation



Questions, Comments, Discussion?

?



Questions, Comments, Discussion?

How do I ask a question?

• To unmute your line press *6

• Via WebEx:

Select the chat icon next to the host 

and type question into the chat box.

Select the hand icon next to your 

name and you will be called on.



Thank you to our presenters, and 
thanks to all of you for joining us! 

A brief evaluation survey will be sent out 
following this webinar

The next Discovery Session will be August 26th at 
4pm ET


