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Recommendations

 Online Registration Tool
 HL7 Message Format/Structure Pretest
 Project Tracking Tool
 HL7 Message Content Validator
 HL7 Data Quality Analysis Testing
 HL7 Feed Monitoring



Online Registration Tool

Recommended Attributes:  Registration Tool  
iSIIS Vision™ 

Meets 
Recommendation

Should provide an interface that is accessible externally to providers/vendors

Captures facility details (facility name, address, etc.)

Captures facility/org contacts (names, phone number, email, etc.)

Captures EHR details (vendor, product/version, vendor contact info, etc.)

Includes electronic signing of required forms if applicable or as allowed by jurisdictional law/policies

Includes questionnaire-type questions (system capabilities, type of interface requested, connection method, type of 
practice, number of doses administered, facility client profile, ability to capture required fields, etc.)

Should be stored in a searchable format

Should have the capability for electronically transferring the information into other IIS/onboarding tools (tracking tool, 
provider profile, etc.)
Could utilize appropriate triggers in the registration workflow to improve efficiencies and automate other onboarding 
actions (e.g., welcome email, creating a ticket in the tracking tool, etc.)

Tool should be integrated into each IIS’s individual onboarding workflows



Online Registration Tool



Creates Searchable Profile
Links Site to EHR Vendor
Identifies EHR-S and Contact
Links Site to HIE (if applicable)

Links Site to other Reporting Hub (if applicable)

CIIS Online Registration Tool



 Online Form Submission
 Electronic Signature
 Stored as PDF with Profile
 Easily accessible by Site and IIS
 Initiates site IIS Approval
 Initiates onboarding workflow



Online Registration Tool

Data Quality
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HL7 Message Format/Structure Pretest

 Step-by-Step Defined Process
 Instruction-based
 Task-based
 Controlled process
 Aligns with IIS Onboarding Project
 Adds Continuity to Workflow



HL7 Message Format/Structure Pretest

Recommended Attributes:  HL7 Message Format/Structure Pretest
iSIIS Vision™ 

Meets 
Recommendation

Offered as a self-service tool to providers/vendors

Provides guidance on constructing an appropriate HL7 message

Provides ability to submit and assess a sample HL7 message for proper segments (parsing)

Provides ACK feedback on the submitted message

Customized to meet any jurisdiction-specific requirements

Provides minimum/core test scenarios and expected results



Online Pre-Testing Tool

 Self-Serve 
 Accessible by Site
 Accessible by linked EHR Vendor
 Accessible by linked Reporting Hub
 Enforces to CDC 2.5.1 Guide
 Enforces Local Jurisdiction Requirements
 Initial Message Content validation
 Supports VXU & QBP validation
 Discriminates b/n Administered vs. Historical
 Immediate feedback



Online Pretesting Tool

Pretesting is automatically 
logged and monitored.

Determines eligibility to 
ensure EHR and Site are ready 
to actively participate in the 
interface project with CIIS 
Staff.  

Colorado requires at minimum 3 historical and 10 administered 
messages pass validation without error prior to moving forward in 
the onboarding process.



Transition from Wait List to Active Onboarding
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Benefit to Self-Serve HL7 Pretesting

After implementation, 
Colorado successfully 
transitioned over 50% of their 
waitlist to active engagement 
in less than 7 months.



Online Pre-Testing Tool Usage

Metric Count

1. Total HL7 validations performed 7,503 Messages

1,283,713 Validations

2. How many providers completed onboarded 1721
3. How may EHR companies have enrolled 48
4. How many EHR Vendor Users have enrolled 99
5. How many provider have enrolled in IIS 1191
6. How may provider site/group users have enrolled 1568



Project Tracking Tool

Recommended Attributes:  Project Tracking Tool  
iSIIS Vision™ 

Meets 
Recommendation

Typically used as an internal resource for the IIS program

Provides a master dashboard for the status of each active onboarding “project” that can be viewed by all internal team 
members

Ability to create a unique tracking project for each active onboarding entity

Ability to move the project through each of the various onboarding phases

Ability to define jurisdiction-specific onboarding phases (e.g., forms completion, connectivity testing, validation 
testing, preproduction)

Ability to assign projects to internal team members when action is needed

Ability to document actions, communications, and milestones for each project/provider

Includes ability to securely post project-related documents and screenshots

Includes ability to generate automated emails

Provides a historical record of all production interfaces



Standardized Interface Project

Interoperability 
Coordinator

Data Interface 
Specialist

Data Quality
Coordinator

Hospitals

Physician Offices

Medical Groups

Stakeholders

HIE & IDNS

EHR Vendors

CIIS Staff

TRANSPARENT INFORMATION EXCHANGE ADDS CONTINUITY TO PROJECT



HL7 Message Content Validation
Recommended Attributes:  HL7 Message Content Validation

iSIIS Vision™ 
Meets 

Recommendation

Historically used as an internal resource for the IIS program

Should be available to providers/vendors through an outward-facing user interface

Meets CDC HL7 Implementation Guide53 and Addendum54 standards

Customizable to meet jurisdiction-specific HL7 implementation guidance requirements

Provides support for volume assessment of in-bound VXUs from an EHR test or production environment

Provides user interface to review ACKs for submitted messages

Ability to drill down into message (parsing) for troubleshooting selected messages

Ability to drill down into ACK detail for troubleshooting

Ability to filter on specific segments or values within segments

Ability to assess population of required technical elements—expected percentage and actual percentage

Includes support for other data validations

Provides minimum/core test scenarios and expected results



Incoming 
Data Submission

CIIS Real-Time ACK Monitoring
OnBoarding
• Generates CIIS Clinic Code (IIS Site ID)
• Generates Prefilled SOAP WSDL for CIIS Test
• Monitors & Confirms Test Connection
• Sets & Confirms Pass Rate to begin Pre-Production
• Generates Prefilled SOAP WSDL for CIIS Production

Production
• Monitors CIIS Production Interface
• Monitors Submission Frequency
• Monitors Error and Rejection Rate
• Monitors Query Frequency

Meaningful Use
• Monitors Ongoing Submissions
• Monitors Bi-Directional Exchange

Data Interface 
Specialist

Real-Time
ACK Monitoring

Error/ Rejection Dashboard

Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 
Site_Name ER_Rate% 

Test WSDL

Production WSDL

Interface Down Alerts 

MU Report Card

Error/Reject Report



CIIS Real-Time ACK Monitoring



HL7 Data Quality Analysis Testing

Recommended Attributes:  HL7 Data Quality Analysis Testing
iSIIS Vision™ 

Meets 
Recommendation

Typically used as an internal resource for the IIS/immunization program

Assesses whether required fields are populated with valid info (correct codes)

Ability to assess population of required programmatic elements— expected percentage and actual percentage

Includes inventory management/decrementing verification

Provides end user data quality report(s) for providers and other onboarding partners

Ability to automate report generation based on predetermined criteria

Includes support for other data validations

Could possibly be combined with HL7 Message Content Validation



Incoming 
Data Submission

CIIS Real-Time Data Quality Monitoring 

Real-Time Data Quality Monitor
• Identifies sites for 6 Month DQ Review

• Provides Proactive Data Quality Alerts
• Prioritizes Providers  for Data Quality Review
• Provides MSG drilldown detail 

• Provides Data Quality Reporting 
• CIIS Data Quality Coordinator
• Provider Site
• Medical Group

Meaningful Use
• Monitors Prioritized Data Element Submission

• For example: NDC

Data Quality
Coordinator

Real-Time
Data Quality Monitor

DQ Monitor Dashboard

Site_Name DQ_Rate% 
Site_Name DQ_Rate% 
Site_Name DQ_Rate% 
Site_Name DQ_Rate% 
Site_Name DQ_Rate% 
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Site_Name DQ_Rate% 

DQ Alerts to CIIS/Site

Shared DQ Reports

Prioritized Assessments

MU Report Card

DQ Intervention



HL7 Feed Monitoring

Recommended Attributes:  HL7 Feed Monitoring
iSIIS Vision™ 

Meets 
Recommendation

Can be used as an internal resource for the IIS program or external resource for EHR vendors and/or providers

HL7 stats monitoring—volume of messages coming in, number and type of ACKs

Should track Query/Response in addition to VXUs

Ability to drill down to org-level, facility-level, etc. performance

Ability to automate report generation or alerting mechanism based on predetermined criteria



CIIS Real-Time Data Quality Monitoring 

 Cyclical Review
 Sites queued for 6- month 

review

 DQ Projects
 List of current projects

 DQ Alerts
 Sites needing intervention 

with Data Quality Rate 
dropping below acceptable 
level



CIIS Real-Time Data Quality Monitoring 
Message Drill Down

 Received Message
 Corresponding ACK
 View issues

Immunization Report
 Completeness
 Accuracy

Patient Report
 Completeness

VFC Report
 VFC Specific Completeness

Timeliness
 Administered vs Reported

Validation Summary
 Annual Trendline summary of each metric



Overall Onboarding Timelines
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Thank you!

Kim Gulliver, MS
CIIS Interoperability Unit Supervisor

Colorado Department of Public Health and Environment
Kim.Gulliver@state.co.us

(303) 692-2644

Darrin Rosebrook
Managing Director

AMCI Health Informatics
drosebrook@amciweb.com

(614) 390-4808
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