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Question & Answer

How do | ask a question?

There will be time allotted for Q&A
following the presentation.
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MIROW 101

*Modeling of Immunization
Registry Operations Workgroup

(MIROW)

*MIROW goals:
-Developing a best practice BEST PRACTICE
operational improvement PROCESS
guidebook

*Promoting the implementation of
best practices in the [IS community




MIROW Best Practices
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Ok, Maybe More Like



https://www.carmax.com/articles/best-minivans

What You Feel
Like You Have
Time to Do
NOow...



https://www.amazon.com/Little-Tikes-Cozy-Coupe-Anniversary/dp/B001NQHN7S

"A good plan today is
better than a perfect
plan tomorrow.’

— (George S. Patton




A Few Basics




Business Continuity Plan

The documented procedures
that guide organizations to
mitigate the impact of a
disruption and to respond,
recover, resume, and restore
to a predefined level of
operation following

disruption.*
* Adapted from ISO 22313:2012(E), Societal security — Business continuity management systems — Guidance <§




Business Continuity Management System

“a part of an overall
management system that
establishes, implements,
operates, monitors, reviews,
maintains, and improves
business continuity.”




Developing a business continuity plan and a system to manage business
continuity offers several important benefits:
® Improved management of disruptions and speedy recovery
® Better understanding of the IIS program’s operations and processes
® Sustained institutional knowledge about business continuity for the

IIS program
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What and
When

Business function

*Essential business
function

*Business impact
analysis

*Time frames




Why

*Threat assessment
*Risk assessment




HOW

Risk mitigation
strategies

*Business continuity
options




Plans are Worthless, but Planning is Everything.
- Eisenhower




Three Quick Tips



PLANNING FOR

INFORMATION

DECEMBER 2019

—

1) Learn the Basics

*Read Business Continuity Planning
for Immunization Information System
Programs

*Not enough time? Read the mini-
guide

Don’t like to read? Watch the
webinar

*All these resources are available in
the AIRA repository



https://repository.immregistries.org/resource/business-continuity-planning-for-immunization-information-system-programs/
https://repository.immregistries.org/resource/business-continuity-planning-for-immunization-information-system-programs/
https://repository.immregistries.org/resource/aira-discovery-session-business-continuity-planning-for-iis-programs/

Or Let the
Process

Chapter
Guide You

O

TASK 3:
PERFORM BUSINESS IMPACT ANALYSIS

Steps related
to Tml: 3 :
[Jetern'une v Document Selected

Potential Essential Essential Business 3.4.1
Business Functions Functions

4 Identify Resources
¢ for Selected Essential
: Business Functions

|dentify Identify
Business Upstream
Functions DEIJEHUPHGE‘S S,
: : : Assign Critical 3.4.2
Time Frames
INPUTS

* Documnents to support the identification of business functions that the lIS program supports
(e.g., IS strategic plan, 115 Functional Standards™)

DESCRIPTION

Task 3 provides a step-by-step process for performing a business impact analysis to identify
essential business functions and time frames related to resumption of the function. A description
of business impact analysis is provided in Planning Activities: Concepts for developing a business
continuity plan in Chapter 2.




5.0

: Determine Risk Mitigation Strategies, Business
Time to plan : Continuity Options, and Resumption Considerations

continaity ; z 2) Modity
= o = the Process
0 seeced Essentsl e to Fit Your

Nelelels

Initiate Business Business Continuity Plan
Continuity Plan Functions : ,

EIf : : :
i approved If updates : If
Tequirec ; . Spproved

2.0 3.0 e

Review Threats | Perform
for Organization Business
Overall Impact Analysis




I This appendix contains a checklist of milestones for a project timeline and high-level

activities that are part of the business continuity planning process.

Step 1.5 in Chapter 3 gives more information about how to incorporate these milestones intc a
business continuity project charter.
O Create a project team.
O Conduct background research on existing plans and legal, regulatory, and policy impacts.
O Draft a project charter.
[ Obtain leadership approval to begin development of business continuity plan.
Review threats for the organizatien.
|dentify business functions of 115,
Determine and document selected essential business functions.
Assess risks for selected essential business functions.
Determine risk mitigation strategies for resources of selected essential business functions.

Identify continuity options for selected essential business functions.

Ooooooaoan

Weigh value factors to decide which risk mitigation strategies and business continuity
options to implement.

O !dentify resumption considerations.

O Decument the business continuity plan.

[0 Obtain approval of the business continuity plan.

O Conduct training and education for saff involved in response.

O Ensure regular exercising and review of the business continuity plan.

Take Advantage of the A

APPENDIXH EXAMPLE OF SELECTED
ESSENTIAL BUSINESS
FUNCTIONS IDENTIFIED BY
THE WORKGROUP

I As described in Task 3in C
a business continuity plan is to perform a business impact analysis.

O

Business impact analysis is the process of analyzing IS program operational functions and the effect

3 of the quide, one of the steps in development of

that a disruption might have upon them. The purpose of a business impact analysis is to determine
the essential business functions of the |15 program and prioritize essential business functions to
focus business continuity planning. The Business Continuity Workgroup (see / dix V for list of

participants) went through the process described in Task 2 in Chapter 3 to identify a list of selected

essential business functions.

METHODOLOGY

The small group developed a proposed list of IS
program essential business functions based on:
® Review and analysis of II5 Functional
Standards
® Feedback from the MIROW Steering
Committee
® Feedback from IS community volunteers
who responded to a survey and/or a
telephone interview
¢ Consideration of upstream dependencies

(Step 3.3 in Chapter 3

and Appendix )
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/i Information and data

et
0-@- fechnology

Communication Systems
~ Building/Worksite
by ! r
_’Q‘_ Utilities
[

Resources by category: vaccine ordering capability

RESOURCE TYPE SPECIFIC RESOURCE(S)

accine coordinator and backup at provider site
Awardee ordering staff and backup

Provider's order

Supporting information from provider

Required VTrekS files {orders, inventory, provider
master data)

Shipment information
Provider's computer
Ordering staff's computer
s

EHR

VTrckS

Internet

Provider facility

1IS program facility

Flectricity

pendices




Thank you for your time!

Miriam Muscoplat - miriam.muscoplat@state.mn.us
Beth Parilla - bparilla@immregistries.org
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Standard Operating Procedures:

!|- Development & Management for IIS Programs

September 2020




iWhat are SOPs?

= Standard Operating Procedures (SOPs) are written
documents or work instructions that detail all of the
steps involved in a procedure or process.

= SOPs distinctly define the roles and responsibilities of
staff by proving descriptions of who does what and
when, allowing for accountability and consistency
throughout the workplace.

HN
Consulting...
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iPoIicies vs. Procedures
|

Policies Procedures
= Are general in nature = Identify specific actions
= Identify rules = Explain when to take actions
= EXxplain: = Describe alternatives
= Why they exist = Shows emergency procedures

= When the rule applies
= Who it covers
= How the rule is enforced

= Describes the consequences

= Give examples as needed

HN
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iWhy Develop SOPs?

= Systematizes processes and documents them.

= Allows staff to clearly understand their roles and
responsibilities.

= Provides consistency in day-to-day operational activities.

= Allows for maintenance of accurate, relevant and current
SOPs.

= Helps identify potential staffing needs or redundancies
= Simplifies employee training.

29
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Roles & Responsibilities

SOP Steward
(optional)

Reviewer(s)

Responsibilities

[

[
[]
[]
[]
]
[]
| ]
[]

[ B

Works with Owners to ensure SOP development/revision according to established
timelines

Manages central repository of SOPs, including publication of completed SOPs

Ensures version control of drafts and final SOPs

Responsible for ongoing maintenance of SOP Inventory and central repository
Responsible for overall management of assigned SOP(s)

Initiates the annual review process

May be the Author or assign an Author

Ensures appropriate review is complete prior to SOP publication

If no Policy Steward is assigned, Owner is responsible for publishing SOPs to the central
repository and updating the CT SOP Inventory

Drafts the SOP

Distributes as needed for review/comment and revises based upon feedback received

Reviews and provides input to the Author
Conducts final review and publishes to centralized repository

30
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		Role

		Responsibilities



		SOP Steward (optional)

		· Works with Owners to ensure SOP development/revision according to established timelines

· Manages central repository of SOPs, including publication of completed SOPs

· Ensures version control of drafts and final SOPs

· Responsible for ongoing maintenance of SOP Inventory and central repository



		Owner

		· Responsible for overall management of assigned SOP(s) 

· Initiates the annual review process 

· May be the Author or assign an Author 

· Ensures appropriate review is complete prior to SOP publication

· If no Policy Steward is assigned, Owner is responsible for publishing SOPs to the central repository and updating the CT SOP Inventory



		Author

		· Drafts the SOP 

· Distributes as needed for review/comment and revises based upon feedback received



		Reviewer(s)

		· Reviews and provides input to the Author



		Publisher

		· Conducts final review and publishes to centralized repository








i Role of SOP Steward

= Lead staff person who coordinates SOP process:

= Works with Owners, as needed, to ensure SOP
development/revision according to established timelines.

= Ensures consistent methodology for the development and review
of policies and procedures.

=« Maintains an index of all active, in-progress and future SOPs (CT
SOP Inventory).

= Ensures periodic (e.g., annual) SOP reviews are conducted.
= Manages central repository

= SOP version control
= Appropriate archival of previous SOP versions

= Ensures staff awareness — SOP template, formatting standards,
etc.

HN
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SOP Management Process Flow

1.0
SOP need
identified

1.1
Input to SOP
Inventory by
Steward or Owner

2.0
Owner drafts or

assigns Author

2.1
Author drafts and
distributes for
review

Final
Version

Notes:

* SOPs are collaboratively created, reviewed and revised using
Track Changes feature in MS Word.

* Maintain version control by adding the date to the file name.

e Use a central repository to simplify access to SOPs and ensure
everyone is working off the same copy.

3.1
Update SOP
Inventory

3.0
Final approval and
E
YES publish to central
32 repository
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SOP Development Process

Why is it needed? What is

the objective?
Scope & )
Purpose
Annual review: Review & Audience & Who is it for?
What's changed? Update o Authors Who should draft?

Development

Usree;i:ittrg:;z ed Publish & What steps are
' Train & Finalize ead?
Ensure comprehension. ) required:

Test & Revise

Implement.
What needs to be changed?

HN
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i Document Version Control

= Use version 0.1, 0.2, 0.3, etc. until document approved
= After approval, version becomes 1.0

= Subsequent changes become version 1.1, 1.2, 1.3, etc.
= Major changes become version 2.0

HN
Consulting...
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SOP Process Challenges & Solutions

Challenges Solutions

Prioritization among other
pressing activities

Owner establishes timeline, including
deadlines for drafts and review

Limit review to most critical staff

Team review

*Use standard nomenclature to track

Version control o : .
revisions and final version

*Review template and expectations with
staff

1111

Consistent use of template

*SOP Steward can help with this!
HN

Consulting...



iContact Information
|

Kelly F. McDonald, MPH
Senior Business Analyst, HLN Consulting
541-419-0136
kellym@hln.com

HN
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[IS System Requirements
A resource for your procurement,
planning, and development efforts

AIRA National Meeting Webinar
September 8, 2020

prm ""
o W ® i

Public Health
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Outline and speakers

1. Why this project: issues and
opportunities

Beth Cox, MS
Public Health Analyst,
CDC/NCIRD/ISD/1ISSB

2. Project approach and artifacts

3. How you can use the requirements

4. Next steps and acknowledgements

Erin Roche, MPH, MS, CPH
Senior Informatics Analyst,
Public Health Informatics Institute (PHII)
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Why this Project:
Issues and Opportunities



CDC-sponsored project to assist programs with
procurement

Objective: Develop a baseline set of functional and non-functional
system requirements, as well as sample IT support service
expectations, for immunization programs and IIS to use in system or
module procurements.

40



Multiple stakeholders spend time documenting
similar requirements
« The IS Data Quality Blueprint, IIS Functional Standards, and AIRA best
practice documents guide IIS operations

« Requirements further specify: “How should the system support
task/activity X?”

« Programs spend duplicative effort answering this question in similar ways

« Analysis of program requirements revealed variation in terminology,
presentation, and depth despite speaking to common needs

41



Requirements are challenging

« Breadth of requirements for IS

« Resource intensive and time-
consuming for staff and other
stakeholders involved

. Involves elucidation, documentation,
and validation processes

« Limited access to business analysts

High-quality requirements

N2 2 2 I

Unambiguous
Complete
Singular
Feasible
Necessary
Measurable

42



A national requirements set serves as a shared
community resource

Clarifies what 1IS technology must do and how it must operate to support
1IS Functional Standards and stakeholder needs now and into the future

Provides a common language to articulate core functions and capabilities
Facilitates discussion and awareness of current and future IS needs

Serves as a communication vehicle for programs and their IIS implementer

43



Project Approach and Artifacts:
IS Functional Model, Requirements Workbook



Requirements were drawn from past program
solicitations and validated by program
representatives

Requirements Requirements Refinement Requirements
Collection and Prioritization Validation and Feedback
Functional Standards and
IPOM Deduplicate, O  Program staff
refine, and
! identify priority O Vendors/ software
requirements developers
Potential requirements

Awardee requirements

[ Refined requirements L Baseline requirements }




Requirements are identified across nine core
functions and six non-functional attributes

IIS Functional Model

Draft: September 8, 2020

Functions and capabilities

Administer System

Hierarchy
configuration

System
configuration

User roles &
permissions

System alerts

Manage Users
e User search

e Add, edit, inactivate
user

e Authentication &
authorization

e Password
management

Ensure Data Quality

s Patient matching &
deduplication

e Vaccination event
matching &
deduplication

Manage Organizations
& Facilities

Organization/facility
search

Add, edit, inactivate
Organization/facility

VFC/vaccine program
enrollment

Organization/facility
outreach

Provide Data Access
e Standard reports

e Ad hoc gqueries &
reports

e Print/fexport reports
e Consumer access

Evaluate & Forecast

e Clinical decision
support

¢ Reminder/recall
e Coverage reports

Support Interoperability

e Onboarding
s Interfaces
e Data Exchange

Manage Patient &
Immunization Records

e Patient search

s Add, edit patient
demographics
Patient status
Patient consent
Add, edit patient
immunization
Print/export record
Mass vaccination

Manage Vaccine
Inventory

# Vaccine inventory
search

o Add, edit vaccine
inventory

Vaccine ordering
Review/approve order
Vaccine decrementing

Vaccine inventory
reconciliation

» Vaccine transfer
# Vaccine wastage
e Vaccine expiration

Non-functional
attributes

Performance

Usability

Reliability

Security

Maintainability

Portability

46



An RTM workbook includes requirements organized
by function, capability, and non-functional attribute

Immunization Information System Baseline Requirements DRAFT, version 0.5, last updated 8/24/20

This requirements traceability matrix (RTM) contains draft baseline functional and nonfunctional requirements for an immunization information system (IIS). The requirements clarify minimum
expectations for what IIS technology must do and how it must operate to support IIS Functional Standards and programmatic and immunization stakeholder needs. The functional requirements
describe intended behaviors of an IIS system to support business processes and tasks, by function and capability. The nonfunctional requirements convey technical requirements related to how a

system must operate, by attribute and sub-characteristic. An embedded IS Functional Model presents a visual depiction of the core functions, capabilities, and attributes of IS and serves as a
companion to the requirements.

This RTM is intended to be used by Immunization Programs as a starting point for the procurement of an IIS platform, module, or enhancement. The RTM should be used throughout the system
development life cycle (SDLC) to ensure requirements are met in a final product or system. Immunization programs and IIS may also use the 1IS Functional Model and the requirements within this
RTM to help assess and identify gaps in current IIS functions, capabilities, and technical quality and provide a roadmap for future development within or across jurisdictions.

Contents

Guidance: Use of the RTM Step-by-step guidance and helpful hints/notes for using the RTM as part of a procurement process.

Version History History of versions and summary of changes.

Functional Mode Draft 1S Functional Model (FM), a visual depiction of IIS functions and capabilities and attributes.

FM Descripti Descriptions of the |IS Functional Model functions and capabilities and attributes; also provides an indication of total requirements by function.
RTM Format Description of how the RTM is structured for presentation of the requirements.

Requirements by Function/Grouping:
Admin System Requirements related to the function: Administer System
Manage Orgs Requirements related to the function: Manage Organizations and Facilities
Manage Users Requirements related to the function: Manage Users
Interop Requirements related to the function: Support Interoperability
Data Quality Requirements related to the function: Ensure Data Quality
Eval Forecast Requirements related to the function: Evaluate and Forecast
Manage Pt |z Record Requirements related to the function: Manage Patient and Immunization Record
Manage Vaccine Inventory Requirements related to the function: Manage Vaccine Inventory
Data Access Requirements related to the function: Provide Data Access
Nonfunctional Technical requirements across key attributes
Glossary List of terms used in requirements and their definitions.

This RTM was developed by the Public Health Informatics Institute, in partnership with AIRA and CDC and with financial support from CDC under Cooperative Agreement number 6-
NU380T000316.

47



Requirements are singular, prioritized, and include

defined terminology

Function: Manage Users

DRAFT, version 0.5

+
1]

Admin System ~ Manage Orgs ~ Manage Users ~ Interop ~ Data Quality ~ Eval Forecast ~

Priority: E, O
Capability Requirement: The 1IS must/should have... (essential, optional)
User Search ability for jurisdictional admin to search for user accounts by user-defined criteria E
User Search ability for jurisdictional admin to view all user accounts E
User Search ability for organization admin to search all user accounts associated with their organization E
User Search ability for organization admin to view all user accounts associated with their organization E
User Search ability to sort users by user defined-criteria 0
Add, Edit, Inactivate User ability for admin to manage user accounts E
Add, Edit, Inactivate User ability for admin to add new users E
Add, Edit, Inactivate User ability for admin to modify user accounts E
Add, Edit, Inactivate User ability for admin to inactivate user accounts E
Add, Edit, Inactivate User ability for jurisdictional admin to inactivate multiple accounts in one transaction 0]
Add, Edit, Inactivate User ability for organization admin to inactivate user accounts associated with their organization E
Add, Edit, Inactivate User ability to store reason for inactivation of user account E
Add, Edit, Inactivate User ability for jurisdictional admin to reactivate an inactivated account E
Add, Edit, Inactivate User ability to electronically notify a user that their account is locked (inaccessible) as per 0
jurisdictional security policy
Add, Edit, Inactivate User ability to electronically notify a user that their account is inactive 0]
Add, Edit, Inactivate User capture clinician activity status (out of state, loss of certification, change of practice status, o]
other)
Add, Edit, Inactivate User ability for jurisdictional admin to assign a role to authorized users E
Add, Edit, Inactivate User ability for organization admin to assign a role to authorized users within their organization E
Authentication & Authorization | ability to authenticate user E

Manage Pt Iz Reco

48



How You Can Use the
Artifacts and Requirements



Use these requirements in procurement solicitations

. The RTM provides essential 1IS
requirements to include in a
solicitation, whether for a
platform or a module adoption

. As needed, add requirements to
support jurisdictional laws and
program policies

Benefits

e 3

Higher return on technology
investments

Decreased frustration and stress for all
involved

Reduced misunderstanding in
communication

Ensure priority needs are met

50



Use the IIS Functional Model and
RTM/requirements in program planning and

operations

. Assist in the identification of priority enhancements, within a
program or across a vendor consortium

. Support and inform system testing

. Assist in the orientation of new staff and other stakeholders to IS
technology

51



Next Steps



Engaging vendors for their review and feedback is
the next step in the project

. Goal is to ensure that vendor representatives clearly understand
the requirements

. A shared understanding is critical to meaningful solicitation
response

53



Materials are expected spring 2021; reach out if you
have a more immediate need

. Beth Cox, CDC/NCIRD/ISD/IISSB
mcox@cdc.gov

. Erin Roche, Public Health Informatics Institute (PHII)
eroche@phii.org

54
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Questions?

* Join us on Mentimeter!
www.menti.com

 Usethecode:4441723
« Submit your questions

« Scroll and vote (17 ) for the
guestions you want answered

« Oryou can still click the chat icon
(¢ )) to submit a question in

WebEx
AN
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Week /: Global Perspectives

—T'm

Tuesday, September 15, 2020,3 -4 p.m. ET

Data Analytics to Demonstrate the Added Value of EIRs in 3

Countries
® Emily Carnahan, MPH, PATH

Digital Immunization Registry in Pakistan: Insights from Big
Data Analysis
® Subhash Chandir, MPH, PhD, MD, IRD Global

Coverage and Timely Vaccination Against DTP in Chile: An
Analysis Using EIR
B Ignacio Castro, University of Chile, School of Public Health
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