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Agenda

• What is the IZ Gateway

• Why do we need the IZ Gateway

• How do we implement this in the IIS

• Onboarding



What is the IZ Gateway

• The Immunization (IZ) Gateway is a data exchange 
hub that enables efficient data exchange between 
critical immunization information systems across 
the nation. (1)

• (1) https://www.cdc.gov/vaccines/covid-
19/reporting/iz-gateway/information-sheet.html

https://www.cdc.gov/vaccines/covid-19/reporting/iz-gateway/information-sheet.html


Fully Connected Topology

6 IIS

15 Unique Production 
Connections

• URLs/Credentials
• HL7/Batch/Flatfile
• SFTP/Blob/SOAP/Rest

30 Unique Production 
and Test Connections

62 IIS
1,891 Unique Production Connections
3,782 Unique Production and Test 
Connections



Star Topology

6 IIS
6 Unique Production 
Connections
12 Unique Production and 
Test Connections

62 IIS
62 Unique Production 
Connections
124 Unique Production 
and Test Connections

No exchange of URLs, custom credentials, custom files, etc.



Why do we need the IZ Gateway

• Provides a standardized approach for IIS-to-IIS 
exchange

• Provides a single connection for Federal Partners
• Veteran Affairs
• Federal Bureau of Prisons
• etc.

• Allows one or more IIS to keep shared patients and 
immunizations in sync with each other in near real time



How to call the IZ Gateway

• Dev - https://dev.phiz-project.org/IISHubService
• Prod - https://prod.phiz-project.org/IISHubService

• HL7 2.5.1
• QBP - Query message
• VXU - Update message

https://dev.phiz-project.org/
https://dev.phiz-project.org/


Terms - CDC WSDL

HIMSS Immunization Integration Test Suite – SOAP Envelope
https://hl7v2-iz-cdc-testing.nist.gov/iztool/#/soapEnv

https://www.cdc.gov/vaccines/programs/iis/technical-
guidance/soap/downloads/transport-specification.pdf

https://hl7v2-iz-cdc-testing.nist.gov/iztool/#/soapEnv
https://hl7v2-iz-cdc-testing.nist.gov/iztool/#/soapEnv
https://www.cdc.gov/vaccines/programs/iis/technical-guidance/soap/downloads/transport-specification.pdf


Terms - IZ Gateway WSDL

• IZ Gateway WSDL includes the parameters in the 
CDC WSDL and the following

Source: IZ Gateway WSDL Formal Specification
CDC Awardee Sharepoint Site



Terms - Certificates

• Can be used to trust a site (server)
• Can be used to encrypt communications with a site
• Can be used to verify your identity (client)

• https://tldp.org/HOWTO/SSL-Certificates-
HOWTO/x64.html

• https://www.websecurity.digicert.com/security-
topics/client-certificates-vs-server-certificates

https://tldp.org/HOWTO/SSL-Certificates-HOWTO/x64.html
https://www.websecurity.digicert.com/security-topics/client-certificates-vs-server-certificates


Certificate Tips

• Start this process early.  
• You need to get some paperwork notarized before you 

can signup in Digicert
• From Digicert you can submit a Certificate Signing 

Request (CSR)

• Certificates expire after 12 months.  
• Try to submit requests for development and production 

client certificate at the same time.



DestinationId + 

Source: Technical Specifications for Immunization Information Systems (IISs) 
to Exchange Data via IZ Gateway

How to call the 
IZ Gateway



How to call the IZ Gateway –
Step1 - Problems

Client certificate may be expired or permissions lost
Client must trust SSL certificate
IZ Gateway may be down
IZ Gateway server certificate may be expired

Faults
Destination ID is not registered
Unable to invoke destination IIS

• Destination IIS SSL certificate
• IZ Gateway account issues
• IZ Gateway user can not send 

for the facility yet

Source: Technical Specifications for Immunization Information Systems 
(IISs) to Exchange Data via IZ Gateway



Help diagnose with multiple points of 
failure



Alert on pinpointed failure



Outside of scope
• There are HL7 Message specific changes for IIS-to-

IIS exchange
• All Immunizations are passed as historical

• RXA-11.4 is left empty (Administered At Location.Facility)
• Each IIS determines their own facility code

• Registry Facility Code appears in MSH-4 (Sending Facility)
• If two IIS are state registries, the IIS being called is 

assigned the Patient Identifier type of State Registry (SR)
• Not all registries are State Registries.  Ex. Philadelphia

• Etc.

For the complete list see “Immunization (IZ) Gateway HL7 
Implementation Guide”



How to receive messages from 
the IZ Gateway
1. Provide the IZ Gateway the URL to your CDC 

WSDL

2. Create a single IZ Gateway username/password

3. Setup the destination IIS and THEIR facility code 
in your IIS

4. Assign which facilities the IZ Gateway is allowed 
to send for



Manual Query – Demo

• Video
• Screen Shots



Manual Query – Demo (VID)


Captured with Snagit 13.1.7.8036  
Microphone - Headset Microphone (Plantronics Savi 8200 Office Series)






Manual Query – Demo (Screen Shots 1/6)
If address exists in partner jurisdiction



Manual Query – Demo (Screen Shots 2/6)
If patient has had a physical address in more than one 
partner jurisdiction



Manual Query – Demo (Screen Shots 3/6)
More than one patient match



Manual Query – Demo (Screen Shots 4/6)
Single patient match – Select Immunizations



Manual Query – Demo (Screen Shots 5/6)
Single patient match – Select Immunizations



Manual Query – Demo (Screen Shots 6/6)
Single patient match – Import Immunizations Confirmation



Manual Query - Flows



Manual Query - Summary

• Pros
• Provides user control over decisions
• Makes IIS-to-IIS testing easier

• Cons
• More flows = More work
• Can be redundant



Automated Exchange





Vendor Tip - Templates



Automated Exchange - Jobs



Tips
• Running the exchange during standard business 

hours to help avoid scheduled downtime

• Transform a single patient match RSP (Query 
Response) into a VXU to import the data from the 
query results





Ability to manage all aspects of working with the IZ Gateway with-in the registry



Logging

• Have a clean way of identifying IZ Gateway traffic 
for reports, etc.



Identify IZ Gateway Traffic



Onboarding

• Published Document: IIS to IIS Exchange 
Onboarding Checklist and Test Plan



Onboarding Tips

1. If you have a queue initially populate it to give 
your partner IIS an idea of what to expect

2. Send just one or two messages of both VXU and 
QBP to verify everything is working

3. Send a small chunk of messages to check for HL7 
message context issues

4. Gradually progress up to a full historical exchange
5. Turn on the real time interface



Q&A


	Understanding the IZ Gateway and how to implement it within your IIS
	Agenda
	What is the IZ Gateway
	Fully Connected Topology
	Star Topology
	Why do we need the IZ Gateway
	How to call the IZ Gateway
	Terms - CDC WSDL
	Terms - IZ Gateway WSDL
	Terms - Certificates
	Certificate Tips
	Slide Number 12
	How to call the IZ Gateway – Step1 - Problems
	Help diagnose with multiple points of failure
	Alert on pinpointed failure
	Outside of scope
	How to receive messages from the IZ Gateway
	Manual Query – Demo
	Manual Query – Demo (VID)
	Manual Query – Demo (Screen Shots 1/6)�If address exists in partner jurisdiction
	Manual Query – Demo (Screen Shots 2/6)�If patient has had a physical address in more than one partner jurisdiction
	Manual Query – Demo (Screen Shots 3/6)�More than one patient match
	Manual Query – Demo (Screen Shots 4/6)�Single patient match – Select Immunizations
	Manual Query – Demo (Screen Shots 5/6)�Single patient match – Select Immunizations
	Manual Query – Demo (Screen Shots 6/6)�Single patient match – Import Immunizations Confirmation
	Manual Query - Flows
	Manual Query - Summary
	Automated Exchange
	Slide Number 29
	Vendor Tip - Templates
	Automated Exchange - Jobs
	Tips
	Slide Number 33
	Slide Number 34
	Logging
	Identify IZ Gateway Traffic�
	Onboarding
	Onboarding Tips
	Q&A

