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All phone lines
are muted

AIRA Discovery Session 

This meeting is being recorded 
and will be posted in the 

AIRA repository
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Technical Support 

If you experience any 

technical issues during the 

meeting, please contact 

Sarah Stein via direct 

message in the Chat.
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Why AIRA and IIS are Lining up in Support of 
the Smart Health Card Framework?
• The Smart Health Card Framework is an open source effort 

that provides standardized specifications for sharing 
verifiable credentials

• It is non-proprietary, and is supported by a broad number of 
public and private entities

• The Smart Health Card approach is being or has already 
been adopted by:

• States of California, Hawaii, Louisiana, New York and Virginia
• STCHealth’s MyIR
• Envision’s WebIZ
• Docket, supporting Utah, New Jersey and Minnesota

https://vci.org/issuers, https://stchealth.com/myirmobile/, 
https://envisiontechnology.com/products/, https://docket.care/ 14

https://vci.org/issuers
https://stchealth.com/myirmobile/
https://envisiontechnology.com/products/
https://docket.care/


Vaccine Credentials: The IIS Role, Based on 
the Smart Health Card Framework
• Most IIS will play an “issuer” role with credentials

• An entity that generates verifiable credentials
• “Holders” will likely be consumers

• A person who “holds” a paper or digital record
• “Verifiers” will likely encompass a large group

• An entity that applies its own rules to the facts 
contained in the holder’s record. 

AIRA Repository: https://repository.immregistries.org/resource/vaccine-credentials-context-and-working-definitions-for-iis/ 15



Reminder: Draft Statement for Review 
AIRA, IIS and VCI/Smart Health Card Support
• AIRA and its members strongly encourage Immunization Programs and Immunization 

Information Systems (IIS) to explore and, where allowed by local law and policy, adopt  VCI’s 
model for providing consumer access to vaccination records. 

• As stated on their website, VCI™ is a voluntary coalition of public and private organizations 
committed to empowering individuals' access to a trustworthy and verifiable copy of their 
vaccination records in digital or paper form using open, interoperable standards. VCI’s model 
presents a non-proprietary approach for accelerating access to immunization records, 
leveraging the SMART Health Card Framework. AIRA, as well as several member and partner 
organizations, have signed on as VCI partners, with the belief that IIS can and should play a 
significant role as issuers of digital or paper vaccine credentials, and that broader consumer 
access to immunization information supports health equity and empowers individuals to share 
their health information as they choose. 

• This recommendation does not preclude or prohibit IIS from providing more than one model 
for access to immunization records, but rather encourages adoption of VCI as one common 
method across IIS where possible. 
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Today’s Speakers

• Noam Arzt, HLN
• Michael Powell, CA
• Rick Klau, CA
• Nathan Bunker, AIRA

Followed by questions/discussion
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Questions

How do I ask a question?
There will be time allotted for Q&A 
following the presentations.

If you think of a question during the 
presentations:

Select the chat icon and type 
your question into the chat box.
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Noam Arzt
HLN
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Background: The Need
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• Falls into a broader topic of consumer access to vaccination data
• There are several valid scenarios where validated proof of up-to-date vaccination 

status for COVID-19 and other vaccine-preventable diseases would be useful
• Travel
• Work/school attendance
• Large venue events

• These scenarios may or may not persist as time goes on, but the likelihood of the need 
for COVID-19 annual boosters only increases the potential need for ongoing record 
keeping and proof of vaccination for some time into the future.

• Global shift to digital vaccine credentials at least for COVID, maybe other vaccines (and 
tests) in the future

• New executive orders introduce “B2B” requirements
• Endless onslaught of press and editorials
• Significant consumer protection issues in play around data and location tracking



2019 IISAR Data: Patient Access
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Ability for individual or guardian to obtain an official 
immunization record (# of IIS out of 59):

https://www.cdc.gov/vaccines/programs/iis/downloads/
2019-IISAR-Webfile-508.xlsx

https://www.cdc.gov/vaccines/programs/iis/downloads/2019-IISAR-Webfile-508.xlsx


The Good Health Pass Ecosystem
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Courtesy of Good Health Pass Collaborative

https://www.goodhealthpass.org/


Core Terminology
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Courtesy of Good Health Pass Collaborative

https://www.goodhealthpass.org/


Multiple Initiatives
• Vaccine Credential Initiative (VCI): Focus on development of standards and 

reference implementation of SMART Health Cards for vaccination and COVID 
testing

• COVID Credentials Initiative (CCI): Affiliated with Linux Foundation Public 
Health (LFPH); strives to develop open source solutions for vaccine credentialing

• WHO Smart Vaccination Certificate Working Group (WHO): Software 
neutral group that is going to focus on common specifications for this 
functionality (see WHO Guidance Document and European Union strategy)

• Good Health Pass Collaborative (GHP): Focus on re-enabling international 
travel, but scope seems to be broader (see Blueprint document)

• PathCheck Paper Credential: Focus on representing digital credential on 
paper media
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https://vaccinationcredential.org/
https://www.covidcreds.org/
https://www.lfph.io/
https://www.who.int/groups/smart-vaccination-certificate-working-group
https://www.who.int/publications/i/item/WHO-2019-nCoV-Digital_certificates-vaccination-2021.1
https://ec.europa.eu/info/live-work-travel-eu/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en
https://www.goodhealthpass.org/
https://drive.google.com/file/d/14EzejZc_O_c3gThPFccO_mSyNkc-RVPs/view
https://www.pathcheck.org/en/vaccines


Technical Standards & Implementation

26

• The technical standards for vaccine credentials seem to be coalescing around 
HL7 Fast Healthcare Interoperability Resources (FHIR) and SMART Health Cards

• The US does not have the trust framework in place to manage the Public Key 
Infrastructure (PKI) necessary for digitally-verifiable credentials at a national 
level.

• There is a distinct underappreciation for issues related to determining if 
vaccinations are valid versus whether they simply were administered. 

• There are many, many applications being developed for both consumer 
credential “holder” wallets, generation of a health pass based on some set of 
“rules,” and for verifiers who want to view verifiable credentials. 

• Some state and local governments have prohibited requiring proof of 
vaccination.



Simplest Strategy

27

• IIS should provide access to standards-based vaccine 
credentials through a FHIR-based API and SMART 
Health Cards.

• IIS would function as a vaccine credential issuer and 
provide digitally-verifiable source of vaccine 
information to consumer apps.

• Variation: Data sent from IIS to a “COVID DB”
• For people who may have vaccination records in more 

than one IIS, record consolidation should be achieved 
either via IIS-to-IIS communication or via app access 
to multiple IIS.

• IIS should continue to provide traditional, complete 
vaccination records which contain both vaccine history 
and vaccine forecast for a patient.



Fallback Strategy
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• IIS partner with a single vaccine app provider to 
function as a “proxy” issuer of vaccine credentials for 
COVID-19 on its behalf. This app would query IIS via 
current HL7 v2 standards and in turn provide 
standards-based vaccine credentials through a FHIR-
based API. 

• The app would serve as the authorized, digitally-
verifiable source of vaccination information in that 
jurisdiction. 

• IIS should authorize the proxy issuer to provide 
vaccine credentials to other authorized consumer apps 
that meet jurisdiction-defined policies for identifying 
patient records in  the IIS. 

• IIS could provide their own consumer app.



Supplemental Strategy
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• IIS should offer a new service by offering their 
immunization evaluation and forecasting rules systems 
to consumer apps via API to ensure that health passes 
are based on valid vaccinations and not just a count of 
doses administered.

• One example of such a service is the open source 
Immunization Calculation Engine (ICE).

https://cdsframework.atlassian.net/wiki/spaces/ICE/overview


Emerging National Strategy?
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• Credentials seem to be coalescing around SMART Health Cards

• IIS seem to be partnering up with specific vendors for query or “proxy” provision of vaccine 
credentials

• Vendors seem very interested in querying “all IIS” but many IIS are not prepared to do so or remain 
exclusive - many IIS do not feel compelled to allow “competing” vendors to also connect and query

• IIS do not generally allow queries for employee verification

• IIS to IIS interoperability will complete jurisdictional records, but still not help people who live in one 
but work/go to school in another

• New class of “verifier” applications developing to help support vaccine mandates

• Burden falling to the consumer/employee/student to “collect” their digital credentials and present 
them when necessary (including to other apps)

• Credentials are not the same as passes



Additional Reading
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• A Complicated Path Forward in the US (Part 1) – Potential Sources of Data (A 
discussion of the basic philosophy of the vaccine credentialing movement, including 
where data for use in a digital vaccine credential might come from in the US, IIS will 
likely be a major source of this data.)

• A Complicated Path Forward in the US (Part 2) – Major Initiatives Underway (A review 
of the major vaccine credentialing initiatives that are currently underway worldwide, 
including VCI, CCI, the EU and WHO.)

• A Complicated Path Forward in the US (Part 3) – Recommendations (Initial 
recommendations for how public health agencies in the US – federal, state, and local –
should approach vaccine credentialing. Additional federal leadership would certainly be 
useful.)

• WHO Interim Guidance (Comments on the Interim Guidance released by WHO for 
member countries in March 2021. Their recommendations are particularly unsuited for 
the US)

https://www.hln.com/vaccine-credentialing-activities-a-complicated-path-forward-in-the-us-part-1-of-3-potential-sources-of-data/
https://www.hln.com/vaccine-credentialing-activities-a-complicated-path-forward-in-the-us-part-2-of-3-major-initiatives-underway/
https://www.hln.com/vaccine-credentialing-activities-a-complicated-path-forward-in-the-us-part-3-recommendations/
https://www.hln.com/vaccine-credentialing-activities-who-interim-guidance/


Additional Reading
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• It’s All About the Rules! (For vaccine credentialing to be effective the issue boils down to the 
rules that are going to be developed and adopted to make the SVC’s usable. Many of these 
rules currently don’t exist so we will start by analyzing some key factors.)

• Vaccine Credential Activities: Redirecting the Conversation for Public Health Registries (In 
this article we issue more specific advice for public health agencies about vaccine 
credentialing to reduce confusion about what vaccine credentialing is and how it functions.)

• Vaccine Credentials Do Not Replace Full Vaccination Histories (In this article we address the 
similarities and differences between vaccine credentials and traditional immunization 
histories and offer some opportunities for public health to maintain its role in data access.)

• Towards a National COVID-19 Vaccine Credential Strategy in the US (In this article we lay 
out a model for vaccine credentials in the US

• Implementing Vaccine Credentials Across State Lines (In this article we discuss the realities 
in the US about multi-state data access

https://www.hln.com/vaccine-credentialing-activities-its-all-about-the-rules/
https://www.hln.com/vaccine-credential-activities-redirecting-the-conversation-for-public-health-registries/
https://www.hln.com/vaccine-credentials-do-not-replace-full-vaccination-histories/
https://www.hln.com/towards-a-national-covid-19-vaccine-credential-strategy-in-the-us/
https://www.hln.com/implementing-vaccine-credentials-across-state-lines/


Thank you!
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President
HLN Consulting, LLC
arzt@hln.com
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@NoamArzt



Michael Powell and Rick Klau
California
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Digital COVID-19 Vaccine Records (DCVR) 

The State of California launched the Digital COVID-
19 Vaccine Records (DVR) on June 18th, allowing 
Californians to download a digital copy once they 
match: 
• name, 
• date of birth, and 
• mobile phone number or email to their record 

in the immunization registry.

Some Californians have not been able to obtain 
their digital record due to missing contact info, 
missing records, or inaccurate information 
submitted to the registry. 

https://myvaccinerecord.cdph.ca.gov/
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Inability to 
match, incorrect, 

or incomplete 
data prompts the 

need for 
remediation

Metrics Count
Total DVRs Delivered 5.3M
Match Rate 81%
Remediation Requests to Date 589K 
Remediation Requests Closed 569K (97%)
Open Remediation Requests 20K (3%)

Digital COVID-19 Vaccine Records (DCVR) Numbers

Inability to match, 
incorrect, or 

incomplete data 
prompt the need for 

remediation
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72% of people cannot get a match primarily due to missing contact information

298,565 , 72%

118,009 , 
28%

Record not
found

Information
missing or
inaccurate

7,535

5,998

8,252 8,177

4,346
3,453
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10,10310,564
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10,71710,505
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10,255

8,360

318 400

9,548

11,042
9,892

Ticket Closure Rates 
Remediation Request Reason

Remediation Request Reason
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Digital COVID-19 Vaccine Records (DVR) Data Remediation

Update incomplete contact 
information

Submit missing 
vaccination records

Submit complete contact 
information moving forward

1 2 3

If not previously submitted to the IIS, 
update records for patients who have 
mobile phone numbers and email 
addresses on file.  High volume submitters 
submit files separately for patching.  

All providers must report doses 
administered within 24 hours of vaccine 
administration. Please submit any missing 
records to the registry as soon as possible.

Evaluate and update patient intake forms 
and processes to collect the necessary 
information such as mobile phone number 
and email addresses moving forward. 

Call to Providers to Help Californians obtain their DVRs:



Nathan Bunker
AIRA
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AIRA Support for VCI

• Supports people
• Portable and provable
• Preserves privacy

• Limited technical solution
• Can be printed (QR Code)
• Can be electronic (phone)
• Adaptable

40



MITRE-AIRA Proxy Demo

• How IIS might support VCI. 

• Only for exploring technical feasibility.

• Development is under way.

• AIRA will be reaching out to invite IIS.

Credit: 
Noam Arzt
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Other Potential Projects

• Add QR code to 
official or school 
vaccine record?

• Please contact 
AIRA if your IIS is 
looking to do this.
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Other Potential Projects

• Verifiers need decision 
support.

• Immunization Decision 
Support FHIR profile. 

• Our first FHIR guide!
• Standard interface for CDS 

engines.
• If you plan offer 

evaluation for VCI data, 
please contact AIRA.

http://hl7.org/fhir/us/immds/index.html
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Other Potential Projects

• Do you have other ideas?

• Please contact us!
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Question & Answer

How do I ask a question?

Select the chat icon and type your 
question into the chat box.

Select the reactions icon, select “Raise 
Hand,” and you will be called on.

Select the unmute icon and ask your 
question verbally.

45



Thank you to our presenters, 
and thanks to all of you for 

joining us! 
Please complete a brief evaluation survey.

The next Discovery Session 
will be on October 25, 2021
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