
Class 103: Internet & WWW
Connecting Systems



Synchronous vs Asynchronous
Interaction styles for services



Synchronous vs 
Asynchronous
• Two modes of interaction:

• Order and wait
• Order and check back later

• Applies to:
• Human services
• User interfaces
• Web services



Synchronous • Make request
• Wait for response

• Can’t check back 
later for response

Order Food

Search Web

Make Phone Call



Asynchronous • Make request
• Check back later

• You may get 
updates

Dry Cleaning

Filing Taxes

Write Letter



Mixed
• Sometimes 

immediate
• Sometimes 

delayed
Buying Flowers

Talk to Coworker

Texting



User Interface Example



Immunizations Examples

• Synchronized
• HL7 Updates
• HL7 Queries

• Asynchronous
• HL7 Batch Upload
• HEDIS Query
• Reminder/Recall Report



Synchronous vs 
Asynchronous
• Two modes of interaction:

• Order and wait
• Order and check back later

• Applies to:
• Human services
• User interfaces
• Web services



Client vs Server
Roles that actors take during an interaction



Client vs Server

• Two systems make a 
connection

• A single connection
• Two roles

• Client
• Server



Client vs Server • Father and son are playing together.

• But are they doing the same thing in this 
photo?

Presenter
Presentation Notes
Need to get a good photo of a kid and parent throwing/catching a ball. 



• Client initiates request
• Server responds



Addressability

• There are barriers that 
prevent clients from creating 
connections

• Client must be able to 
“address” a request to a 
server



What works

• Go out for pizza
• Drive family to restaurant
• Order and wait
• Eat and then pay

• Order delivery
• Order on the phone
• Wait for delivery
• Pay and receive pizza



What doesn’t work

• House Call
• Pizza restaurant waiter walks 

into your house at dinner 
time and asks what kind of 
pizza you would like.

• Random Delivery
• Pizza restaurant initiates 

random delivery to your 
house with pizza they hope 
you will like. 



Addressability

• Your computer cannot be 
addressed directly

• Prevents unauthorized access
• Hidden from wider internet

• Network architecture
• Firewalls



Addressability

• Public web servers
• Wait for requests 
• Respond to systems hidden 

behind firewalls
• Firewalls

• Differentiate between 
requests and responses

• Will allow responses to come 
back through



Client vs Server

• Two systems make a 
connection

• A single connection
• Two roles

• Client
• Server



Reliability
Why the Internet throws away perfectly good data. 



Reliability

The Internet can be trusted to 
send data.

But the individual nodes, 
between you and the destination 
cannot be trusted. 

They may send your data, or 
they may throw it away.



A Connection 
is an Illusion
• The Internet is virtual

• No physical connection
• Information is being copied

• Many systems in the middle
• Invisible to end users

• Receiving the right packets at 
the right time supports the 
illusion of connectivity

• Different degrees and qualities 
of “being connected”

MC Escher 
https://www.architecturaldigest.com/gallery/mc-escher-architecture-show

https://www.architecturaldigest.com/gallery/mc-escher-architecture-show


A. Report back: Unable To Deliver
B. Store and send later
C. Delete packet and forget about it

80%

80%

100% - Saturated, maxed out

?
60% - Too much data!



Thought Experiment

French



Message for you sir!



Ideal Communication

Attack the French at 10 AM? 

Yes, we’ll see you there. 
Arthur Wellesley, 

1st Duke of 
Wellington

Gebhard
Leberecht von 

Blücher



Real Communication

Arthur Wellesley, 
1st Duke of 
Wellington

Gebhard
Leberecht von 

BlücherATTACK 10 AM?

YES



But what if message was not delivered?

Arthur Wellesley, 
1st Duke of 
Wellington

Gebhard
Leberecht von 

BlücherCONFIRMED YES



But what if message was not delivered?

Arthur Wellesley, 
1st Duke of 
Wellington

Gebhard
Leberecht von 

BlücherCONFIRMED YES

CONFIRMED YES 
CONFIRMED



When can they be 100% sure?

Arthur Wellesley, 
1st Duke of 
Wellington

Gebhard
Leberecht von 

BlücherCONFIRMED 
CONFIRMED YES 

CONFIRMED

CONFIRMED 
CONFIRMED

CONFIRMED YES 
CONFIRMED



But the Internet is more reliable than this, right?



TCP/IP

• Defines
• protocols
• packet structure

• Protocol
• Verifies delivery of packets
• Resends lost packets

• Losing packets is normal
• What!?



A. Report back: Unable To Deliver
B. Store and send later
C. Delete packet and forget about it

80%

80%

100% - Saturated, maxed out

?
60% - Too much data!



Real Life Example

• Mom or dad 
might not hear  
you if they are 
busy

• You might need 
to repeat your 
question later



TCP/IP

• Packets are numbered
• Each side verifies last received
• Missing packets are resent
• When it works:

• Appears seamless

• When it doesn’t:
• Appears to be stalled



TCP/IP

• Data moves slow 
when first connecting

• Seems to “gallop” as 
data moves

• Allows for automatic 
re-negotiation of 
network bandwidth

Aniket Deshpande, 2015: MX-TCP and HS-TCP as Possible Options to 
Overcome TCP Limitations in Multi-Hop Ad-Hoc Networks, International 
Journal of Advanced Research in Computer and Communication Engineering



• Overtime the traffic will balance out
• Does not require any special 

negotiation

50%

50%

100% - Saturated, maxed out



Reliability

The Internet can be trusted to 
send data.

But the individual nodes, 
between you and the destination 
cannot be trusted. 

They may send your data, or 
they may throw it away.



Internet Addresses
How data is routed across the Internet



Internet Addresses

• Learn how data is addressed 
so that it arrives at its 
destination.

• Introduction to:
• IP Address
• Domain Name
• Port Number



Send a message?
Via Example Location
Mail Anne Carr Driver

123 North State St
Lansing, MI 48918-0000

Universal

Note Annie Refrigerator

You can mail the letter 
or 

put a note on her refrigerator. 



IP Address

• IPv4
• 4 byte address
• Identifies the nodes

• Examples:
• 172.217.2.4
• 74.6.231.21



IP Address

• IPv4
• 4 byte address
• Identifies the nodes
• Max 4.3 billion addresses

• IPv6
• Will eventually replace IPv4
• Max 3.4 x 1038 addresses!



IP Address

• IPv4
• 4 byte address
• Identifies the nodes

• Try it yourself!
• Go to command prompt
• Type “ping <name of site>”
• Press enter



Send a message?
Domain Example Location
External Anne Carr Driver

123 North State St
Lansing, MI 48918-0000

Universal

Internal Annie Refrigerator

People have both 
public and private addresses. 



Internal vs External IP Addresses



IP Address

• Local IP addresses
• 10.*.*.*
• 192.168.*.*
• 172.(16-31).*.*

• Loopback IP “localhost”
• 127.0.0.1



Do we need 
anything 
else?

Is the IP address enough?



Where is your friend?

Home Apartment Traveling



Domain Name

• For people and applications
• Easier for people
• Stable across time
• Supports 

• Server migrations
• Load balancing
• Co-hosting



Dynamic Name Server

• Dynamic
• Updated constantly

• Name
• Knows IP address for a given 

domain name
• Server

• A hierarchy of local and 
Internet servers



Anything 
else?

Domain name + IP address is 
enough, right? 



Port 
Numbers

• Designates a specific 
application on the 
computer that handles 
the data



Port 
Numbers

• Every connection has 
two port numbers:

• Client
• Server



Port 
Numbers

• Often not visible to 
end users.

• But critical when 
troubleshooting.



Port 
Numbers
• When you arrive:

• Gate Number
• Airport Name 
• Address

• Server:
• Port Number
• Domain Name
• IP Address



Port 
Numbers
• Common ports you might see:

• 80 – HTTP
• 443 – HTTPS
• 25 – SMTP

• “Open a port”
• Configure a firewall to allow 

traffic on a particular port

Port Description
1 TCP Port Service Multiplexer (TCPMUX)
5 Remote Job Entry (RJE)
7 ECHO

18 Message Send Protocol (MSP)
20 FTP -- Data
21 FTP -- Control
22 SSH Remote Login Protocol
23 Telnet
25 Simple Mail Transfer Protocol (SMTP)
29 MSG ICP
37 Time
42 Host Name Server (Nameserv)
43 WhoIs
49 Login Host Protocol (Login)
53 Domain Name System (DNS)
69 Trivial File Transfer Protocol (TFTP)
70 Gopher Services
79 Finger
80 HTTP

103 X.400 Standard
108 SNA Gateway Access Server
109 POP2
110 POP3
115 Simple File Transfer Protocol (SFTP)
118 SQL Services
119 Newsgroup (NNTP)
137 NetBIOS Name Service
139 NetBIOS Datagram Service
143 Interim Mail Access Protocol (IMAP)



Internet Addresses

• Learn how data is addressed 
so that it arrives at its 
destination.

• Introduction to:
• IP Address
• Domain Name
• Port Number
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