Consumer Access At Scale
Manage Heavy Tratlic with Asynchronous IIS Search
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Background

* Docket®is a free 10S and Android app
* [[S-agnostic consumer access
 CDCIZ Gateway architecture

2.2 million active users

* 6 IIS mtegrations
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Project Impetus

* Docket®use not to mterrupt existing MIIC mterfaces
* Query volume concerns, especially during launch

* Needs to handle rapid changes in volume
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NEWS  HEALTH LSECTIONS | ©
Minneapolis, St. Paul to require

vaccine proof to get into bars,
restaurants

The moves come as an increasing'number of large,
Democrat-led cities across the gountry are adopting
similar rules.

“« StarTribune

Minnesota launches smartphone app
for digital copy of vaccines

Application includes COVID-19 vaccines as well as other
immunization records

0000V

By CHRISTOPHER MAGAN | cmgigan@pioneerpress.com | Pioneer Press
PUBLISHED: September 15, 2021 at/:09 p.m. | UPDATED: October 12, 2021 at 2:18 p.m.

By Katie Galioto, Liz Navratil and Faiza amud Star Tribune
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“Your estimated wait
time 1s 90 minutes.”

Synchronous:
* Long wait times

* High drop rate

* Frustrating!
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“We’ll call you back
when 1t’s your turn.”

Asynchronous:
* Better service
* Fewer drops
* Predictable
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Synchronous App Version

* Timed out when IIS latency 1s elevated
* Might “break the mternet” at launch

* Potentialrisk ifeverybody refreshes
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JOHNNY DOCKET

| Search Immunization Records

Share Immunization Certificate
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Asynchronous App Version v

Immunization Records

JOHNNY DOCKET

* App doesn’t drop user queries

COVID-19
Due on 12/12/2020
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* System 1s stable at launch

FLU
Due on 07/01/2019

OVERDUE

* Overall better experience
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Due after 06/28/2016
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Key Advantages

IIS:

Hedge against risk oftoo

many QBPs 1n a short
period of time

Users:

Folks get their records (and
record updates)

eventually, even 1f IS 1s

temporarily o
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Example Configuration

Immunization Records
JOHNNY DOCKET

COVID-19
Due on 12/12/2020
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Queue

* Attempts to
query IIS for up
to 30 minutes

* No backlog
typically

Dead Letter
Queue (DLQ)

* Holds user queries
until IS recovers

e Admin can re-drive
the DLQ manually
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* Stores queries that
had been deleted
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Queue Status

IIS Provider
Alaska
Idaho
Minnesota

New Jersey

Utah

Queue Size

DLQ Size

37

116

Faults Queue Size

Action

Redrive

Redrive

Redrive

Redrive

Redrive
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Docket™ Availability
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Canary Success
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@ prod-docket-webapp-mn @ prod-docket-webapp-ut

[@ prod—docket—webapp—availabi...] [@ prod-docket—webapp—canary—l...}

[@ prod-docket-webapp-canary-... } [@ prod-docket-webapp-canary-... }

[@ prod-docket-webapp-critical-... } [@ prod-docket-webapp-critical-... }

8574-8442

+1(858) 346-7589 >

Text Message
Mon, Apr 19, 3:16 PM

Your Docket™ Immunization PIN:

Tue, May 4, 8:02 AM

Check your Docket™ app for new

immunization record search results.

Canary Latency p90 (secs)
Seconds

36.3 S ey
1ZGW Timeout (35)

. »@&Aﬂ\%&

05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00
@ prod-docket-webapp-mn @ prod-docket-webapp-ut

Docket®IZ Gateway and IIS System Monitoring Dashboard

Amazon Web Services
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timated time of Arrival
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Immunization Search History

Immunization Search History

Results Pending @ <6min
Docketzzz20 Docketzzz19
NJ: Updated 08/26/2021

Results Pending @ 1second

Zztesta Zzscenarioa
ZZTESTAZZSCENARIOA O AK: Searched 02/28/2022

Match Found O
Zztesta Zzscenarioa

NJ: Searched 02/27/2022

Records Processing...
1seconds
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Match Found Q
Zztestb Zzscenariob
AK: Searched 02/27/2022

Match Found Q
Zztesta Zzscenarioa

UT: Searched 02/25/2022

Before
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Questions?

Michael Perretta
michael.perretta@dockethealth.com

Aaron Bieringer
aaron.bieringer(@state.mn.us
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