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Our Journey!
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Discovery
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 Who is involved
 What will this look like
 Where and When - Consumer perspective
 Why do we need this
 How does it work
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Who is involved

VCI™

Excelsior Pass 
Excelsior Pass Plus

19 Jurisdictions

https://vci.org/
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What will this look like
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Where and When – Consumer Perspective

User navigates to 
consumer portal

Supplies 
information for 2-
factor identity 
verification

Searches for their 
record

On successful 
match, can 
download their 
COVID-19 card 
and SMART 
Health Card

User is now the 
holder of their 
SMART Health Card

User can now take 
this SMART Health 
Card to events that 
require validation

Verifier app checks
-The required vaccines are present
-The digital signature is valid
-Is Issued by a trusted source

Staff verifies 
identify against a 
second form of Id 
(Driver’s license, 
etc.)
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Why do we need this

Digital Version of Paper Records

Consumer can persist test results and vaccine records

Digital signatures to ensure the integrity of the records

Trusted issuers to confirm from an authorized source
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How to verify a SMART Health Card - Verifier Portal
https://demo-portals.smarthealth.cards/VerifierPortal.html

https://demo-portals.smarthealth.cards/VerifierPortal.html
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Steps to Verify a QR Code

1. Get QR Code Value

2. Decode Numeric  (sch:/567629….)

3. Decode Compact Jws

4. Extract Public Key URL

5. Download Issuer Public Key

6. Verify Issuer in Trusted Issuer Directory

7. Verify Signature

8. Extract FHIR Bundle

9. Verify vaccine requirements are met

Verification StepInternet Required Step
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Review

01

02

03

04

05

06

02 Public Issuer URL
We will need to host our public keys in a
publically accessible web site. This site needs
to be available 24/7. This site needs to be kept
up to date with a list of all the valid public keys
used over time. Requires CORS enabled and at
least TLS 1.2.

03 Certificate Management
We will need to use ECC certificates. Issuers
SHOULD generate new signing keys at least
annually.

05   19 Jurisdictions
These steps need to be repeated across 19
jurisdictions. In addition, jurisdictions often
have multiple environments such as
Production, QA, Test.

04 Registration
We need to go through a registration process
in order to be listed as a Trusted Issuer. Each
jurisdiction needs to sign a legal agreement
and submit a form identifying themselves,
their Issuer URL, and that they passed the QA
process.

01 Scanner & App
You need more that just a scanner. You need a
validator application installed that can
interpret and validate the contents of the
SMART Health Card

06 Reporting & 
Monitoring

We will need to be able to report on the
volume of QR codes generated, access to the
Issuer URL, how and where the QR codes are
used with-in the jurisdiction. Additionally, we
need to monitor for any problems.

By PresentationGO
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Solution

By PresentationGO

1. American 
Samoa

2. CNMI

3. Colorado

4. Connecticut

5. Delaware

6. FSM

7. GUAM

…

19. South 
Carolina

Central SMART Health Card Service

02

0305

06

{api}
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Proof of Concept Tools
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Scanning Problem!

Our first QR Code QR Code after changes
Includes BOM Excludes BOM 
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Getting help from and contributing back to the open-source 
community
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Testing as a First-Class Citizen

images: Flaticon.com

Unit Tests Load TestsIntegration Tests Endpoint Tests
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Logging as a First-Class Citizen
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Monitoring and Alerting
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Go Live!X



Reporting
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Explore Map – Where is the Issuer URL being accessed (video)
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Captured with Snagit 13.1.7.8036  

Microphone - Headset Microphone (Plantronics Savi 8200 Office Series)
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Appendix
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• Learning Resources

• Proof of Concept Tools (Explained)

• Sample API Request and Response

• Clean Architecture for the Pivot (Explained)

• Explore Map (Gif)



Learning Resources
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VCI.org
SMART Health Card Implementation Guide

https://smarthealth.cards/en/
Technical Specification

https://spec.smarthealth.cards/
SMART Health Card Cards: Vaccination & Testing

https://build.fhir.org/ig/HL7/fhir-shc-vaccination-ig/

Verifier Portal
https://demo-portals.smarthealth.cards/VerifierPortal.html

SMART Health Cards Dev Tools
https://github.com/smart-on-fhir/health-cards-dev-tools

https://smarthealth.cards/en/
https://spec.smarthealth.cards/
https://build.fhir.org/ig/HL7/fhir-shc-vaccination-ig/
https://demo-portals.smarthealth.cards/VerifierPortal.html
https://github.com/smart-on-fhir/health-cards-dev-tools


Proof of Concept Tools (Explained)
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We are using an open-
source library to help 
with generating SMART 
Health Cards

This is a serverless 
Function as a Service 
(FaaS) offering.

Runs at a low 
consumption cost and can 
scale up to 200 instances.

Each instance can 
generate 5 SMART Health 
Cards per second.

Secure location to store 
secrets and certificates.

Works with ECC 
Certificates.

Capable of auto-renewing 
certificates on an annual 
basis.



Sample API Request and Response
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Request Response

Body

Headers



Clean Architecture for the Pivot (Explained)

25image: https://netsharpdev.com/2019/12/04/clean-architecture/

Clean Architecture is a collection 

of organizing principles so that is easy 

to understand and easy to change as

the project grows.

This allows the business to adapt to 

changing technology and interfaces

A

B

Exercise: If you need to replace 
the scissors with a knife.  
Would be it easier in A or B?Clean Architecture is what allowed is to quickly pivot from out previous presentation 

tier (FaaS) and switch to PaaS
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Explore Map – Where is the Issuer URL being accessed (image)

• Map view allows you to zoom into requests throughout the world

• You can drill-down and view specific request
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