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The Problem

• No way of easily tracking privileged users in ImmTrac2

o Privileged users: ability to create new users that can view and edit client 
and organization records

• Requests for access or access removal done via email then manually stored in 
SharePoint

o User error/latency presented issues



ImmTrac2 Access Types
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Developer

Privileged Users



The Solution

• Increased security and ability to monitor

• Centralized repository

• Automated record keeping

• Tracking privileges

• Keeping processes out of individual inboxes

• Meeting internal audit requirements



Microsoft Forms

• Initially used Microsoft Forms

• Limited options

• Lacked customization



Microsoft Power Platform



Power Apps Landing Page



1. Request Access: Power Apps

• Low code, no code, or 
more code

• Form options

• Integrated with other 
Microsoft products 
(connectors)

• Manager or team 
lead submits the 
request using a 
customized form in 
Power Apps





2. Store the Request: SharePoint

• Cloud-based storage

• Integrated with other Microsoft 
products



Storing the Request



3. Send for Approval: Power Automate

• When a new list item is 
added, a flow is triggered to 
send a pre-populated email to 
the IIS security team

• Some items require additional 
approvals





4. Approve & Complete Request 

• Security team receives approval 
email with link

• Link populates the specific request

• Request is fulfilled





5. Revoke Access
• Revocation requested when employee access requires a change



Landing page



Revoke Requested 



6. Store Documentation

Save approval emails
Save revocation 
emails



Store Approval 
Emails



Store Revocation 
Emails 



6. Store Documentation



Auto-Populating Access Details

• Based on the 
team selected, the 
standard access 
settings are stored in 
a separate list.

• Joined on “Role” 
column



Lorelai’s Access



Permissions

• Permissions set for both application and underlying data (SharePoint)

• Managed by security team

• Custom contribution permission access



Archiving Users

• Revoked users archived weekly

ARCHIVE



Benefits

• Cost efficient

• Integration

• Customizable

• Scalable and Versatile

• Secure

• Improve productivity



Thank you!

Adrian Sanvictores
Adrian.Sanvictores@dshs.texas.gov

Megan Lafleur
Megan.Lafleur@dshs.texas.gov
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